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Description

This document is the user’s guide of the “Charon-PAR Linux Toolkit”.

Features

The Toolkit provides the following features:

®  Manage start/stop virtual (emulated) machines, also named "guests" with services and customized shutdown commands:

B Automatic (with server boot) or on-demand start of the guests
B Clean shutdown of the guests at Charon Linux server shutdown
B Clean shutdown of one guest at will using customized shutdown scripts (using 'ssh', 'expect' or any customized tool)

Monitor the Charon guests log file

Alert on removal of the license dongle (if HASP dongle is used)

Monitor the HASP error log file (if HASP dongle or software license is used)

B Monitor the VE license server log file (if VE license is used)

B Send alerts for all :warn:, :err: and :ERR: (fatal) messages found (depending on the error level setting)

Alert on license approaching termination

®  Number of days before expiration alert is sent can be customized

Menu driven options and command lines to:

Start/stop guests
Connect to guests console

Display license contents, gather license content and update (send C2V and apply V2C files)
Edit configuration files
Generate Charon Report for support cases
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Important note

®  This document applies to Charon-PAR Linux Toolkit version 2.1

B |f Charon-AXP/VAX is installed on the same server as Charon-PAR, the Charon-AXP/VAX Linux Toolkit cannot be installed if the Charon-PAR Linux
Toolkit is installed (not compatible).

Kit download

To download the kit, you must issue a request via email to the Stromasys support team (support@stromasys.com) or ask your reseller

Prerequisites

Basic knowledge of Unix commands

Basic knowledge of Charon products

Charon qualified versions:
®  Charon-PAR 2.0

®  Charon-PAR 2.1
¥ Charon-PAR 3.0.x

Scripts have been tested and validated on the following Linux distributions/versions:

B CentOS 7.x and 8.x
B Red Hat Enterprise Linux Server release 7.x, 8.x and 9.x
®  Rocky Linux 8 and 9

Some packages have to be installed on the Charon server:
® Mandatory packages:

glibc.i686 (onlyforold versions of Charon-PAR)
bc

ed

usbutils

perl

at
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® Recommended packages:

® tel net : recommended for connection from the Charon server to the virtual machine console (text mode)
® putty : recommended for connection from the Charon server to the virtual machine console (GUI)
expect : recommended if ssh cannot be used to execute shutdown commands from the console

r sh: recommended if rsh method is to be used for Charon instance clean shutdown

evi nce : recommended for reading online documentation

post fi x : recommended, Mail Transport Agent used to send emails

firef ox : recommended for checking and updating licenses, accessing online documentation

® All described operations will have to be performed on the Charon server and logged in as 'root' (no other user supported).

® The 'menu' command can be executed as a non root user but with limited possibilities. In this case "Not root!" will be displayed on the top left on
the menu.

To run the 'menu' via a sudo command, so without the restrictions mentioned above, use: $ sudo /opt/charon/ util s/ charon_nenu

It is also possible to allow non root users to run the 'menu’ and other related command lines without being 'root'. This must be enabled first as root
in the "Preferences" menu option then "Access 'menu’ using 'sudo™

® The 'menu' must be used by one user at a time only

B Mail service must have been configured. Mail transfer agent can be postfix, sendmail, ...

Note related to display/edit options

Some menu options will allow you to display or edit files using available editors (if installed) between:
Editor  Interface Description
gedit Graphical Windows notepad like

emacs Graphical Windows notepad like, advanced

nano  Text Basic text editor
Vi Text Advanced users
vim Text Advanced users with more features (colored & highlights)

gvi m | Graphical Advanced users with more features (colored & highlights)

Select the one you prefer or refer to 'man pages' for more information on available ones.
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Note related to emails

There are 2 kinds of emails:
Type Description

Results = Some menu options will allow you to send results via email.

1. Example: license display, log and configuration files.
2. The recipient will then be unique

Alerts By default, the alert script will send alerts via email (plus 'wal | ' notifications if enabled). A recipients list can be defined in this case.

1. Wall notification can be enabled/disabled from the menu
2. The alert script can be customized. You can for example use command lines linked to your monitoring software and disable emails.

Do not use Stromasys email address to send results or alerts directly, for example to support@stromasys.com. The sender will be unknown to us, it is then
recommended to send results to yourself first and to forward us the email you received.

Both types of email use 'sendmai | ' command to send emails. Mail transfer agent can be postfix, sendmail, ...
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Obtaining Documentation

The latest released version of this manual and other related documentation are available on the Stromasys support website at Product Documentation
and Knowledge Base.

Obtaining Technical Assistance or General Product Information

Obtaining Technical Assistance

Several support channels are available to cover the Charon virtualization products.

If you have a support contract with Stromasys, please visit http://www.stromasys.com/support/ for up-to-date support telephone numbers and business hours.
Alternatively, the support center is available via email at support@stromasys.com.

If you purchased a Charon product through a Value-Added Reseller (VAR), please contact them directly.

Obtaining General Product Information

If you require information in addition to what is available on the Stromasys Product Documentation and Knowledge Base and on the Stromasys web site y
ou can contact the Stromasys team using https://www.stromasys.com/contact/, or by sending an email to info@stromasys.com.

For further information on purchases and the product best suited to your requirements, you can also contact your regional sales team by phone:

Region Phone Address

Americas +1 919 239 8450 Stromasys LLC
871 Marlborough Ave, suite 100,
Riverside CA 92507
USA

Europe, Middle-East and Africa +41 22 794 1070 Avenue Louis-Casai 84

1216 Cointrin
Switzerland
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Conventions

Notation

$

#

>

User i nput
<pat h>

CQut put

[]

dskO

Description

The dollar sign in interactive examples indicates an operating system prompt for VMS.

The dollar sign can also indicate non superuser prompt for UNIX / Linux.

The number sign represents the superuser prompt for UNIX / Linux.

The right angle bracket in interactive examples indicates an operating system prompt for Windows command (cmd.exe).
Bold monospace type in interactive examples indicates typed user input.

Bold monospace type enclosed by angle brackets indicates command parameters and parameter values.

Monospace type in interactive examples, indicates command response output.

In syntax definitions, brackets indicate items that are optional.

In syntax definitions, a horizontal ellipsis indicates that the preceding item can be repeated one or more times.

Italic monospace type, in interactive examples, indicates typed context dependent user input.

Definitions

Term Description

Host = The system on which the emulator runs, also called the Charon server

Guest = The operating system running on a Charon instance, for example, Tru64 UNIX, OpenVMS, Solaris, MPE or HP-UX

Related documents

B Charon-PAR Linux Toolkit - Release notes for Kit 2.1
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Installation

The tools are provided in a compressed tar file that must be extracted into the / opt / char on/ uti | s folder.

The following operations must be performed as 'r oot ' user:

If the folder does not exist, by default created at Charon installation, create it and copy the tar file to this directory. In the example below, we assume
the tar file was downloaded in the / char on folder:

# nkdir -p /opt/charon/utils
# cp /charon/ Charon-PAR Li nux_Toolkit.V2.1.tar.gz /opt/charon/utils

Extract the files from the tar file to the Charon installation directory, subdirectory ‘utils’

# cd /opt/charon/utils
# gunzi p Charon-PAR_Li nux_Tool kit.V2.1.tar.gz
# tar —xf Charon-PAR _Li nux_Tool kit.V2.1.tar

Execute the installation script:

# ./ nenuset up

The setup will check first your terminal settings, if set to VT100 you will not be able to continue until you set the TERMvalue to VT200, dtterm or xterm
(see how to here: Configuration)

Mandatory and recommended packages installation will be checked.

® |f some mandatory packages are missing you will not be able to continue. Please install them and restart the 'menusetup' script.
® |f some recommended packages are missing, installation will continue. Installation of these packages can be done later if needed

If 't el net'is installed, you will be prompted to force the mode to character to avoid some input issues while connected to the guests consoles

The 'nenu’, 'l ogtail ', 'l ogvi ew, 'vim i st','vnstart’, 'virst op', 'vntonsol e' and 'vntf g' aliases will be created. They will be the commands
you'll use to access the menu or to view and manage virtual machines using command lines.

Preferences can be defined during the setup or later, they are related to the default editors used with text and graphical user interfaces, Out Of
Memory (OOM) Killer settings and continuous log view when starting a guest (virtual machine)

Recurring jobs will be added in the cr ont ab file:

® ifthe cr ont ab file does not exist, it will be automatically filled
® if it already exists, you will be prompted to update it via the selected editor: a check will be performed and the missing entries will be added

© Stromasys 1999-2024 9/113
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® Alerts parameters will now have to be filled (see Alerts management chapter for more if needed)

Select between HTML or pure TEXT emails

Mail recipients list (used for alerts, not for sending files like log and configuration files for example)

Mail sender (can be used to change the displayed name of the sender)

Mail subject tag (between square brackets in the email subject)

Mail footer: if needed, add here your disclaimer, information on the Charon server or any information you think useful

Enable/disable wall alert messages

Install or update the alert script. It can be customized later, in this case it is recommended to do this once the virtual machines are installed

Select the alert level from guests log files: 0 = none, 1 = informational+warning+error entries, 2 = warning+error entries (default), 3 = error entries
only

View alerts if any

Send immediate alert on dongle removal or not (with counter alert)

o The alerts simulator can be used to send all the know alerts via email (for checks)
Reduce the number of warning messages sent on dongle removal or not

Alert on console connection/disconnection

® When the setup is completed, either log out and login again to define the command aliases or execute the following command:

# . letc/profile.d/charon_nenu. sh

Except if mentioned in the release notes, an upgrade does not require the Charon virtual machines to be stopped

To upgrade the kit, you will need to:

read the release notes available here: Charon-PAR Linux Toolkit - Current version

¢

opy and extract the files from the tar file to the CHARON installation directory, subdirectory ‘uti | s'.

# cd /opt/charon/utils
# gunzi p Charon-PAR_Li nux_Tool kit.V2.1.tar.gz
# tar —xf Charon-PAR _Li nux_Tool kit.V2.1.tar

To install newly defined aliases (logtail, logview, vmlist, ...), please run the following command:

# cd /opt/charon/utils (if not already done)
# ./nmenusetup -a

then either logout or execute the following command for the changes to take effect:

# . letc/profile.d/charon_nenu.sh

When you'll run the 'menu’ command, if changes have to be performed in some menu options, notifications will be displayed before the menu appears.
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® Menu launcher
® Putty configuration

® Colors
® Line drawing
® Menu Options

Menu launcher

Execute the following command to display the Toolkit menu:

# menu

Example:
TROMASYS — Midrange System Eme

I Charon-PAR Linux Toolkit V2.1.1 |

1- Inﬁtallfuiiradefﬁemove Charon

2 + HASP license management (update and settings)
3 - License details (HASP)
4 - License expiration check (HASFP)

5 - WM Hanaiement (add/remove vﬁi startl stoii console connectioni i i)

6 - Manage monitored logs and services
7 - Alerts management

8 - Settings
9 - Preferences
18 - Manage recurring jobs: license expiration check, log events, etc... (cron)

11 - Generate Charon Report (for support cases)
12 + Documentation

Enter your choice ('q' te quit): I

o Please note the menu options may vary depending on the license type used (HASP and/or VE license)

© Stromasys 1999-2024 117113
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Putty configuration

Colors

In case the terminal background color is black, the blue color used for some output could be difficult to read. It is possible to switch to an alternate blue
color from the 'Preferences’ menu option. This requires the terminal emulator to support 256 colors (xterm).

Line drawing

If the menu does not correctly display line drawing, you can change some parameters in putty.

On Linux or Windows, change settings from "Window" — "Translation" pane and check the button "Enable VT100 line drawing even in UTF-8 mode"

Example:
ﬁ PuTTY Configuration 7 "
Category:
=) Session | Options controling character set translation |
|—:| Temina =g paracier set fransiatior
- Keyboard Remote character set:
el UTF-8 v]
. - Features {Codepages supported by Windows but not listed here,
- Window such as CPEE on many systems, can be entered
M - Appearance manually)
- W\ Behaviour
i M Tranglation (] Tre=t CIK ambiguous characters as wide
| (3 Selection [ Caps Lock acts as Cyrillic switch
- Diata Handling of line drawing characters:
- Prony @ Use Unicode line drawing code points
! () Poor man’s kne drawing (+, -and [}
[#-55H O Fort has XWind
s () Use font in both ANSI and OEM modes
Talnat O Use fort in OEM mode only
' SLIF‘EDUP [JCopy and paste line drawing characters as laqak

[ Enable WT100 line drawing even in UTF-8 mode

o on Linux, it is also possible to edit the .putty/sessions/yoursession file and change the UTF8linedraw parameter value to 1

Note:

® |f you have issues with some characters that are not displayed correctly, please see this article: Cannot get correct line drawing on Linux/UNIX with
Putty

® |f you still see lines like "lggqqqqqgaqgaqak”, it is possible to disable semi-graphics (line drawing) from the 'Preferences" menu option.
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Menu Options

® |nstall/Upgrade/Remove Charon
® HASP license management (update and settings)

® |icense driver management (aksusbd)

Request for New or Update license (send C2V file)
License update tool (apply V2C file (HASP))

Sentinel Admin Control Center - Graphical user interface
Sentinel Admin Control Center - Text user interface

® VE license management

VMware authentication setup (esx_bind)
Collect the fingerprint data (c2v)

License update tool (apply V2C file (VE))
License removal

License server management web interface
License service management (licensed)
Edit license server configuration file

View license server log file

License details (HASP and VE)

License expiration check (HASP and VE)

VM Management (add/remove VM, start, stop, console connection, ...)

VM management - Update guests list

VM management - Start/stop guests

VM management - Connect to guest console

VM management - Edit configuration files

VM management - Manage 'systemd' services

VM management - View guest log file

VM management - Create/Edit guest stop script

VM management - Create/Edit guest pre-start script
VM management - Create/Edit guest check/run script
Manage monitored logs and services

Alerts management

Settings

Preferences

Manage recurring jobs: license expiration check, log events (cron)
Generate Charon Report (for support cases)
Documentation
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Install/Upgrade/Remove Charon

Table of contents

B Description
®  Fresh Charon installation example
B Uninstalling a Charon Product

Description

This option helps in installing and uninstalling Charon. You have to provide the shell archive (.sh) file (kit) location.

It is recommended to locate all Charon kits in the same folder as this menu will remember the last folder you used in the previous session (if not, you will
be prompted to select the folder)

Notes:
® _sh shell archive files will be unpacked automatically

® |f the kit is provided with a .md5sum file and this file is present in the same folder as the kit, the md5sum check will be automatically performed.
® The following options are available. They are displayed at the bottom of the page after selecting the Install/Upgrade/Remove Charon menu option:

Enter:
i - to install or upgrade
u - to uninstall (available if a product is at least installed)
r - to reload the screen (refresh)
g - to install/uninstall Software license provided as a kit

clean - to remove all installed CHARON products
q - to quit
? or h - to display this message

To upgrade Charon-PAR, you will need to stop the running virtual machines, uninstall the current version and install the new one.

® |f you only upgrade the Charon Linux Toolkit, you will not have to stop the running virtual machines except if notified in the release notes.
To remove Charon-PAR, you must ensure there is no running virtual machine related to the product

The installation log will be stored in the system yum or dnf install log in /var/log, and in /opt/charon/log/dnf.install.<date_time> or /opt/charon/log/yum.
install.<date_time>.

Fresh Charon installation example

Context:

Operating system used is RHEL 9

We will install Charon-PAR 3.0.17

License key is based on HASP network license

We assume Charon kits have been downloaded to the / char on folder

Example:

# 11 /charon/*.sh

-rwxr-xr-x. 1 root root 19299170 Sep 17 13:42 /charon/charon-par-3.0.17-23300-03c864b4.el9.sh

For a fresh installation the setup does not know where you use to store the Charon kits so you would have to enter the kit location. On subsequent
installations, the kits directory is suggested as the default. Once the list of kits has been displayed, select the kit you want to install by entering its number:

© Stromasys 1999-2024 147113
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Install/Upgrade/Remove CHARON

Hostname : rhele
Linux version: Red Hat Enterprise Linux release 9.4 (Plow)
Linux 5.14.0-427.31.1.el9_4.x86_6&4

Installed packages
- aksusbd-8.13-1 (HASP license)

Enter your choice (i to install,u to uminstall,r to refresh,q to guit): i

Enter kit location (folder), . fer current folder, g to guit

[/charon]

Searching for complete packs in /charon ... -»> done.

searching for kits in /charon .... -> done.

Searching license server package in /charon ... -» done.

No Product Version Build Installed Container mdSsum
1 charon-par 3,0.17 23300 N/A sh 0K

Select the kit you want to use (q to quit): I

The shell archive will be unpacked and you must accept the End User License:

End User License Agreement for : STROMASYS SOFTWARE.

NOTICE TO USER ("LICENSEE"™, "¥OU" or "¥OUR"): THIS AGREEMENT GOVERNS USE

BY LICENSEES OF THE STROMASYS SOFTWARE DESCRIBED HEREIN. LICENSEE AGREES

THAT THIS AGREEMENT SERVES AS ANY WRITTEN WMEGOTIATED AGREEMENT SIGMED BY
LICEMNSEE. BY CLICKING TO ACKMOWLEDGE AGREEMENT TO BE BOUND TO THIS LICENSE,

OR USING THE SOFTWARE, LICENSEE ACCEPTS ALL THE TERMS AND CONDITIONS OF THIS
AGREEMENT. THIS AGREEMENT IS ENFORCEABLE AGAINST AMY PERSON OR ENMTITY THAT

USES THE SOFTWARE AND ANY PERSON OR ENTITY (E.G., SYSTEM INTEGRATOR, CONSULTANT
OR CONTRACTOR) THAT USES THE SOFTWARE ON ANOTHER PERSON'S OR ENTITY'S BEHALF.

THIS AGREEMENT SHALL APPLY ONLY TO THE SOFTWARE to which Licensee has
obtained a valid license REGARDLESS OF WHETHER OTHER SOFTWARE IS REFERRED
TO OR DESCRIBED HEREIN.

1. Definitions.

1.1 "Stromasys" means Stromasys LLC, a Delaware Llimited liability company
based in Riverside, CA and its affiliates dincluding, but not limited to,

Stromasys SA, based 1in Geneva, Switzerland.

1.2 "Software" means Stromasys Charon software licensed to you subject to

The kit will then be unpacked, extracted and installed.

© Stromasys 1999-2024
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Checking charon-par-3.0.1-21500.el7.tar.gz file (mdSsum)
Success.

Unzipping file...

Extracting tar file...

Done.

Removing tar file...

Loaded plugins: fastestmirror, langpacks
Examining charon-mtd-4.11-20500.e17.x86_ 64.rpm: charon-mtd-4.11-20500.x86 &4
Marking charon-mtd-4.11-20500.217.x86_64.rpm to be installed

0229672 .el7.x86_04

Marking charon-par-3.0.1-21500.0229672.2l17.x8€_€4.rpm to be installed
Examining aksusbd=-7.63=1.1386.rpm: aksusbd-7.63-1.1i386

Marking aksusbd-T7.63-1.i38é.rpm to be installed

Fesolving Dependencies

—-—->» Running transaction check

--=> Package aksusbd.i386 0:7.63-1 will be installed

---> Package charon-mtd.x86_%64 0:4.11-20500 will be installed

-—-» Package charon-par.x86 &4 0:3.0.1-21500.022%672.e17 will be installed
==>» Finished Dependency Resolution

Dependencies Resolved

Examining charon-par-3.0.1-21500.0229672.e17.x86_64.rpm: charon-par-3.0.1-21500.

© Stromasys 1999-2024
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Package Arch Version Repository Zize
Installing:

aksusbd i3ge 7.63-1 faksusbd-7.63-1.1386 2.7 M

charon-mtd x86 64 4.11-20500 Jcharon-mtd-4.11-20500.217.x86 &4 173 k

charon-par x86_64 3.0.1-21500.02259672.el7
fcharon-par-3.0.1-21500.0229672.217.x86_64 33 M

Transaction Summary

Install 3 Packages

Total size: 36 M
Installed size: 36 M
Downloading packages:
Running transaction check
Funning transaction test
Transaction test succeeded
FEunning transaction

Installing : charon-mtd-4.11-20500.x86_6&4 1/3

Installing : aksusbhd=7.63=1.1i386 2/3
Starting aksusbd (via systemctl): [ OE ]

Installing : charon-par-3.0.1-21500.022%672.217.x86_64 3/3

Verifying : charon-mtd-4.11-20500.x86_€4 1/3

Verifying : aksusbd-7.63-1.i386 2/3

Verifying : charon-par-3.0.1-21500.0229672.817.x86_¢64 3/3
Installed:

aksusbd.i386 0:7.63-1 charon-mtd.x86 &4 0:4.11-20500

charon-par.x8¢_64 0:3.0.1-21500.022%9672.el17

Cﬁlete!

output saved to fnptfcharonfloq!yum.install.2&21&121_1432!1

press enterf]

Charon-PAR is now installed as shown below:
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CTROMASYS e System Emulation V2.1
Install/Upgrade/Remove CHARON

|Hostname: rhels
Linux versien: Red Hat Enterprise Linux release 9.4 (Plow)
Linux 5.14.8-427.31.1.el9_4.x86_64

Installed packages

= aksusbd-8.132-1 (HASF license)

- charon-license-1.5.0-1

= charon-license-certs-1.5.0-1

- charon-license-hasp-1.5.0-1.e19

- charon-mtd-4.12-20000 (Charon Magnetic Tape Dump & Restore utility)
- charon-par-3.0.17-23300.02cB864b4.e19 (Charon-PAR emulators)

Enter your choice (i1 to install,u to uninstall,r to refresh,q to quit): I

Uninstalling a Charon Product

Select u (uninstall) to remove a Charon Product.

Please note:

® The uninstallation procedure can only be performed if all emulators using the product in question are stopped first. Otherwise, the Toolkit will refuse to

perform the action.

® |f a base product is removed, all related packages and possibly also standard Linux packages installed as dependencies will be removed.

Example:

Install/Upgrade/Remove CHARON

Hostname : rhels
Linux version: Red Hat Enterprise Linux release 9.4 (Plow)
Linux 5.14.0-427.31.1.e19_4.x856_64

Installed packages

= aksusbd-8.13-1 (HASP license)

charon-license-1.5.8-1

- charon-license-certs-1.5.08-1

- charon-license-hasp-1.5.0-1.e19

~ charon-mtd-4.12-28900 (Charon Magnetic Tape Dump & Restore utility)
~ charon-par-3.0.17-23300.03c&64bd.el9 (Charon-PAR emulators)

Enter your choice (i to install,u to uninstall,r to refresh,q to quit): u

Do you want to uninstall charon-par (y/n) ? l

© Stromasys 1999-2024
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HASP license management (update and settings)

Description

This menu option appears if the aksusbd package is installed, meaning an HASP license is used (USB dongle or software license).

It is used to install, update or remove a (software) license and for opening the Sentinel Admin Control Center using Firefox or to configure some options
when a GUI is not available.

Example:

TROMASYS System Emulati

I Charon-PAR Linux Toolkit v2.1.1 |
1 - License driver management (aksusbd)
2 - Request for new license or license update (send C2V file)

3 - License uidate tool {aiili v2c file)

4 - Graphical user interface (firefox)
5 - Text user interface (configuration only)

Enter your choice ('q" to quit): I

License driver management (aksusbd)

Request for new license or license update (send C2V file)
License update tool (apply V2C file (HASP))

Sentinel Admin Control Center - Graphical user interface
Sentinel Admin Control Center - Text user interface
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License driver management (aks

Description

Displays the number of local licenses dongle (i.e. the current server), the number of software licenses installed on server and the license driver service
status and gives the option to restart the service if needed.

STROMASYS Midrange System Emulatic V2.0
License driver management (aksusbd)

Local licenses found (on this server):
- USB dongles: ©

- Software licenses (5L): 1
License Id: 2308554323405352509

Driver service status:
= aksusbd.service - Sentinel LDK Runtime Environment (aksusbd daemon)
Loaded: loaded (fetc/systemd/system/aksusbd.service; enabled; preset:
)
Active: active (running) since Tue 2024-89-17 14:12:08 CEST; 3min 53s ago
Process: 40834 ExecStart=fusrfsbin/aksusbd_x86_64 (code=zexited, status=0/5UC
CESS)
Main PID: 40840 (aksusbd_x86_64)
Tasks: 3 (limit: 48800)
Memory: 2.3M
CPU: &ms
CGroup: fsystem.slice/aksusbd.service
T-40840 fusr/fsbin/aksusbd_x86_64

Do you want to restart the service (y/n) (g to quit) 7 [}
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Request for New or Update license (send C2V file)

Description

Creates a C2V (Customer to Vendor) file to be sent to Stromasys in order to update a license.

Send it first to yourself and not directly to Stromasys as mentioned in the Note related to emails

Notes:

B |f the installed Charon-AXP or Charon-VAX version has the hasp_sr m vi ew executable allowing the generation of C2V file per Keyld (recent
versions of Charon), the C2V files for all attached licenses will be created (use of - c2v combined with - key parameter)

B |f the version of hasp_sr m vi ewdoes not contain this functionality, a C2V file will be created for the 1st detected license only.

The generated files are located in / t mp folder. If email is configured on the server, you can enter the email recipient or press enter to use the latest
recipient entered from any other menu option that sends emails.

You will then receive an email with subject: "[CHARON] C2V file / HASP License" or "[CHARON] C2V file / Collect for Software License" if option 2
(generate software license) was used.
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License update tool (apply V2C file (HASP))

Table of contents

Description

Using Graphical User Interface (GUI)
Using Character User Interface (CUI)
Remove a software license

Update license description file

Description

License update with GUI or CUI. Opens Firefox Web browser (Graphical User Interface) in order to apply the V2C (Vendor to Customer) file received
from Stromasys or if the 'hasp_updat e' executable file is present, coming from the Charon kit (starting with V4.6) or from a provided HASP SL (Software
License) runtime package, allows you to apply updates from a Character User Interface.

Using Graphical User Interface (GUI)

Select option 1 from the menu:

{on this s

and click on the Browse button to select and apply the V2C files:
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gemalto

Sentinel Admin Control Center

Sontingl Eoys
Products
Fealures
Sessions

LipdatefAttach

Access Log
Configuration
Diagnosiics

Help
Aot

Update/Attach License to rocklinux8bm.stromasys.com

Apply Flle

Sebect a V20, VZCP HZR, RZH, H2H or 1D Nile;
Browse.. | No file selected

Apply File | | Cancel

The following file types can be applied:

= AVIC file contains a llcense update [Fom your SHware vensorn, of a fimmyare update for your Seninel HL keys.
* A VICP fle contains license update package from your software vendor,
& An H2ZR file contains a datached license,
i 8 canofled delached Bognse (o be re-atlached 1o its onginal key)
L rhosind profecion ki,
= An 1D file contains the identifiers of the Sentinel License Manager on a remaote maching (oocasionally required Tor creating a detached license).

In case of a license update, install the _f nt . v2c file first (_fmt = format) if you received one.

sing Character User Interface (CUI)

If the license folder is not set, select option 3 from the menu and enter the folder name:

The specified folder must already exist. In the example above, the "# nkdir -p /charon/licenses" command was used to create the container

© Stromasys 1999-2024
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To apply licenses update, use option 2.

Example:

Local licenses found (on

Files are sorted by license number then sequence number and then by type with _fmt files first. Files dated the current day are highlighted in green.

The license updates will be applied in the order specified.
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Example:

Local licenses found {(on this

Notes:

In case of update, install the _f nt . v2c file first (_fmt = format)

Common errors codes translations are displayed. If the error code is not listed here, please have a look at this article: hasp_update utility returns error
message (if the code is not listed in this page, please contact our support)

The option to delete license files .v2c older than a number of days is to be executed at will to cleanup the folder

It is recommended to run the License expiration check (HASP and VE) utility or the License details (HASP and VE) utility and check updates have
been correctly applied.
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Remove a software license

This option is used to remove a software licence, usually when it is in cloned state.

Update license description file

Use this option to define a description for the license. For example, if this is a USB dongle, its location.

This is performed using the editor defined in the preferences, format is as described below:
<l i cense nunber >; <descri pti on>; <col or code>
Color code can be:

Red

. Green
Yellow
Blue
Magenta
Cyan

. White

No ook owbdb -~

Example:
#--- License description file -----------------------

# Format: <license nunber>; <Descri ption>; <Col or code>
1005888; SEH nyUTN-50a USB/ Networ k box Port 1;4
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Sentinel Admin Control Center - Graphical user interface

Description

Opens the Sentinel Admin Control Center (localhost:1947) with firefox.

Example

| - -
gemalto Sentinel Admin Control Center
m Sentinel Keys Available on rocklinux8bm.stromasys.com
Santing| Keys & Location Vendor Ky ID Key Type Configuration Wersion Sessions Actions
Praducts 1 Local GRTO4 Resenved for New 5L Key SL 760 = | Fingerprint
Features (68704)

2 Local GETO4  TIM30DZ3Z  Sentinel HL Time 3 HASP 427 « [Progucts| | Feamures | Sessions || BINK on

Sessions (87 04)
UpdatefAttach
Access Log
Configuation
Dlagnostics.
Help
About
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The text user interface is used to configure useful options (not all) when a graphical user interface is not available, for example to enable writing an error
log file that can be monitored by the toolkit.

tem Emulat
Center Te

Network
MNe

Administration
; the
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VE license management

This menu option is only relevant if the VE license-server package is installed.

It is used to setup, update or remove a license and for opening the management web interface using Firefox, manage the licensed service, edit the
configuration file or view the license server log file.

Example:

VMware authentication setup (esx_bind)
Collect the fingerprint data (c2v)

License update tool (apply V2C file (VE))
License removal

License server management web interface
License service management (licensed)
Edit license server configuration file

View license server log file
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VMware authentication setup (esx_bind)

Description

The esxi_bind command sets up the necessary communication connection between the VE license server and the ESXi host / the vCenter Server. It is
only relevant if the VE license server runs in a VMware environment.

It must be run on the license server (and the backup license server, if applicable):

once before the first license is requested, and

again should the user credentials, the password, or the address data for the access to the ESXi host / the vCenter Server change. Please make sure
that the password of the selected user account does not automatically expire after a certain time period. This would cause disruptions in the license
server operation and make it impossible for clients to receive their license.

V2.1

VMware authentication setup

You will be prompted for IP address, username and password.
Corrections can be made before validating your input.

IP address: 18.1.1.1
Username: testuser

Password: #xsxx

Please confirm (y, n, q to quit): I

The ESXi user must have at least the following global permissions (i.e. the permissions cannot be limited to a specific VM):

1. Datastore > Allocate Space
2. VirtualMachine > Config > AddNewDisk
3. VirtualMachine > Config > RemoveDisk

The username on the vCenter Server can take different forms:

1. Simple username
esxi_bind parameter example: myuser nanme

2. Username includes a domain name in one of the following two formats:

a. <domain>\<username>
b. <username>@<domain>
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Collect the fingerprint data (c2v)

Description

The fingerprint is collected on the license server using the c2v utility.

The user must specify if a regular VE license or an AutoVE license is required.

In addition, the platform on which the VE license server runs must be specified. Supported platforms at the time of writing:

esxi: to run on VMware ESXi

aws: to run on Amazon Cloud

oci: to run on Oracle Cloud

azure: to run on Microsoft Azure

gcp: to run on Google Cloud Platform
ibm: to run on IBM Cloud

nutanix: to run on Nutanix AHV
physical: to run on Physical Machine

Example

The example below shows the fingerprint creation for a regular VE license on an AWS cloud instance. If the mail system is set up correctly, the resulting
C2V file can be sent directly to Stromasys. Otherwise, the file indicated in the output must be copied and sent to the email address provided by

Stromasys.

m Em

Collect the fingerprint data {(c2v)

V2.0

License mode: Regular
Platform selected: aws

Confirm {y/n): y

Creating C2v file "/tmp/ip-172-31-37-66_20240918_183044.c2v"

<<C2V>> Checking the running environment ...

<<C2V>»> Creating c2v file "/tmp/ip-172-31-37-66_20240918_183044.c2v"
<<C2V>> Done.

Success.

Do you want to send file via mail (y/n) ? I

CRE
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License update tool (apply V2C file (VE))

Description

You will receive the license file and a text file showing the license content in human readable form. Please review the text file carefully before installing the

license to make sure the content is what you expected.

The license data is installed on the license server using the v2c utility.

Example

First you have to set the license file folder (option 2).
Then you can install or update the license using the V2C file you received.

If the license file folder contains more than one V2C file you can select the correct one.

Mid B stem E lation V2B

License update tool {ahply vac file)

Available options:
1 - Install or update license (vic)

2 - Change license Tiles folder [/home/fcentos]
3 = Delete license files (.vic) older than 'n' days
q - quit

Enter your choice: 1

1l - 01.00800001.0802.061-2024-02-20.v2c - 20-Feb-2824 21:28:11 (amazZon.aws)
2 - 01.00000001.002,.061-2024-08-27.v2c - 2T-Aug-2024 20:25:44 (amazZon.aws)

Multiple selections available, comma or blank separated (example: 1,2 3}
Enter your choice (g to quit) : I

When updating an existing license, the V2C tool will show the changes brought by the new license before implementing them. Please review this output

carefully to aovid installing the wrong license.

© Stromasys 1999-2024
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License removal

Description

The license removal is implemented as a license transfer out of the current license server. As soon as the step has been taken, the license will be gone.

Therefore, please cleanly shut down any running emulators/guest systems that depend on this license.

3 T ROMASY S I i V2.0

License removal
Product Name Expiration Vers. AlertLvl
License id: ©1.00000001.002.861 (VE)
Charon-SSP/4U,Charon-SSP/4U+,Charon-S5P/4V,Ch ©5-Mar-2025 23:55 6.0 NEUTRAL
Charon-55P/4M 05-Mar-2025 23:55 6.0 MEUTRAL
Charon-PA9-64-L5 05-Mar-2025 23:55 3.1 NEUTRAL
Charen-AXP/AS480,Charon-AXP/ASBEO ,Charon-AXP/ 85-Mar-2825 23:55 4.13 NEUTRAL
Charon-VAX/MVII,Charon-VAX/MV3KE,Charon-VAX/M 65-Mar-2625 23:55 4.13 NEUTRAL
Please confirm you want to remove this license (y/n): I
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License server management web interface

Description

The VE license server offers a web-based management interface. The toolkit option tries to start the Firefox browser to access this interface.

To start a browser manually on the local VE license server, use the URL: https://localhost:8084/. To start the browser on another system, replace
localhost with the name or address of the VE license server. Port 8084 is the default port.

If the DISPLAY variable is set, the system will try to display the browser on the remote system. In many cases, e.g., on cloud instances, if the user
starting the toolkit is not logged in directly as the root user, this will fail as the authentication provided by ssh - Xis not transferred to the root user when
using the sudo command.

If using a remote display, the speed of the application depends largely on the network speed and latency.

If access to the web interface of the VE license server is needed on a regular bases, it is often the better option to configure the firewall to allow web
access to the GUI port (8084 by default) from the remote management system.

Example:
- < O @ 2 & https:ilocalbost: B084] main hemis o B & O Search s e @ an =
[ Fedora Project [CIRed Ht [ Work [ Ot e Bocrrarks

 nfammation EXPORT C2IV FILE RESULT

users Licanas Typa WE Liconse v

Logout Plattor

IMPORT W2C FILE RESULT

Updaad V20 Fild
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License service management (licensed)

Description

Using this option, the systemd service controlling the license server process can be restarted.

V2.8

TROMASYS tem Emulati
License service management (licensed)

service status:
* licensed.service - License Server (licensed daemon)

Loaded: loaded (/etc/systemd/system/licensed.service; enabled; vendor preset:
disabled)

Active: active (running) since Wed 2024-089-18 18:19:17 CST; l4min ago
Main PID: 4287 (license_server)
CGroup: /system.slice/licensed.service
"-4287 Jopt/license-server/license_server

Do you want to restart the service (y/n) (g to quit) ? I
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Edit license server configuration file

Description

Option to edit the license server configuration file /opt/license-server/config.ini. For details regarding the content of this file, please refer to the VE license
server documentation (Virtual Environment (VE) License Server Documentation).

Example

Edit the parameters as appropriate. Please note that any ports used by the license server will probably have to be updated in the license server firewall
and other intermediate firewalls and cloud security groups.

# leave it empty if no validation is required.
# Note: it is defined in license contents of peer license server.
passphrase =

[general]
# Define local port to serve emulator, default: 8083
port = 8083

# Define local port to provide web interface, default: 8084
http_port = 20284

# IT HTTP to HTTPS redirect is enabled, the license server web GUI must have acc
ess to TCP port 80.

# The default value is "on" unless "off" is expressly specified.
http_redirect = on

# Define local port to communicate with peer license server, default: 2885
# OMLY for AutoVE license, ignore it for other licenses.
sync_port = 8085

# Uncomment below line to disable insecure TLS 1.8/1.1, S5L 2.0/3.0,
I please note, it will cause compatible issue with older versions than S5P 5.5.2

If the file has been changed, the Toolkit offers to restart the license server. This is needed to activate the changes.

ROMASYS Midrange System Emulation Vi.e
Edit license server configuration file

WARNING: configuration file update time is greater than the 'licensed'
service startup time!

Do you want to restart the service now (y/n) 7 I
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View license server log file

Description

Display the license server log file.

Example

Ii*titi*t*t*t*tiiitt*t*t*tttiti*t*t*t*tttitt*t*t*ttttti*t*t*t*t

2024-09-18 18:19:21 INFQ
2024-09-18 18:19:21 INFO
2024-09-18 18:19:21 INFOQ

2024-09-18 18:19:21 INFO

erver.pem

2024-09-18 18:19:22 INFO
8083.

2024-09-18 18:19:22 INFO

VE License Server v2.4.7
Copyright (C) 1998-20824 Stromasys S.A. All Rights Reserved.

MAIN
MAIN
MAIN
License

MAIN

License

e 7 ok o ol ok oy okl ok ol ok o ok ol ol ol ol ol ol ol ok i ok o ol ook ol ol e i kel ok o ol o ok ol ol e ke ok i ol o ke o ol o o ok ol ok ol ok i ok

Build time: Jul 18 2824 11:43:15

Host Mame: ip-172-31-37-66.ec2.internal

Host 05: Cent0S Linux release 7.6.1810 (Core)
Web server will use custom certificate: web-s

license server (VE) is ready to serve on port

Default S5L certificates are used.
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Lice details (HAS VE)

Displays the license content using the selected editor (from the preferences) and highlights the license expiration date/time (providing 'vim' is selected as
the default editor).

As opposed to the hasp_srm_view command passed manually, this option works even if you are logged in via 'ssh' (sese CHARON on Linux - Cannot get
license information or run guests over ssh for more information).

HASP license example

Part 1: the description displayed here is defined using the menu options "HASP license management (update and settings)" then "License update tool
(apply V2C file)":
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Part 2: 'vim' is used so license details can be highlighted

-

date:

Cime :
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VE license example

Ibst Mame: ip-172-31-37-66.ec2.internal

Host 05: Cent0S Linux release 7.6.1818 (Core)
ARAEEAEEAT AT AR A AR EAAE AL A AR AR AR A AA R LA AT A A A A h Kk
c<license Viewer>> Current license:

License Fingerprint: 58caT6281dd3d99b49252b2c8TTCcE8329691Cc328240156615db293T
545855359

Customer Name: Stromasys/Testing

License ID: 01.90000001.002.061

Key Type: NORMAL

Platform: amazon. aws

Release Date: 2024-08-27 12:088:31

Grace Period: 120 minutes

License Check Interval: 60 minutes

Virtual Hardware: Charon-55P/4U,Charon-55P/4U+,Charon-55P/4V,Charon-55P/4
V4

Product Code: test

Expiration Date: 28025-93-05 23:55:008 (168 days remaining)

Major Version: 6

Minor version: o]

Maximum CPU: 4

Maximum Virtual Memory: 18240 MB

Instances Allowed: 3

"jtmp/license_viewer.27123.o0ut" 64L, 2834C
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License expiration check (HASP )

“
<
I

Description

Checks the license expiration interactively. This check is also performed automatically, by default everyday at 09:00 AM, and starts sending alerts 15
days before expiration. See Manage recursive jobs: license expiration check, log events (cron) for more and customization.

Alert levels are defined as follows:

Days before expiration (date limited Hours before expiration (time limited Alert Level

license) license)

More than 7 More than 72 hours INFORMATIONAL
Between 4 and 7 Between 49 and 72 hours MINOR

Between 2 and 3 Between 25 and 48 hours MAJOR

Less than 2 Between 0 and 24 hours CRITICAL

<0 0 hours and 0 minutes EXPIRED

HASP example
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VE license example

STROMASYS - Midrange System Emulation 2.

License expiration check

Product Name Expiration Vers. AlertLvl

License id: 0l.00000001.002.861 (VE)

Charon=-55P/4U,Charon-55P/4U+ ,Charon-55P/4V,Ch 85-Mar-2025 23:55 6.8 NEUTRAL
Charon-55P/4M B5-Mar-2025 23:55 6.8 NEUTRAL
Charon-PAS-64-L5 B5-Mar-2025 23:55 3.1 NEUTRAL
Charon-AXP/AS400 ,Charon-AXP/AS800 ,Charon-AXP/ 85-Mar-2025 23:55 4.13 NEUTRAL
Charon-VAX/MVII,Charon-VAX/MV3KE,Charon-VAX/M 85-Mar-2025 23:55 4.13 NEUTRAL

|Pre55 ENTER to continue.

The script can be executed in command line or from the crontab (see: Manage recurring jobs: license expiration check, log events (cron)) using the
following command:

# /opt/charon/utils/charon_expchk
Available parameters:

Number of days before the license expires that will generate an alert — specify a number of days (default = 7)
-nomai | : prevents from sending default email. This option is useful when a custom script is created to send alerts (see further)

- expdat =<DD- MMM YYYY> where DD = day of the month, MMM = month (3 characters, 1st letter uppercase), YYYY = year: forces the expiration
date. Used for testing alerts with or without custom script.

Example (command executed on 14-Feb-2023):

# /opt/charon/utils/charon_expchk 15 -nomail -expdat=16-Feb-2023

The command above, with forced expiration date, will provide the following results:
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Custom alert script

A customer script can be created to send alerts for example when a monitoring software is installed.
The script has to be created in / opt / char on/ uti | s folder and named char on_expchk. cust omwith "execute" permission.

It is invoked for each product and has the following parameters:

B $1 = level that can be (case sensitive) Informational, Minor, MAJOR, CRITICAL, EXPIRED or NEUTRAL

®  Note: NEUTRAL is sent when no alert is detected, used to send counter alert.
B $2 = message starting with ":" followed by the license expiration date, the license number and the product.

®  Example: : 24-Jul -2020. License: 1001687. Product: CHARON- AXP
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VM Management (add/remove VM, start, stop, console
connection, ...)

Table of Contents

® Description

® Menu description
® Example

® Menu options

Description

Manages the Charon virtual machines (guests) defined as services, used to create, delete, start and stop virtual machines on user request or upon
system request (Linux server boot & shutdown).

The service works with a guests list containing the emulator executable file name, configuration file and, optionally, the auto_boot on server startup
parameter (/! at service level, not the same as the emulated machine).

® Startup: the virtual machine is executed in detached mode (using ‘- x’ parameter) and then requires the console port to be set.
® Connection to the console will be performed using t el net on the defined localhost / port. This can also be performed using other utilities like put t
. If there is more than one guest on the server, guests are started in parallel.
® Before the guest starts, the network interfaces used will be checked and all the offload parameters will be set offline.

®  Shutdown: a common shutdown script can be created for guests shutdown. See "Service management - Create/Edit guest stop script" for details.

® |f the script does not exist, the virtual machine process is killed without proper guest shutdown. This is the equivalent of a server power off.

® |f the script exists, it executes the customer defined command lines to perform a proper shutdown (using ‘ssh’, 'r sh' or ‘expect ' for example). If
the virtual machine process is still running after execution, the process is killed by the system (SIGKILL).

® |f there is more than one guest on the server, guests are stopped in parallel mode during server shutdown. If a specific order is required, the
services description files will have to be modified to add dependencies using Bef or e= or Af t er = for example. For more information, see
manpages: # man systend. unit

Menu description

® The first part of the menu displays server information: server boot time, number of CPUs and Memory Free / Total.
® This description is valid for all menu options displaying the virtual machines list and for the "vni i st " command line.
® The second part displays the list of virtual machines (guests) managed. Column details:

Column Description

Configuration = Configuration file name.

File

CPU Displays the number of CPUs by looking for the 'model' parameter into configuration file settings and searching in a predefined file
containing the list of models and cpu numbers. If no information is available, "-" is displayed instead.

Memory Displays the amount of memory defined in the configuration file (if defined). If no information is available, "-" is displayed instead.

State

1. can be either ACTIVE, ACTIVATING, INACTIVE, DEACTIVATING, FAILED or UNKNOWN
2. If the guest is in STOPPED state, an additional information will be displayed:

a. REQUESTED: the service has been stopped by user request or has not been started on Linux server boot due to boot
parameter set to off

b. FAILURE: the guest process failed
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® Depending on settings and virtual machine state, more information can be displayed

Emulator

Description

Auto-restart settings. This feature is managed by syst end and described in the Tips and Tricks chapter.

Service start and/or stop timeouts and Start on boot. Start on boot value means the Charon virtual machine will be started on Linux server boot but
not necessarily booted. To automatically boot the virtual machine on startup, please refer to the Charon-PAR and console settings.

Start/stop date if available

Stop script - Displays the status of the stop script used to perform a clean shutdown of the guest. Can be:

® Not found: the script has not been created. If not found, a service stop request will induce a kill of the emulator process.

® To customize: the script exists and a case line has been added for the specified configuration file. It must however be customized with some
commands to perform a clean shutdown of the guest (HP-UX or MPE/iX virtual machine).
For more information and examples, see VM management - Create/Edit guest stop script

® Case not set : the script exists but does not relate to the specified configuration file. This means it has either been created manually or
initialized automatically by the menu and a new guest has been added after initialization.

® [Using XXX] where XXX can be EXPECT, RSH or SSH: the script exists and a case line has been added for the specified configuration file and it
uses the shutdown scripts provided with the kit

® Customized : a customized script or command lines is/are used

Protected against Out Of Memory Killer (OOM Killer)

Pre-start script if defined (the 3 first lines are displayed)

Console port

Guest OS response (optional, see Service management - Create/Edit guest stop script / Optional guest display status script)
The license status is displayed in case of events: communication lost/restored, license found, ...

Network Interfaces settings with some checks performed. A NIC displayed followed by a number between parenthesis means an issue has been
discovered: (1)=NIC does not exist, (2)=NIC is not managed by ncu (if installed), (3)=NIC is already used, (4)=NIC has an IP address.

® The third part displays the available options that are detailed further.
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[root@charonparltk utils]# vmlist
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(free/tot): B.3GS15G (53%)
Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charonRP7400/:rp7400.cfg ! el 05:47
Model: rpT7400-1-650
Description: CHARON charon-par/rp7400
Startup type: Manual / Service Timeouts: Start=20min Stop=20min
Stop script: Not found
Started: [ Thu 2021-01-21 15:24:24 CET PID=25037 Memory=5,874M
Protected against OOM Killer.
Consola port: 30001
Log file: fcharonRP7400/logs/rp7400. log
Network: EWad/ans224
[rooct@charonparltk utils]i# i

Notes:

A star besides the emulator name means next commands lines like vist op, vimef g and virconsol e will use this virtual machine if no other one is

specified.
If Auto-restart needs to be set for this service, please read the Tips and Tricks chapter.

"Description" and "Service Timeouts" are defined at service level. This is described here: VM management - Manage 'systemd' services.

"Guest OS answer" is based on an optional script performing an ssh connection to the HP-UX system. This is described here: VM management -
Create/Edit guest stop script. If the guest OS response returns error code 255, this means the legacy system is not booted or there is a network

problem.

Menu options

VM management - Update guests list

VM management - Start/stop guests

VM management - Connect to guest console

VM management - Edit configuration files

VM management - Manage 'systemd' services

VM management - View guest log file

VM management - Create/Edit guest stop script

VM management - Create/Edit guest pre-start script
VM management - Create/Edit guest check/run script
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VM management - Update guests list

Table of Contents

Description

Add guest

Remove guest

Enable/Disable start at server boot

Description

Add, remove and enable/disable auto start virtual machines (guests) at server boot.

Add guest

Enter the name of the configuration file previously created/edited (out of the menu) or clone (c) an existing one based on the list that can be displayed by
entering "I".

Once cloned, the configuration file must be edited to change settings like disks, network interface(s), etc..

Please note that some checks are performed to verify the same network interface and same console ports are not already used, vdisk files if used exist or
not, etc... This does not guarantee the configuration file is correct. Please refer to the corresponding Charon product and version for configuration file details.

Once added, the guest can be started directly.

If the Charon log monitoring (global) option is set to enabled (default) in the preferences, the log monitoring service is created automatically when creating
a virtual machine from menu option VM Management (add/remove VM, start, stop, console connection, ...).

Example: CentOS 7.9 server with Charon-PAR V3.0.1 installed

V1.5

Virtual Machines Management

Server boot: 22-Dec-2020 10:02 CPUs: & Memorv(free/tot): T.6G/15G (43%)

Configuration File Cpu Memory State/Uptime: 4 hhimm:ss

No virtual machine defined.

Available options

- Update guests list

- Start/stop guests
Connect to guest console
- Edit configuration files
= Manage 'systemd' services

Enter your cholce {(enter to refresh, g to guit): ll.

- View latest guest log file
Create/Edit guest stop script

- Create/Edit guest pre-start script
- Create/Bdit guest check/run script

[T
]
Lo ]
1
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We are now going to update the guests list and add a virtual machine:

Server boot: 22=-Dec=2020 10:02 CPUs: & Memory(freeStot): 7.6G/15G (48%)

Configuration File Cpu Memory State/Uptime: d hh:mm:ss

No wirtual machine defined.

Available options

- Add guest

- Remove guest

Enable/Disable start at server boot
- guit

Enter your choice: 1..

O K
|

We will add here the /charon/rp7400.cfg already prepared configuration file:

Configuration file selection

Please enter the configuration file full path or:
= "1l" to list available ones in the default directory
- "' to clone an existing file or template

- "g' to guit
Your choice: fcharonRP?-merpMOl:].cfg.

Log file forced to: fcharonRPT7400/logs/rp7400.1log
Folder /charonRPT400/logs already exists...
Guest added.

Service charon_rp7400.service is enabled.

Configuration file must be updated before starting the guest.

Do you want to edit this file (y/m) 7

Select the startup type (l=Manual, 2=Automatic, g to guit) [1]: ‘
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Notes:

Use the 'I' option to list available configuration files and templates

Use the 'c' option to clone provided templates

If you don't edit the file now, you won't be prompted to start the guest (virtual machine).

The system will ask you for the editor to use if you did not set your favorite one in the preferences option.

created.

Using the selected editor or the one defined in the preferences, the configuration file can be customized.

Notes:

The log.name value is not taken into account, it is forced as explained above

The location of the log file is forced to be under the configuration file folder and named "logs/". If the folder does not exist, it will be automatically

Ensure the port number is unique if multiple virtual machines will run on the same server. An alert will be displayed while displaying the managed

virtual machines in case.

If .dsk and .iso files are defined, their existence will be checked upon editor exit

Network settings will be checked upon editor exit

Lines starting with "#1 NFO " are comments that will be displayed when accessing the console

When leaving the editor, the log monitoring service is automatically enabled (installed) unless globally disabled in the preferences:

Console port correctly set to: 30001
Log file is set to: fcharonRP7400/logs/rp7400

Log file /charonRPT400/logs/rp7400.10g added to log monitor service.
Service charon_logmon_rp7400.service is enabled.

Do you want to start this guest (y/n) or re-edit the £ile (2) 7 }r‘
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We can now start the guest. If the preferences have been set to have a continuous view of the log file, the log will be displayed:

Starting charon_logmon_rp7400.service at 21-Jan=-2021 15:24:17

Status: active

Restarting aksusbd log monitor service...

Jan 21 15:24:21 Starting CHARON charon-par/rp7400...

Jan 21 15:24:21 [INFO ] aksusbhbd monitor service status is: active

Jan 21 15:24:21 [INFQ ] Log monitor service status is: active

Jan 21 15:24:21 [INFO ] Log monitor is active.

Jan 21 15:24:21 [INFO ] Checking network settings...

Jan 21 15:24:21 [INFO ]| Switching off all offload parameters for interface ens22
4

Jan 21 15:24:21 [INFQ ] Starting emulator: fopt/charon/bin/charon-par -x -1 fcha
ronRPTA400/ logs/rpT400.1lag —£ ScharonRPT400/rp7400.cfg -p Svar/run/rpT7400.pid

Jan 21 15:24:24 started: Joptfcharon/bin/charon-par -x -1 /charonRP7400/logs/rp?
400.1log -f fcharonRP7400/rp7400.cfg -p /fvar/run/rp7400.pid

Jan 21 15:24:24 cwd: fcharonRP7400

Jan 21 15:24:24 Charon-PAR

Jan 21 15:24:24 Varsion 3.0.1, build 21.500 0229672 Mov 17 2020 21:08:33 Prod
Jan 21 15:24:24 Copyright (c) 2011-2020 by Stromasys.

Jan 21 15:24:24 20210121:152424.293378:Charon-PAR

Jan 21 15:24:24 20210121:152424.293421:Version 3.0.1, build 21.500 0229672 Nov 1
T 2020 21:08:33 Prod

Jr %1 5:???}?‘{& 1:?&%?’9??:{??%1&? {?‘?ﬂi”’.[&ﬁ y?ﬂtoﬂ?ﬂsl

TR IE L&« IIIXIG [ F = IIIG L& LCILw LL

20210121:152441.802863 :EWAD:82Teafc0:1611239081802 :sxc/ethernet/dec2lxix/etherne
t.cpp{%34): iface initialization command (): ens224: command 'IFACE="ens224" ; e
xport eth=ens37; ethtool -KE Seth rx off ; ethtoocl -K Seth tx off ; ethtool -K 5Se
th sg off ; ethtool -K $eth gso off ; ethtool -K Seth gro off ; ethtool -KE Seth
txvlan off ; ethtool -K $eth rxvlan off' completed with status 2586
20210121:152441.803237:EWAD:827eafc0:1611239081803:srefethernet/dec2lxdx/1nx_por
t.cpp(l04): config (): ens224: Guest Mac address: 00-0c-29-£f0-df-T75, taken from
the interface

20210121:152441 . 803673 :EWA0:8270afc0:1611239081803:sre/etharnat/dac2lixdx/Inx por
t.cpp(l40): config (): ens2Z4: Runninng in promiscucus mode
20210121:152441.803757:EWAD: 8270afc0:1611239%081803:src/ethernet/dec2lixdx/dac2lixd
x.cpp(l545): init (): EWAO: Initialize 'DESO0-BA'"

20210121:152441.809034:nart2: port address: 0.0.0.0:30002

20210121:152441.809495:uartl: ﬁnrt address: 0.0.0.0:30001

Emulator started, use the 'vmconscle' commang or use the 'Connect te guest
console' menu epticon to open the console.
20210121:152441.964317:Host CPU freg: 3498

The continuous log file stops itself as this was defined in the preferences: "Automatically stop continuous log view: Yes"
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Press CTRL-C at any time to leave the log file view if the preference was set to not automatically stop or if the startup failed.

We can see below the service is active, meaning the emulator is running (this does not mean "booted") and will be automatically started at Linux server
boot ("OnBoot" or "OnB" column on the right side)

The "Stop script" line (see below) shows the script has not been initialized meaning the guest will receive a SIGKILL signal upon stop request. This will be
explained further (see Service management - Create/Edit guest stop script)

wirtual Machines Management
Server boot: 22-Dec-2020 10:02 “DUs: & Memoxzy | B.3c/15C (53%)
Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
1- JScharonRPT400/rp7400.cfg 1 zc [ 02:10
Model - rp7400-1-650
Desc =35 K1 % CHARON charon—-par/rp7400
Starc Manual 4 Service Timeouts: Start=20min Stop=20min
sStop : Not found
Start [ Thu 2021-01-21 15:24:24 CET PID=25037 Memory=5, T4EM
Protected against OO0M Killer.
H 30001
AcharonRP7T400/logs/ rp7400. log
EWAOd/fensZ224
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Before removing a guest, please ensure it has been properly stopped (a check will automatically be performed before removal). The way the guest is stopped
depends on the "Stop script" existence and settings (see Service management - Create/Edit guest stop script)

If the guest log is monitored, you will be proposed to stop and remove the monitoring service
Example: CentOS 7.9 server with Charon-PAR 3.0.1 installed, virtual machine rp7400 installed

We are now going to remove (1 & 2) the rp7400 guest, currently in active state:

Server boot: 22=-Dec=-2020 10:02 CPUs: & Memory(free/tot): B.3GS15G (53%)

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss

1- /charenRP7400/rpT7400.cfg 1 zc (TR 08:31

Model: rpTd00-1-650

Description: CHARON charon-par/rp7400

Startup type: Manual / Service Timeouts: Start=20min Stop=2Z0min

Stop script: Hot found

Started: [ Thu 2021=01-21 15:24:24 CET PID=25037 Memory=5,B74M
Protected against OOM Killer.

Console port: 30001

Log file: JSeharanRPT400/ logs/ rp7400. lag

Network: EWAOD/ens224

Available options

- Add guest
- Bemove Jquest
- Enable/Disable start at server boot

- guit

Enter your choice: 2 ‘

WO L kD

]

lerver boot: 22-Dec-2020 10:02 CPBPUs: &

Configuration File

Memory(freeftot): 8.3G/15G (53%)

Cpu Memory State/Uptime: d hh:mm:ss

i= /charonRP7400/rpT7400.cfg i zc HE 08:36

Model: rpT400-1-650

Description: CHARON charon-par/rp7400

Startup type: Manual / Service Timeouts: Start=20min Stop=20min

Stop script: Hot found

Started: [ Thu 2021-01-21 15:24:24 CET PID=25037 Memory=5,874M
Protacted against OOM Killer.

Console port: 30001

Log file: fcharonRP7400/logs/cp7400. log

Network: EWAD/ans224

Please confirm the removal of charon-par/rp7400.cfg (y/n) : yl‘
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No stop script has been defined so this guest will be stopped (see below) without proper shutdown (emulator process will receive a SIGKILL). The service
status will then be considered as failed (last line in the screenshot below) and deleted:

No stop script found, emulator will be killed gaghout proper shutdown !
Do you want to stop the guest now (y/n) ?
o 3 S Wiy i F O T A 00 SIS - 1 =g :.I__"""'

Jan 21 24:41 Host CPU fregq: 3498
Jan 21 15:34:09% Stopping CHARON charon-par/rp7400...
Jan 21 15:34:09 [INFO ] Stopping...
Jan 21 15:34:09% [WARN ] Mo stop script defined, sending KILL signal to emulator,
pid 25037
Jan 21 15:34:09% [INFO ] Waiting for process id 25037 termination
Jan 21 15:34:09% charon_rp7400.service: main process exited, code=killed, status=
9/RILL
Jan 21 15:34:14 [INFO ] Process id 25037 has terminated
Jan 21 15:34:21 job 251 at Thu Jan 21 15:34:00 2021
Stopped CHARON charon-par/rp7400.
Jan 21 15:34:21 Unit charon _rp7400.service entered failed state.

Jan 21 15:34:21 charcn_rp7400.service failed.
1=

As the guest has been deleted, the log monitoring service can also be removed (1 below):

Removing from guests list...
Done.

Configuration file is kept in place.
Do you want to remowve the log monitoring service (y/n) ? vy ,
Femoved symlink /etc/systemd/system/multi-user.target.wants/
.service,

n_logmon_rp7400

Server boot: 22-Dec-2020 10:02 CPUs: & Memory(freeStot): 13G/15G (24%)

Configuration File Cpu Memory State/Uptime: d hh:mm:ss

Mo virtual machine defined.

Guests list is empty.®
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(freeftot): 1367156 (54%)

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss

No wvirtual machine defined.

Available options

- Add guest
- Remove guest
Enable/Disable start at server boot

- gquit
Enter your choice: I‘

Another guest can be added if needed (2).

O Ky =
|

Multiple Charon guests can be added on the Linux server. This is however limited by the license (available products and instances allowed) and the Linux
server hardware configuration.
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Enable/Disable start at server boot

Use this option if you want (default) or do not want a guest to be started at Linux server boot
By default newly added guests are started automatically at Linux server boot ( this does not mean "booted"!)

Example: CentOS 7.9 server with Charon-PAR 3.0.1 installed, virtual machine rp7400 installed

Machines Management
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(free/tot): 8.3G/153G (53%)
Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- JcharenRPTA00/rpT400. efg 1 zc R 01:08
Model : rpT400-1-650
Description: CHARON charon-par/rp7400
Startup type: Manual [/ Service Timeouts: Start=20min Stop=20min
Stop script: Mot found
Started: [ Thu 2021-01-21 15:38:1% CET PID=86&33 Memory=353,682M
Protected against OOM Killer.
Consolea port: 30001
Log file: fcharonRPT400/logs/rp7400. 1log
Network: EWAD/ens224

Available options

- View latest guest log file
Create/Edit guest stop script
Create/Edit guest pre-start script
Create/Edit guest check/run script

- Update guests list

- Start/stop guests
Connect to guest console
- Edit configuration files
- Manage 'systemd' services

Enter your choice (enter te refresh, g to guit): 1‘

Server boot: 22-Dec-2020 10:02 CPUs: & Memory(free/tot): B.3G/15G (53%)

00 =] M
| I

o Ll 2 =
]

Configuration File Cpu Memory State/Uptime: d hh:mm:ss
1- fcharonRPT400/rp7400.cfg i zc T 01:11
Model : rpT400-1-650
Description: CHARON charon-par/rp7400
Startup type: Manual / Service Timeouts: Start=20min Stop=20min
Stop script: Hot found
Started: [ Thu 2021-01-21 15:38:1% CET PID=8633 Memory=5,682M
Protactad against O0OM Killer.
Console port: 30001
Log file: S charonRPT400/1ogs/rpT7400. 1log
Network: EWAD/ens224

Available options

Bdd guest
- Remove guest
Enable/Disable start at server boot

= quit

Enter your cholice: 3‘

We are now going to prevent from the rp7400 guest to be started automatically (1). Once completed enter 'n' to return to the previous menu (2):

WO W by
|
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Server boot: 22-Dec-2020 10:02 CPUs: & Memory(freeftot): B.3G/15G (53%)

[ charon-par/rp7400

/ Service Timeouts: Start=20min Stop=20min

Description:
Startup type:

Stop script: [+

Started: [ Thu 2021-0 :38:19 CET PID=8633 Memory=5, T4eM
Protectad again Killer.

Console port: 30001

Log Eile: fcharonRP7400/logs/cp740

Hetwork: EWAD/ans224

Please confirm charon-par/rp7400 boot change to "Automatic' (¥/n
Server boot: 22-Dec-2020 10:02 CPUs: 6 Memory(freeStot): B.3G

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
1- /charonREP7400/rp7400.cfg 1 2c A 02:13
Model: rpT7400-1-650

Configuration File F a/Uptima: 4 hh:mm:ss

1- fcharonRPT400/rp7400.cfg
Model: rpT7400-1-650
Description: c
Startup type: Rutomatic

ervice Timeouts: Start=20min Stop=20min

Stop script: nd

Startad: [ Thu 2021-01-21 15:38:19 CET PID=86&33 Mamory=S5,746M
Protected against OOM Killer.

Console port: 30001

Log file: fcharonRP7400/logs/cp7400. log

Network: EWAQ/ensZ24

Please confirm charon-par/rp7400 boot change to "Manual' (y/n) : n‘

02:235
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VM management - Start/stop guests

Table of Contents

® Description
® Examples

® Example1 - Guest stop with no stop script defined
® Example2 - Guest stop with stop script defined

Description

Manual start and stop of managed guests.

Examples
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Examplel - Guest stop with no stop script defined

Important: without a stop script, it is essential to always manually shut down the guest system. Failing to do so can cause severe data corruption in the guest
system.

V1.5

Virtual Machines Management

Server boot: 22-Dec-2020 10:02 CPUs: & Mamory(free/tot): B8.3G/15G (53%)

Configuratioen File Cpu Memory State/Uptime: 4 hh:mm:ss
- fcharonRPT400/rpT400.cfg 1 2c HETENE 05:3%

Model: rp7400-1-650

Description: CHARON charon-par/rp7400

Startup type: Manual /f Service Timeouts: Start=20min Stop=20min

Stop script: Mot found

Started: [ Thu 2021-01-21 15:38:19% CET PID=86&33 Memory=5,938M

Protected against OOM Killer.

Console port: 30001

Log file: feharonRPT400/1ogs/rpT7400. log

Network: EWAD/ens224

Available options

- View latest guest log file
Create/Edit guest stop script

- Create/Edit guest pre-start script
Create/Edit guest check/run script

- Update guests list

- Start/stop guests

Connect to guest console
- Edit configuration files
- Manage 'systemd' services

Enter your choice (enter to refresh, g to guit): 2‘

Server boot: 22-Decs-2020 10:02 CPUs: & Memorv(fres/tot): B.3GS15G (53%)

W0 =1 fh
|

LELIS R S S
1

Configuratioen File Cpu Memory State/Uptime: 4 hh:mm:ss
1- /charonRP7400/rpT7400.cfg 1 zc N 05:43
Model: rpT7400-1-650
Description: CHARON charon-par/rp7400
Startup type: Manual [/ Service Timeouts: Start=20min Stop=20min
Stop script: Mot found
Started: [ Thu 2021-01-21 15:38:19 CET PID=8&633 Mamaory=5,938M
Protected against OOM Killer.
Consale port: 30001
Log file: fcharonRP7400/logs/cp7400. log
Network: EWAQ//ensZ224

HNo stop script found, emulator will be killed without proper shutdown !!

¥
Please confirm you want to stop charon-par/rp7400.cfg (v/n) : yl‘
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In older versions of the Toolkit, the service received a SIGKILL signal and then, once stopped, was considered as FAILED (see below). In the current
version, initially SIGTERM signals are sent to the emulator, which - if the emulator responds to them - will lead to a return code of success and show the
state of the emulator as INACTIVE.

Jan 21 38:25 Host CPU freqg: 3498
Jan 21 15:46:54 Stopping CHARON charon-par/rp7400...

Jan 21 15:4€:54 [INFO ] Stopping...

Jan 21 15:4¢€:54 [WARMN ] Mo stop script defined, sending KILL signal to emulator,

[INFO ] Waiting *ft::r process id 5633 termination
charon rpT7400.service: main process exited, code=killad, status=

Jan 21 15:46€:59% [INFO ] Process id 8633 has terminated h
15:47:06 job 255 at Thu Jan 21 15:47:00 2021

RS storped CHARON charon-par/rp7400.

& Unit charon rp7400.service entgred failed state.

Jan 21 15:47:06 charon_rp7400.service failad.?

V1.5

Virtual Machines Management

Server boot: 22-Dec-2020 10:02 CPUs: & Memorvyi(freeltot): 13G/15G (54%)

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charonRP7400/rp7400.cfg i 2G

Model: rpT400-1-650

Description: CHARON charon-par/rpT7400

Startup type: Manual / Service Timeocuts: Start=20 Stop=20min

Stop scripe: Not found

Stopped: Thu 2021-01-21 15:47:06 CET (signal/RILL)

Console port: 30001

Log file: fcharonRPT400/logs/rp7400. 1log

Network: EWAD/ens224

Available options

- View latest guest log file
Create/Edit guast stop script
Create/Edit guest pre=-start script
Create/Edit guest check/run script

- Update guests list

- Start/stop gueasts
Connect to guest console
- Edit configuraticn files
- Manage 'systemd' services

0o =1 R
| I

o Ll b =
]

Enter your choice (enter to refresh, g to guit): I
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Example2 - Guest stop with stop script defined

The rp7400 guest system is running HP-UX 11.23 and booted. The stop script has been created and customized using the "ssh" method (see "VM
management - Create/Edit guest stop script") with example provided in the kit.

’—_ V1.5
Virtual Machines Management

Server boot: 22-Dec-2020 10:02 CPUs: & Memory(freeftot): 7.1G/15G (45%)

Configuration File Cpu Memory State/Uptime: d hh:mm:ss
- /oharonRPT400/rpT7400.cfg i zi: RCTIVE 05:08

Model : rpTd4d00-1-650

Description: CHARON charon-par/rp7400

Startup type: _Manua Service Timeouts: Start=20min Stop=Z0min

Stop script: (;;Usi:g SSH]

Started: [ =01=21 16:09:51 CET PID=30448 Memory=6,322ZM

Protected against OOM Killer.

Console port: 30001

Log file: ScharonRPT400/ 1ogs/rp7400. log

Network: EWAQ/ens224

Available options

- Update guests list

- Start/stop guests

- Connect to guest console
- Edit configuration files
- Manage 'systemd' services

Enter your choice (enter to refresh, g to gquit): 2.

Server boot: 22-Dec-2020 10:02 CPUs: 6 Memory(freeftot): T7.1G515G (45%)

- View latest guest log file
Create/Edit guest stop script
Create/Edit guest pre-start script
Create/Edit guest check/run script

W o =l R
I

ool ek B2

Configuration File Cpu Memory State/Uptime: d hh:mm:ss
1- /charonRP7400/rpT7400.cfg i zc e 05:09
Model: rpT400-1-650
Description: CHARON charon-par/rp7400
Startup type: Manual / Service Timeouts: Start=20min Stop=20min
Stop script: [Using SSH]
Started: [ Thu 2021-01-21 16:09%:51 CET PID=30448 Memorv=6,514M
Protected against OOM Killer.
Console port: 30001
Log file: fcharonRPT400/logs/rp7400.10g
Network: EWAD/ensZ24

Flease confirm you want to stop charon-par/rp7400.cfg {(y/n) : )-I‘
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Jan 21 16:14:03 uartﬂ Cl;ent d;scennected

Japn 21 16:16:09 Stopping CHARON charon-par/rp7400...

Jan 21 16:16:09% [INFO ] Stopping...

Jan 21 16:16:09 [INFO ] Executing stop script. Emulator pid is 30448.
Jan 21 16:16:059 [INFO ] Initiating rp7400 system shutdown wvia SSH
Jan 21 16:16:13 [INFO ] rp7400 is alive (responds to ping) .y

Jan 21 16:1€:13 [INFO ] Initiating system shutdown g

Jan 21 16:16:16 [INFO ] Waiting for shutdown completion...

Jan 21 16:1€:17 [INFO ] rp7400 still responds to ping...

Jan 21 16:16:23 [INFQ ] rp7400 still responds to ping...

Jan 21 16:16:2% [INFO ] rp7400 still responds to ping...

Jan 21 16:16:35 [INFO ] rp7400 still responds to ping...

Jan 21 16:16:41 [INFO ] rp7400 still responds to ping...

Jan 21 16:16:47 [INFO ] rp7400 still responds to ping...

Jan 21 16:16¢:53 [INFO ] rp7400 2till responds to ping...

Jan 21 16:1€:59 [INFO ] rp7400 still responds to ping...

Jan 21 16:17:05 [INFO ] rp7400 still responds to ping...

Jan 21 16:17:11 [INFO ] rp7400 still responds to ping...

Jan 21 16:17:17 [INFOQ 1 rp7400 still responds to ping...

Jan 21 16:17:23 [INFO ] rp7400 still responds to ping...

Jan 21 16:17:35 [INFO ] rp7400 does not respond to ping anymore.j
Jan 21 16:17:49% [INFO ] EKilling charon rp7400 service

Jan 21 16:17:49 charon_zrp7400.service: main process exited, code=killed, status=
9/KILL

Jan 21 16:17:51 [INFO ] Success.

Jan 21 ;6:1? 51 [INFOQ ] Process id 30448 has terminated

Jan 21 :17:58 job 262 at Thu Jan 21 16:17:00 2021
m Stopped CHARON charon-par/rpT7400.

We can see below the guest has been properly stopped and is now in INACTIVE state:

Virtual Machines Management
Server boot: 22=-Dec=2020 10:02 CPUs: 6 Memory(freeStot): 1l1G/15G (76%)
Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charonRF7400/rp7400.cfg 1 el [ NACT IVE] v/

Model : cpT400-1-650

Description: CHRRON charon—parfrp?dﬂﬁ

Startup type: Manual / Service Timeouts: Start=20min Stop=Z0min

Stop script: [Using SSH]

Stopped: Thu 2021=01=21 16:17:58 CET :success]'/

Consola port: 30001

Log file: fcharonRP7400/1logs/cp7400. log

Network: EWAD/ans224

Available options

- View latest guest log file

- Create/Edit guest stop script

- Create/Edit guest pre-start script
- Create/Edit guest check/run script

- Update guests list

- Start/stop guests

Connect to guest console
- Edit configuration files
- Manage 'systemd' services

[T T
I
Lol e ey ]

Enter your choice (enter to refresh, g to guit): I

Note:

Option 5 of the menu can help seeing the result of the shutdown commands

Option 5 can also be used to edit the .service file to allow you to specify the service description, the auto-restart settings, etc... For more, see "# nman
systend. servi ce"

B |f the stop script fails for some reason, the emulator will be in the FAILED stats.
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VM management - Connect to guest console
Table of contents

B Description
B Special comments in configuration file
B Example

Description

Use this option to connect to the guests consoles, kill active connections if any and to view console log files.

Notes:

© Stromasys 1999-2024

Please note that the "t el net " and/or "put t y" package must be installed, they will be used to connect from the CHARON server to the virtual machine

console
The session will be recorded in a log file as '/ opt / char on/ | og/ consol e. <confi guration file name shortened>.| og'

To leave the telnet session, press the escape character which is by default CTRL +] . This character can be changed in the / r oot / . t el net r c file by

defining the 'set escape' parameter:
Example:

# cat /root/.telnetrc
DEFAULT

node char

set escape 2
#

Pressing the escape key will lead you to the 't el net > ' prompt. To leave the session, enter 'qui t '

If a connection to the console is active from the server, you will be prompted to kill the previous one.

If a connection to the console is active from another location, it will be displayed but will not be killed. This will have to be done manually.

Emulator termination check:

® [fthe 'exi t' command is detected at Main menu prompt, the guest STOP state will be set to REQUESTED. If a telnet connection to the console is
performed without this utility, the REQUESTED state will not be set.

® |f the emulator is no more running when you leave the session, you will have to confirm that is requested or not

To leave the "putty" session, close the window. Note this will not stop the virtual machine as it is running in the background.

The console port number is displayed per guest. If a port number is used more than once, an alert will be displayed
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Special comments in configuration file

For ease of use, it is possible to add formatted comments in the configuration file. These comments will appear before connecting to the console and can

be used to describe the configuration, disks usage, etc...
To enable this feature, edit the configuration file and add comments starting with "#1 NFQ "

Example:

At "menu", enter "boot" and do not interact

I =1 ] 23 systs =k h
load DKAOD
DKALDD -UX 11,23 iso DVD «

load DKAIOQO
DEAL00. image="/data/iso/hpux-11.23-foe-05.2005-dvd. iso"

INFO: DHAZ200 = MPEiX (tests) *
load DKRZOO0

DEAZ00. image="/data/disks/mpe ldevl.dsk"

After selecting the menu option Connect to Guest Console, select the appropriate guest system by entering its number (e.g., 1 as shown below):

k- Kill active telnet connectioni(s) on console(s)
v- View console log files

Choice ('q' to quit): 1 . Alllines starting with "#NFO" in the
: ) configuration file are displayed before

Opening the Consoie

Configuration description:

At "menu”, enter "boot"™ and do not interact with IPL to boot HP-UX 11.23

DEAO = HP-UX 11.23 system disk
DERI10Q0O = HP=-UX 11.23 isoc DVD
DEARZ00 = MPELiX (tests)

STROMASYS egacy server emula V1.2%9
Connection to guest console
Server boot: 22-Des-2020 10:02 CPUs: & Mamorv(fresStot): T7.0G/15G (45%)
Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
1- fcharonRP7400/rp7400.cfg 1 zc 00:19
Model: rp7400-1-650
Description: CHARON charon-par/rp7400
Startup type: Manual f Service Timeouts: Start=20min Stop=20min
Stop script: [Using S&H]
Started: [ Thu 2021-01-21 16:29%:05 CET PID=20176& Memory=5,554M
Protected against OOM Killer.
Consala port: 30001
Metwork: EWAD/ens224
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If the configuration file is updated after the virtual machine is started, a warning message is displayed.

Conscle settings correctly set to:
serial.uartl.device.port=":30001"

Console mode: "putty' defined in preferences but no DISPLAY

Console mode: "telnet' will be used instead

To leave the console, press the escape character as shown below in the
line 'Escape character is...' and enter 'gquit' at the 'telnet>' prompt.

Default escape character can be changed in the SHOME/.telnetrc file under the
machine or DEFAULT paragraph with the command: set escape <newchar>

g.upta2021-01-21-163149",

Script started, file is fopt/charon/log/console.rp7400.log
Trying ::1...

telnet: connect to address ::1: Connecticn refused

Trying 127.0.0.1...

Connected to localhost.

Escape character is '*]°.

Main Menu: Enter command or menu >boot .
Booting from primary device

Interact with IPL (¥ or N)2> N .
booting from 0/0/1/0

booted

IS5L Revision A.00.44 Mar 12, 2003

ISL booting hpux

Boot
disk(0/0/1/0.0.0.0.0.0.0;0) f/stand/vmunix

PG TP FTIPTFP o 00002

Moved 'fopt/charon/log/console.rp7400.log' to '"Jfopt/charon/logfconsole.rp7400.1lo

Start kwdbd ........ ittt s et a s s s s s s s et A EE s H/R
Start MNDDE CoDM SODVEL v o656 656565 88 6606888686888 8565 68 8esesssrss MR
Starting the System Management HomeaPage S8EVEY . ....ccscssasanasanasas oK
Start CDE loQimn S8LVOL ..:ssassssstsssstassnsnsssasssasssantsstssssss O
Starting PRENGD (Pseudc Random Humber Generator DASBMON) ...eeessesosss N/A
.................................................................... oK

The system is ready.

GenaricSysName [HP Relesase B.11.23) (see Jetc/issue)
Console Login: JJ

© Stromasys 1999-2024
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VM management - Edit configuration files

Description

Use this option to edit the virtual machine(s) configuration file(s).

Notes:

Changes will be applied on emulator restart

The 'model' parameter defined will be checked

".dsk' and ".iso' files existence, if defined, will be checked
Some checks will be performed on network interface upon exit:

B |f the network interface does not exist, an error message is displayed

B |f the network interface has an assigned IP address, an error message is displayed

® |f the network interface is not managed by 'ncu’ and if 'ncu’ is installed, an error message will be displayed
B |f the network interface is used in another configuration file, an error message will be displayed

All offload parameters will be switched off automatically at guest start.

We will add several issues in the "rp7400" virtual machine configuration file:

®  a network interface will be disabled,
B 3 virtual disk that does not exist will be added

¥1.11

Edit r:r:mfigurat:i.cl files

Server boot: 22=-Dec-2020 10:02 CPUs: & Memory(freeStot): 7.0G/15G (45%)

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
i- /charonRE7400/rp7400.cfg i 2o S 08:00
Model : rpT400-1-650
Description: CHARON charon-par/rpT7400
Startup type: Manual / Service Timeouts: Start=20min Stop=20min
Stop script: [Using SSH)
Started: [ Thu 2021=01=21 16:29:05 CET PID=2017¢€ Memory=6,514M

Protected against OOM Killer.

M

Console port: 30001
Log file: fcharonRPT400/logs/cp7400. log
Network: EWAD/ens224

MNote: changes will be taken into account on service/guest restart
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Depending on preferences, the file will be edited in the preferred editor or you will be prompted to select the editor.

When the editor will be closed, some checks will be performed:

Edit configuration filas

‘onfiguration cription
ScharonRPT400/rpT7400.cfg

Configuration fi

At "menu", enter "boot™ and do not interact with IPL to boot HP-UX 11.23

DERO = HP-UX 11.23 system disk
DREALOD = HP-UX 11.23 iso DVD
DER200 = MPEiX (tests)

iodel: rp7400-1-650 with 1 CPU v

Log file iz set to: fcharonRPT400/logs/rp7400.log (plain file)

- fdata/disks/mpe_ldevl_INEX.dsk: file does not exist or is v:—mp:],'x"
Done.

disabled interface (EWAQ) Iy

¥ - Midrange System

Edit configuration files

I Configuration desc
Configuration file: /fcharonRP7400/rpT408.cfg
Model: rpT7400-1-360 with 1 CPU

Log file is set to: fcharonRP7400/logs/rp7408.log (plain file)

Checking wirtual

work dinterfaces...

© Stromasys 1999-2024
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VM management - Manage 'systemd' services

Description

Allows you to view the service status and update the service configuration file to add dependencies, description, etc...

Be extremely cautious when updating the file. Preferably limit updates to:

® Description=, After=, Bef or e=, Want s= parameters in the Uni t section

® Ti neout St opSec=in the Ser vi ce section

® Restart=,RestartSec=,StartLinitlnterval = StartLintBurst=parameters in the Ser vi ce section as described in the Tips and Tricks
chapter.

Please note:

choose to edit the file, the service status will be shown. This may include a part of the emulator log file.

In this example the default description has been updated, restart on failure parameters have been added, the service stop timeout has been set to 5
minutes and the start timeout has been set to 10 minutes.

[Unit] )
DescriptiondCHARON charon-par/rp7400 - HP-UX 11.23 |

After=charon_logmon_crp/4U0.service atd.service postfix.service aksuskd.service n
etwork.service

Wants=aksushd.service

[Service]
Type=forking
WorkingDirectory=/charonRP7400
ExecStart=/opt/charon/utils/charon_gstart start /charonRP7400/rp7400.cfg
ExecStop=/opt/charonfutils/charon _gstart step SfcharonRP7400/rp7400.cfy
ExecStopPost=/opt/charon/utils/charon_gstart check /fcharonRPF7400/rpT7400.cfg
TimscutStartSec=Smin
TimeoutStopSec=10min

ectart—on-rfailure
estartSec=30
tartLimitInterval=6&00
tartLimitBurst=3

[Install]
WantedBy=multi-user.ta rgal

Note: by default service start and stop timeouts are set to 20 minutes

Result example:
[root@charonparltk utils]# vmlist
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(free/tot): 116/15c (76%)
Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charenRP7400/rp7400.cfg il el [ NACTIVE
Model : rpT400-1-650
Descripticn: CHARON charon-par/rp7400 - HP-UX 11.23
huto-restart: on—£failure after 30s, max 2 times in 600 seconds
Startup type: Manual S Service Timeouts: Start=5min Stop=10min
Stop script: [Using SSH]
Stopped: Thu 2021-01-21 16:48:26 CET (success)
Consola port: 30001
Log file: fcharonRP7400/ logs/ rp7400. log
Hetwork: EWAD/ans224
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VM management - View guest log file

Table of Contents

® Description
® Continuous view
®  Editor view

Description

Use this option to either edit the log files using a selected text editor or to have a continuous view ("live") of the log file for the selected guest.

Notes:

B | og files are automatically archived at guest start whatever the log parameters are in the configuration file so a new one is created each time.
B The logs are kept for 60 days by default. See "Manage recurring jobs: license expiration check, log events (cron)" to change settings.
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Example:
Configuration File Cpu Memory State/Uptime: d hh:mm:ss
- fcharonRPT400/rpT400.cfg 1 Il HACTIVE

Model: rp7486-1-368

Description: CHARON charon-par/rp7400

Startup type: Manual / Service Timeouts: Start=20min Stop=20min

Stop script: Mot founc

Stopped: Tue 2024-09-17 17:32:18 CEST (success)

Console port: 3000

Log file: /charonRPT400/logs/rpT7400. log

Issues found: Warming:l

Network: EWAD/DUMMY
Available options
1 - Update guests list 6 - View guest log file
2 - Start/stop guests 7 - Create/Edit guest stop script
3 - Connect to guest console 8 - Create/Edit guest pre-start script
4 - Edit configuration files 9 - Create/Edit guest check/run script
5 - Manage 'systemd' services

Enter your choice (enter to refresh, g to quit): 6

Server booted on: 17-Sep-2024 13:03

configuration File Cpu Memory State/Uptime: d hh:mm:ss
1- fcharonRP7400/rp7400.cfg 1 26

Model: rp7400-1-360

Description: CHARON charon-par/rpT400

Startup type: Manual [ Service Timeouts: Start=20min Stop=2@min

Stop script: Not found

Stopped: Tue 2024-09-17 17:32:18 CEST (success)

Consale port: 30000

Log file: JcharonRPT406 /logs/rp7400. log

Issues f ! Warning:1
Metwork: EWAQ fDUMMY

Found definition of log file: fcharonRP7400/logs/rp7400.log

Do you want a continuous view (1) or an editor view (2) (g to quit) 7 ]
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Continuous view

The utility displays the last 12 lines of the current log file if it exists and will display newly added lines with color highlighting

If the log file becomes inaccessible, the reason can be the guest has been started hence the current log file was archived and a new one was created
and the continuous view continues with the newly detected log file

This option can work even if the guest is not started
The continuous log view can be called using the command line "l ogt ai | ", see Additional command lines
To stop the continuous log view, press <CTRL-C>

Select editor view then the log file. The editor will be selected depending on the preferences defined:

Notes:

Only the 16 most recent log files are displayed in the list. To get older files, you will need to find them in the log file folder with name identical to the
defined log file and with extension ". upt o<YYYY- M\t DD- HHMNSE>" (example: / char on/ | ogs/ r p7400. | og. upt 02020- 09- 02- 150824 )

When selecting the log file:

® the 'From' date is either based on the first line including a date found in the log file or on file creation time
B the 'To' date corresponds to the date time the file was archived (renamed before guest start)
® |t is highly recommended to use 'vi mi or 'gvi ni (if possible and if installed) to have the benefits of log highlighting

The log editor view can also be called using the command-line utility "l ogvi ew', see Additional command lines
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VM management - Create/Edit guest stop script

Table of Contents

Description
Options
Common stop script explanation

Provided shutdown scripts explanation

® charon_gstop_expect
® charon_gstop_rsh
® charon_gstop_ssh

Description

Use this option to edit the stop script that will be executed at service shutdown upon manual request or during the Charon Linux server shutdown
procedure.

The script is unique and uses the configuration file (full name) to select commands to be executed at guest shutdown (selected by "case in...").

If the script does not exist, it will be generated automatically based on existing guests list and will by default do nothing except preparing the script
skeleton with commands using the provided script examples to perform the shutdown via either "expect ", "r sh" or "ssh". Newly added virtual machines
will have their "case" added to the script when it will be edited.

To be able to perform a clean shutdown of your virtual machine, you will have either to use the provided scripts (see above) or to add your own shutdown
scripts.

Basic knowledge of shell programming is needed to implement the clean shutdown / stop script.

Method Comments

expect Requires you pass user and password to the script so that it can connect to the console via "t el net " and execute the shutdown
commands. The "guest _shut down. exp" script, located in the / opt / char on/ ut i | s folder, can perform operations to:

. run the shutdown if the prompt is detected,

. enter a username/password to login if "Console Logi n: " is detected,
. execute the shutdown command if the prompt is detected,

. detect the Main Menu or ISL prompt to issue the "exi t " command.

AW N =

This method is useful if the virtual machine has no telnet connection available and cannot handle "r sh" and "ssh" remote connections. For
more, please read Tips and Tricks - Shutdown guests with Expect tool.

Important notes:

1. For MPE/iX systems, this is the only available method. Username and password are then not necessary. A <CTRL-A> will be sent on
the console then if the "=" prompt is detected the "SHUTDOWN SYSTEM" command will be sent (other cases are also taken into
account like Main menu prompt, ISL> prompt or text garbage on the console)

2. Note any local existing connection to the console has to be killed before executing the expect script.

3. If the console is locked from an external connection or if the prompt is not detected after sending a carriage return, the expect script
will fail.

rsh Requires a trust to be created between the Linux server and the HP-UX guest to issue password free remote commands. For more, please
read the Tips and Tricks chapter dedicated to rsh trusts.

If 'rsh’ is not installed on the Linux server, please run "# yum install rsh" (CentOS7/RHEL7) or "dnf install rsh" (CentOS8). For RHEL 8,
please read the Tips and Tricks chapter dedicated to rsh installation on RHELS.

ssh Requires a secured trust to be created between the Linux server and the HP-UX guest (key pair) to issue password and passphrase free
remote commands. For more, please read the Tips and Tricks chapter dedicated to ssh trusts.

© Stromasys 1999-2024 70/113



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

If your application and server need time to shutdown, it could be necessary to give more time in the service definition to prevent from the service stop
procedure to fail due to timeout.

To do so, open the "Manage ' systend' services" option and edit the service configuration file. You can then add the Ti neout St opSec=
parameter in the Ser vi ce section. The default value is 20 minutes and can be changed in the preferences menu options.

Example:
[ Servi ce]
Ti meout St opSec=3ni n

More information can be found using the "# man syst end. ser vi ce" command on your Linux server

Vi.l

Edit virtual Machines stop script

Important notes:

= Comments & commands must be on separate lines

- Respect the structure of the file with case/infesac

= Only place your commands between the selection and the ":;' line

- Soma scripts are provided to sase the setup of "rsh', 'ssh' and "expect'.
Users can obviocusly use their own commands to shutdown their systems.

1l = Read howto setup 'expect' file
2 - Read how-to setup 'rsh' with HP-UX file
3 = Read how=to setup 'ssh' with HP-UX file

- Edit the stop script
- Stop script tast

Select your option or 'g' to quit: I

B Options 1 to 3 are explanations on how to setup and prepare the virtual machine and the Charon Linux server (if necessary) to use the three available
methods.

Option 4 edits the script. This script is in a form of "case in <configuration filename> do ..."
Option 5 is used to test the script. Use with caution on production machines.

You'll find in options 1 to 3 all the details to setup the remote connection: packages to install, proxy settings for rsh, key pair definition for ssh (password
and passphrase free), the necessary firewall settings if needed, etc...
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Common stop script explanation

When the script is initialized using option 6 or when a new virtual machine is added, the following lines are added:

Paraneter $1. contains full path to cfg file
Paraneter $2: contains full path to enulator exe file

#
#
#
# |l nportant notes:

# - coments & conmands nust be on separate |ines

# - respect the structure of the file with case/in/esac

# - only place your conmands between the selection and the ';;' line
#

/opt/charon/utils/charon_comon
#
case "$1"
in
<configuration file>)
#-- Uncomment and conplete one of the follow ng |ines:
#${ CHARONDI R}/ ut i | s/ charon_gst op_expect $1 $2 root <password> "<pronpt>" <HPUX/ MPEl X>
#${ CHARONDI R}/ uti | s/ charon_gstop_rsh $1 $2 <host name> <HPUX/ MPEI X>
#${ CHARONDI R}/ uti | s/ charon_gstop_ssh $1 $2 <host name> <HPUX/ MPEI X>
#/ <pat h>/ <nryscri pt >

esac

One of the blue colored lines above has to be uncommented depending on the method chosen. Other lines can remain in the script or can be deleted.

Notes:

The values between the < and > signs have to be filled manually.

The operating system must be set to either HPUX or MPEIX (case insensitive).

If the "rsh" or "ssh" method is used, the <hostname>, corresponding to the virtual machine hostname, must be known by the Charon Linux server.

if MPEIX is defined, only the "expect" method can be used. Username, password and prompt can be set to "X" as they are not needed. Example: ${ CH
ARONDI R}/ uti | s/ charon_gst op_expect \$1 \$2 X X X MPEI X

Stop script content example:

The editor defined in the Preferences is used to edit the script.

#
/opt/charon/utils/charon_comon
#
case "$1"
in

/ char onRP7400/ r p7400. cf g)

${ CHARONDI R}/ uti | s/ charon_gstop_ssh $1 $2 rp7400 HPUX
Y i

echo "Invalid paraneter '$1'"

exit 1

esac
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Stop script execution example with "ssh" / HP-UX 11.23:

Seap 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sep 02
Sap 02
9/KILL
Sep 02

confirm

16:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
i7:
17:
17:
17:
17:
17:
17:
17:
17:
17:

[root@charonparltk ~]1# vmstop =I
Please

Communication with the license kay "1619329274" rastored.

Stopping CHARON charon-par/rp7400 - HP-UX 11.23...
Stopping...
Executing stop script. Emulator pid is 12941.
Initiating rp7400 system shutdown via SSH
rp7400 is alive (responds to ping) . |
Initiating system shutdeown |

[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO

O e e e R e

Waiting for shutdown completion..
ping..
ping. .
ping. .
ping. .
ping. .

rp7400
rp 7400
rp7400
rp7400
rp7400
rp7400
rp7400
rp7400
rp7400
rp7400
rp7400
rp7400
rp7400

still responds
still responds
still responds
still responds
still responds
still responds
still responds
still responds
still responds
still responds
still responds
still responds

=]
to
to
=]
to
to
to
to
to
=]
to
to

.

ping. ..

ping..

ping. . .

ping..
ping..
plng & .
ping..

R

does not respond to ping anymore. |
Eilling charon_rp7400 service
charen rp7400.service: main process exited, code=killed,

[INFO ] Success.

[INFO ] Process id 12941 has terminated

Stopped CHARON charon-par/rp7400 - HP-UX 11.23. )

status=
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Stop script execution example with "expect" / MPEiX:

[root@titan utils]# vmstop -f

Please confirm iuu want to stop hppafhpikmpc.cfi [ifnb :

Sep B2 17:36:56 20208902: 173656878962 :PDC CHASSIS:6XCE44 States INITIALIZE
Sep @2 17:48:33 Stopping CHAROM charon-par/hp3kmpe. ..

Sep @2 17:48:33 [INFO ] Stopping...

Sep @2 17:48:33 [INFO ] Executing stop script. Emulator pid is 3B776.

Sep @2 17:40:33 [INFD ] Initiating system shutdownm wia EXPECT

Sep 82 17:48:33% [INFO ] Killing active connection to console if any

Sep B2 17:40:33 [INFO | Executing the expect script

Sep B2 17:40:33 REXPECT-I-BEGIN, Starting / MPELN... [2020-89-82 17:40:33) 3/
Sep 82 17:48:32 spawn which telnet

Sep 82 17:48:33 Sbin/telnet

Sep 82 17:48:33 spawn telnet localhost 38616

Sep 02 17:48:33 Trying ::1...

Sep 82 17:48:33 telnet: connect to address ::1: Connection refused

Sep @82 17:48:33 Irying 127.8.8.1...

Sep @2 17:48:33 Connected to localhost.

Sep @2 17:40:33 Escape character is '*]'.

Sep 92 17:40:33 REXPECT-I-SNDRET, Sending carriage return (x2)... [2020-89-82 17:40:33)
Sep 82 17:48:35

Sep 82 17:48:35 REXPECT-I-FOUND, Foumd MPELX prompt [28206-83-82 l?:dE:BS]br

Sep @2 17:46:38

Sep B2 17:48:38 xeq snmputil.net.sys;info="SNMPCONTROL STOP=
Sep 82 17:48:39 The SHMP/XL subsystem has already been stopped. (SHNMPWARN 857)
Sep 82 17:48:39 xeq stmshut.diag.sys

Sep 02 17:48:39 diagmond has been stopped

Sep 82 17:48:39 pause 5

Sep 92 17:48:46 shutdown SYSTEM

Sep 02 1T7:48:47

Sep 82 17:48:47 CPU=]1l. Connect=3. WED, SEP 2, 2828, 5:48 PM.
Sep 02 17:40:47 17:48/#51/51/L0OGOFF ON LDEV #20.

Sep 82 17:48:47 17:40/&12/57/L0OGOFF ON LDEY #10.

Sep 82 17:40:47 Spoolers notified of a shutdown. ([(Shut 16)

Sep B2 17:408:33 SEXPECT-I-5PAWN, Aunning telnet on localhost, port 30016 [2026-89-82 17:40:33]y,

Sep 82 17:48:35 SEXPECT-5-SHUTDWH, Sending MPELX 'SHUTDOWN SYSTEM' command... [2028-99-82 17:48:35] 3

P LA VLT PPV

Sep 82 17:41:84 Shutdown of system managers begins. (Shut 5)

Sep 82 17:41:13 Shutdown of operating system complete. (Shut 6) g

Sep 82 17:41:13 %EXPECT-5-SHUTDWM, Shutdown completed. [2020-89-82 17:41:13] g
Sep B2 17:41:15 %EXPECT-E-END, Exited with code 9. [2020-89-82 17:41:15]

Sep 82 17:41:15 [INFO | Killing charon hp3kmpe service

Sep B2 17:41:15 20200982:173656.879008:PDC CHASSIS:@XCESR S

Sep B2 17:41:17 [INFO ] Success.
Sep B2 17:41:17 [INFO | Process id 38776 has terminated

_ Stopped CHAROMN charon-par/hp3kmpe.

Sep 82 17:41:15 charon_hp3kmpe.service: main process exited, codeskilled, status=9/KILL

Provided shutdown scripts explanation

Whatever the shutdown script execution result is, the stop request sent by the syst enct | command will stop the emulator. It is very important then to ensure the

stop script has been tested and validated.

charon_gstop_expect

Check if there's an active connection to the console on the local host, kill if any.

Execute the /opt/charon/utils/guest_shutdown.exp expect script with the values provided: username (root), password, prompt (for HP-UX only),

operating system (either HPUX or MPEIX). This script is able to send the shutdown command depending on the returned characters on the console.

B Report all output to / opt / char on/ | og/ consol e. st op. <guest nane>. | og.

Notes:

If the "Main Menu" prompt is found, the "exi t " command is sent to stop the emulator.

emulator.
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charon_gstop_rsh

®  Check the guest can be reached via ping, if yes:

B |ssue the shut down command via "rsh" (depends on the operating system),
| Wait for a few seconds

B Check if the guest can be "pinged" and repeat with an interval of 5 seconds

® |f the guest cannot be pinged, assume the shutdown procedure is complete

Kill the emulator process and reset the service state. The shutdown commands does not power off nor stop the emulator process, that's why this
operation is needed

B Report the stop information within the guest log file

charon_gstop_ssh

® Check the guest can be reached via ping, if yes:

® |ssue the shut down command via "ssh" (depends on the operating system),
® Wait for a few seconds

® Check if the guest can be "pinged" and repeat with an interval of 5 seconds
® |f the guest cannot be pinged, assume the shutdown procedure is complete

Kill the emulator process and reset the service state. The shutdown commands does not power off nor stop the emulator process, that's why this
operation is needed

® Report the stop information within the guest log file
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VM management - Create/Edit guest pre-start script

Description

Allows to add commands to be executed before the virtual machine is started (optional).

The script will be initialized upon first edition and will be prepared for the existing virtual machines. Newly added virtual machines will be automatically
added upon edition.

It is important to respect the rules described in the menu or inside the script.

[rootl@charonparltk utils]# wvmlist
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(freeftot): 11G/15G (7&%)

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charonRP7400/rp7400.cfg . Bl TNACT IVE]

Model : rpT400-1-650

Description: CHARON charon-par/rp7400 - HP-UX 11.23

huto-rastart: on—failure after 30s; max 3 times in 600 seconds

Startup type: Manual / Service Timecuts: Start=5min Stop=1l0min

Stop script: [U=zinag S2H]

Pre-start: 1sE/ bin/utnm =cC

opped: a

Console port: 30001
Log file: fcharonBPT400/ logs/ rpT400. log
Network: EWAD/=ens224

Example: activation of port 1 on the SEH myUTN-50a USB/Ethernet box before starting the Charon emulator

#!'/ bi n/ sh

#

# Parameter $1: contains full path to cfg file

# Parameter $2: contains full path to emulator exe file

#

# |l nportant notes:

# - coments & conmands nust be on separate |ines

# - respect the structure of the file with case/in/esac

# - only place your conmands between the selection and the ';;' line
# - do not add any 'exit' conmand in the script unless you want the
# virtual nmachine not to be started if the script fails

#

. lopt/charon/utils/charon_common

#

case "$1"

in

/ char onRP7400/ r p7400. cf g)
/usr/bin/utnm-c "activate utn50agval ab 1"
. -
echo "Invalid paraneter '$1' for prestart”
exit 1

esac

The example above would need enhancement as if the port is already connected, an error will be returned. A test before activation is then welcome.
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Please note: if the script has been initialized and a new virtual machine is added, it must be edited for the case related to the new configuration file to be
added otherwise the "Invalid parameter” case will be activated and the "exit 1" will prevent the virtual machine from starting.

When displaying the list of defined virtual machines, the first 3 lines of the pre-start commands are displayed:

[root@charonparltk ~]# vmlist
Server boot: 27-Rug-2020 11:16 CPUs: & Memory(freeftot): 163M/11c (1%)

Emulator Configuration File Cpu Memory State OnBoot
- rp7400-1-650 /charon/rp7400.cfg 1 2c I NO
Service Timeouts: Start=5min Stop=10min
Dascription: CHARON charon-par/rpT7400 - HP-UX 11.23
Stop scrints [Usipo =SS

Fre—-start: bin/wtnm = tivate utr agval !
rted:

1] == HE
[ Protected against OOM Killer.
Guest 0S5 answer: 9:4lam up 50 mins

Consola port: 30001
Log file: fcharon/logs/zp7400. log
Hetwork: EWAQ/ens224

© Stromasys 1999-2024 771113



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

VM management - Create/Edit guest check/run script

It is possible to display a line that is the result of a command sent to the legacy operating system running on the guest or a result of a "ping" done locally
that can give information on the guest system. For example, the uptime can be returned (rsh or ssh needed) and added to the displayed guests list.

Display output example from the "vim i st " command:

[rootBcharonparltk utils]# wvmlist
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(freesStot): T7.0G/15G (45%)

Configuration File Cpu Memory State/Uptime: d hh:mm:ss
- /charenRPT400/rpT400. afg 1 zc R 03:49
Model: rpT400-1-650
Description: CHARON charon=-par/rp7400 = HP=-UX 11.23
Auto-restart: on-failure after 305, max 3 times in 600 seconds
Startup type: Manual / Service Timeouts: Start=5Smin Stop=10min
Stop script: [Using SSH)
Pre-starct: fusc/bin/utnm - "activate utnSlagvalab 1
Started: [ Thu 2021-01-21 17:00:50 CET PID=17261 Memory=6,322M
Protected against OOM Killer.
[Guest ©5 answer.: 4:04pm up 3 mins |
Consola port: 30001 / Coenscle locked by '"telnet' pid(s) 26602
Log file: fcharonRP7400/logs/cp7400. log
Hetwork: EWAQ/ens224

Please note: if the script has been initialized and a new virtual machine is added, it must be edited for the case related to the new configuration file to be
added otherwise the "Invalid parameter” case will be displayed (this does not prevent the script from running).
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Select option 1 to edit the script and option 2 to verify the commands entered work correctly:

[ : eJacy Server emulatlon vi.z2
Edit Wirtual Machines check/run script

Important notes:

- Comments & commands must be on separate lines

- Respect the structure of the file with case/infesac

- Only place your commands between the selection and the ";;' line
- let the "RETVAL' lines untouched

1 - Edit the checkfrun script
2 - Virtual machines list (check script execution)

Select your option or 'g' to gquit: I

Script example

In this example, "ssh" is used to display the guest "upt i ne" for the rp7400 HP-UX system.

The last 2 lines containing the RETVAL variable are mandatory.

Example:
#!'/ bi n/ sh
#
case "$1"
in
/ char onRP7400/ r p7400. cf g)
ssh -o Connect Ti meout =2 rp7400 "uptinme|cut -f1 -d','" 2>/dev/null
#rsh rp7400 "uptine|cut -f1 -d','" 2>/dev/null

RETVAL=$?
*),,
echo "Invalid paranmeter '$1'"
RETVAL=1
esac
echo "==RETVAL=${ RETVAL} =="
exit ${RETVAL}

Note: when the script is initialized, examples are provided and comments need to be removed depending on your needs. It is of course possible to add
your own commands.
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Manage monitored logs and services

Description

A service can be defined in order to monitor the guests log files to look for key removal messages (based on interval defined on the dongle) and/or

informational, warning and error messages. It also monitors in parallel dongle removal (immediate mode).

The service works with a list of log files to be monitored. The log files location is forced under the configuration file folder as "logs/" and with the same

name as the configuration file and extension ".log".

If the Charon log monitoring (global) option is set to enabled (default) in the preferences, the log monitoring service is created automatically when creating

a virtual machine from menu option VM Management (add/remove VM, start, stop, console connection, ...).

Management

This option offers the possibility to edit the log file list, start/stop monitoring for a guest, view the guest log file, view the monitoring log file, manage "syst e

md" services and to start/restart the aksusbd log monitoring.

Example:

Enter your choice (enter to refresh, 'q' to quit): I

Monitoring service description Rotating State
aksusbd(active) / Immediate dongle (dis)connection - enabled, running
aksusbd(active) [ HASP error log - disabled
rp7d08({failed): fcharonRP7400/logs/rpT400.log no enabled, running
Available options

1- Update log files list T- HASP error log monitoring (enabled)
2- Start/stop monitoring log file 8- (Re)start HASP error log monitor

3- View guest log files 9- VE server log monitoring (disabled)
4- Manage systemd services 18- (Re)start VE license svr log monitor
5- aksusbd monitoring (enabled) 11- (Re)start all log monitoring services
6- (Re)start aksusbd log monitor 12- Resume/disable alerts
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Notes:

® The list of monitored log files is automatically filled with the log files found in the configuration files for guests defined with the Manage monitored logs
and services menu option when selecting the "Update log files list" option 1.

The aksusbd log monitoring will check the j our nal ct | and will send an alert on dongle removal and dongle detected quite immediately

The guest log monitoring:

® will send alerts when information, warning and error messages will be detected depending on the alert level defined at Alerts management - Select

guests log alert level. Note alerts will be send in a bulk email message by default: one alert every 1 minute based on crontab entry settings for '/ op
t/charon/utils/charon_| ogevent'(see Manage recursive jobs: license expiration check, log events (cron))

It will also send alerts on guest start and stop
Dongle removal and detection alert messages will be sent based on license check interval defined with the license (default is 1 hour).
Each time a license is detected in the guest log file, an expiration check will occur and will send alerts if necessary

On rare cases, the dongle can be seen as unplugged whereas it is still plugged in leading the virtual machine to stop. The log monitoring feature is
then able to detect this case and perform the necessary actions. More information is available in our Knowledge base in this article: CHARON for
Linux - Detected removal of the license whereas dongle is connected

If you remove a guest from the "Service management - Update guests list" option, the log monitoring service will be removed from the list
If you change the folder of an existing virtual machine, you'll have to update the service manually.

Connection lost with the active license:

[rootBcharonparltk utils]# vmlist
Server boot: 22-Dec-2020 10:02 CPUs: & Memory(free/tot): T.0G/153G (43%)

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charonRP7400/rp7400.cfg 1 zc NEEEE 13:05

Model : rpT400=1=-650

Description: CHARON charon-par/rp7400 - HP-UX 11.23

huto-rastart: on—failure after 30s, max 3 times in 600 seceonds

Startup type: Manual / Service Timeouts: Start=5Smin Stop=10min

Stop script: [Using S5H]

Started: Thu 2021-01-21 17:00:50 CET PID=1726l1 Memory=6,450M

Protectad against OOM Killer.
Guest OF answer: 4:13pm up 12 mins
Console port: 30001
Log file: JScharonRPT400/logs/rp7400. 10
License: e
[ License number 1000.8086. .
Event date/time: 21-Jan-2021 17:13:57
Network: EWAQ/ens224
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Alert mail sent (if configured):

[CHAROM] Communication lost with license for rp7400 (charonparltk. stromasys.com)

0 This messsge was tent with High mportance. ﬂ

Charan Maonitaring
Th 21-Jan-21 1714

Toc

Severity Level: CRITICAL

License number: 1000806

Key ID; 1619329274

Wirtual machine {guest) rp7400

Description: CHARON charon-par/ip7400 - HP-UX 11.23

Stromasys Geneva Lab - ESXi - Cent(5 7 Charaon-PAR/HPA Toolkit ests

Reply Forward

Connection restored with the license:

[rootBcharonparltk utils]# vmlist
Server boot: 22-Dec-2020 10:02 CPUs: & Memory({free/tot):

T.0GF15G (45%)

Protectad against OOM Killer.
Guest OF answer: 4:15pm up 14 mins

Configuration File Cpu Memory State/Uptime: 4 hh:mm:ss
- /charonRP7400/:rp7400.cfg 1 zc NEEEE 14:22

Model : rpT400=-1~-650

Description: CHARON charon-par/rp7400 - HP-UX 11.23

huto-rastart: on—failure after 30s, max 3 times in 600 seconds

Startup type: Manual / Service Timeouts: Start=Smin Stop=10min

Stop script: [Using SSH)

Started: [ Thu 2021-01-21 17:00:50 CET PID=l7Z6¢1 Memory=6,450M

Console port: 30001
Log file: SeharonRPT400/1logs/ spT7400. lag
License: Communication restored with key id 1619329274
[ License number 1000.806.
Event date/time: 21-Jan-2021 17:14:58

Network: EWRD/ens22d
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Alerts management

Table of contents

B Description
B Settings

" Mail mode (TEXT/HTML)
Mail recipients list
Mail sender
Create/update alert mail footer
Enable/disable wall alert messages
Update/reinstall common alert script
Select guests log alert level
View alerts history
Immediate alert on dongle removal
Alerts simulator

Reduce WARN msgs on dongle removal

Description

Use this option to change alert management settings as shown below:

V2.
| Alerts management

1- Mail mode (text/html): HTML

2- Mail recipients list: user@gexample.com

3- Mail sender (optional): (default)

4- Mail subject tag: CHARON (default)

5= Mail footer: Not defined

6= 'wall' alert messages: disabled

T- Updatefreinstall alert script: Installed from kit, script v2.26
8- Guests log alert level: WARNING + ERROR

9- Reduce WARN msgs on dongle remowval: reduced

18- Alerts Llimitation: Max 25 alerts in 10 minutes

11- view alerts history (50 alerts). Last update: Tue 17-5ep-20324 18:02:01
12- Alert simulator

13- Alert on console connection/disconnection: enabled

Enter your choice ('q' to quit): I

Settings

Mail mode (TEXT/HTML)

Alerts are by default sent in HTML format. With some mail clients, HTML mails are not correctly displayed or even rejected. This option is used to switch

between HTML format and pure TEXT format.
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Mail recipients list

All alerts coming from monitoring scripts and checks scripts are sent using a common alert script that sends emails (via "sendnwi | ") to the recipients list
that can be defined using this option.

The common alert script can be customized if you prefer not to receive emails and use commands from your monitoring software for example.

Do not add blank lines and set one recipient per line

Mail sender

This optional option allows you to define the sender name instead of the default one (root@hostname)

Create/update alert mail footer

Used to add comments at the end of the mail.

HTML tags like new line, font and bold can be added within the file. In case the format is switched to TEXT, these tags will be automatically removed from
the text mail.

Enable/disable wall alert messages

This option enables or disables (default) the "wal | " messages sent via the alert script.

Update/reinstall common alert script

All alerts coming from monitoring scripts and checks scripts are sent using a common alert script.
If this script does not exist, it is initialized by copying an example provided in the kit.
If it exists and is different from the original one, you are invited to reinitialize it from the default one:

® Answer "yes" if you did not change the original script file and you have updated the Linux Toolkit (read the corresponding release notes)

® Do not answer "yes" if you customized your own alert script.
Note: in case you've overwritten the existing alert script, the previous version can be restored from the "/ char on/ ar chi ve" folder

This script can be customized to send alerts the way you want, adding for example commands to link with your monitoring tool. It is based on an alert
code passed as parameter 1.

All other parameters are information related to the alert. The script uses templates in order to send emails and wal | messages (see "/ opt/ charon
/utils/tenplates/*. mail"and"/ opt/charon/utils/tenplates/*.wall"files if needed).

The table below lists all available values for parameter 1 in case you plan to customize the scripts and send alerts by your own (monitoring software lines
of commands, snnpt r ap, etc...)
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Parameter 1 can have the following values:

Parameter 1
ABORTED

AKSUSBFAIL

COMMLOST
COMMREST
EMULSTART

EXPCHK

FOUND

IFCFGADDR

IFCFGCRIT
IFCFGUNKN
IFCFGWARN

REMOVED

REMOVRESET

STOPPED
STOPPEDREQ
TESTMAIL
USBCONNECT

USBDISCONN
ECT

© Stromasys 1999-2024

Severity
CRITICAL

CRITICAL

CRITICAL
INFORMATIONAL
INFORMATIONAL
CRITICAL, MAJOR,
MINOR,
INFORMATION
INFORMATIONAL

CRITICAL

CRITICAL
CRITICAL
WARNING

CRITICAL

ERROR

CRITICAL
INFORMATIONAL
INFORMATIONAL
CRITICAL

MAJOR

Description
Guest has stopped without user or service request

If the dongle is detected as removed whereas it is disconnected, the askusb daemons are restarted. If the
restart fails after 15 tries, this message is sent

Communication lost with the license
Communication restored with the license
Emulator has been started

The license is about to expire

License dongle found at startup

The network interface defined in the configuration has already an assigned IP address, cannot be used for
guest

One parameter in the ifcfg-ethN file is not configured correctly (mandatory value)
The interface name defined in the configuration file is not valid (not found with 'ifconfig <eth>' command)
One parameter in the ifcfg-ethN file is not configured correctly (recommended value)

Dongle has been removed: the guest sees the dongle as disconnected and will stop after the defined
interval if the dongle is not replaced

Dongle seen as removed whereas not disconnected (aksusb driver failure). In this case the USB is reset
and drivers are restarted (Not valid if the dongle is a network dongle and then located on another server)

Guest has been stopped, reasons explained in parameters 4, 5 and 6
Guest has been stopped, requested by user or shutdown

Used to test email mode when setting HTML or pure TEXT

Dongle has been connected (immediate detection)

Dongle has been removed (immediate detection)

85/113



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

Select guests log alert level

Select the alert level to send alerts when events are found in the guest log file:

Level Information Warning Error

° & O O
0 0 0
2 Q0 0 o
3 0 0 0

® Requires the "char on_| ogevent " entry activated in the "cr ont ab" file => menu option "Manage recursive jobs: license expiration check, log events
(cron)"

® This does not affect guest startup alerts. You will receive alerts when a guest starts or stop whatever the level is.

View alerts history

This option is used to view the alerts history sent via the alert script. Alerts can be viewed in a continuous way or using a text editor.

Immediate alert on dongle removal

Enable or disable immediate alert on dongle removal. These alerts are monitored by the aksusbd log monitoring which is totally independent from the
Charon virtual machine log files monitoring.
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Alerts simulator

This option allows you to send all the available alerts for testing:

Enter your choice ('qg' to quit): 10
No Code subject / Description
1 LOGEVENT Alerts found in Charon VM log
2 ABORTED Emulator <TEST> failed
3 ARSUSBFAIL AESUSE daemons rastart failure
4 COMMLOST Communication lost with license for <TEST>
S COMMREST Communication restored with license for <TEST>
& EMULSTART Emulator <TEST> started
7 EXPCHE License axXpiration check
8 FOUND License dongle found far <TEST>
% IFCFGRDDR Hetwork configuration issue for guest <TEST>, interface <TES
T
10 IFCFGCRIT Network configuration issue for guest <TEST>», interface <TES
T>
11 IFCEFGUNEN Hetwork configuration issue for guest <TEST>, interface <TES
T
12 IFCFGWARN Wetwork configuration issue for guest <TEST>, interface <TES
T>
13 NCUWARN Metwork configuration issue for guest <TEST>, interface <TES
T>
14 REMOVED License dongle removed
15 REMOVRESET License dongle removed or connection issus
1€ STOPPED Emulator <TEST> stopped
17 STOPPEDREQ Emulator <TEST> stopped
18 TESTMAIL Linux Toolkit Test mail
1% USBCONNECT License dongle connected
20 USBDISCONNECT License dongle disconnected
Enter the code number to send a simulated alert ('g" to guit) I w

Reduce WARN msgs on dongle removal

If enabled, it will prevent from sending too many alerts on dongle removal thus the following messages will not generate an alert:

® Unable to log in to the key "XXXXXXXX", feature X.
® HASP runtime (7): Sentinel protection key not avail able.
® Failed to login at the Sentinel HASP key: "XXXXXXXX".
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Configures the Linux Toolkit where you can:

Enable/disable (default) Out Of Memory (OOM) Charon process killing prevention
Enable (default)/disable Charon log monitoring globally

Define the default start and stop timeout for Charon guests (virtual machines) services'

Enable (default)/disable Charon configuration file update time monitoring per guest
Enable/disable (default) Charon log file size alert and define the alert trigger
Enable (default)/disable Charon Report automatic update check

-

: the timeout values can be defined per guest from the "VM Management" menu option then "Manage 'systemd' services".

illing prevention

Charon log monitoring (global):

(guest) service default

Le update time monitq

alert:
update check:
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Preferences

This option allows the users to define the following settings:

1. Default editor for Character User Interface and Graphical User Interface with the selection mode, automatic or on demand. Automatic means the
GUI will be preferred (if defined) if available otherwise the CUI editor will be used.

2. Continuous log view:

B start or not when the virtual machine is started from the menu.
®  display or not a reminder to tell how to exit from the view (CTRL-C).
B automatically stop the continuous log view when the virtual machine is started or stopped.

3. Semi-graphics enabled/disabled — use this option to disable semi-graphics (line drawing) if the solutions described in the Cannot get correct line
drawing on Linux/UNIX with Putty page.

4. Display guests separator: can be none, blank line or separation line (useful if more than one virtual machine is configured on the server)

5. Blue color adjust for white/black background: switches from different blue colors. Default should work with white background and black
background. If the blue color is not easily readable, try to switch using this option (requires 256 colors terminal emulator capability)

6. Access 'menu’ using 'sudo': allows non root users to access the 'menu’ with 'sudo’. Once enabled, a user with sudo provilege can enter 'menu’
directly (password request and timeouts depending on your sudo settings)

7. Console access mode: defines how the console will be accessed. It can be either:

B ‘telnet' if installed
B 'putty' if installed and available (Xserver). If no DISPLAY available, 'telnet, if installed, will be used
B always ask
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Manage recurring jobs: license expiration check, log events (cron)

Table of Contents

B Description
B Scheduled jobs details

B Expiration check alert (charon_expchk)

Log events (charon_logevent)

Logs archiving utility

Configuration and log files monitoring

Protection against OOM killer for Charon license processes

Use this option to check and open the r oot 's " cr ont ab" file in order to schedule recursive jobs.

Notes:

B Alerts are sent using the common alert script, see "Alerts management - Update/reinstall common alert script" chapter
B |icense expiration alert levels are explained in "License expiration check (HASP and VE)" chapter
B [fthe "cr ont ab" file does not exist, it is initialized with comments in order to facilitate settings

Example:

# Charon crontab

-

# Synt ax

#

# * * * * * <user> <command to execute>

3 I T

# | I I I I

# | | | | +oo--- day of week (0 - 6) (0 to 6 are Sunday to Saturday, or use nanes)
# | | | o e nonth (1 - 12)

# | | o day of nmonth (1 - 31)

# | R T T hour (0 - 23)

I e R mn (0 - 59)

#

# Checks for license expiration: runs everyday at 09:00 with alert set to 15 days before expiration
09 * * * [opt/charon/utils/charon_expchk 15

#

# Log events report

*

* * * * [opt/charon/utils/charon_| ogevent

Logs archiving utility (each Monday 00: 00)
0 * * 1 /opt/charon/utils/charon_l ogarchive -keep=60 -zip

H H O HH

Configuration and log files nmonitoring (every 5 minutes by default)

*/5 * * * * root /opt/charon/utils/charon_cfgl ognon

#

# Protection against OOMKkiller for Charon |icense processes (every 15 mnutes by default)
*/15 * * * * root /opt/charon/utils/charon_oonprotect
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Scheduled jobs details

Expiration check alert (charon_expchk)

The expiration check alert sends alerts by default 15 days before expiration (7 days in interactive mode).
This number of days can be changed using parameter 1 as number of days.

Example for 21 days, running everyday at 08:00AM and 04:00PM (16:00):

0 8,16 * * * [opt/charon/utils/charon_expchk 21

Log events (charon_logevent)

This job is active by default, it is recommended not to prevent it from running. It's goal is to scan for events in the guests active log files and send alerts
based on alert level defined by the administrator. It runs by default every 1 minute so alerts are sent in bulk mode rather than one alert per error detected.

The interval can be updated at your convenience.

Logs archiving utility

This utility archives services log files and guests console log files (if not managed by the emulator itself).

Default from the cr ont ab entry is to keep files for 60 days and then zip older log files. Zipped files will be kept for 6 months.

Configuration and log files monitoring

Check configuration update time and log file size and log file size growth every 5 minutes by default and when the feature is enabled from the "Settings"
menu.

Protection against OOM killer for Charon license processes

Enable protection of Charon processes related to license management against Out Of Memory killer.
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The Charon Report is a utility that collects information on your configuration that is used to diagnose problems. It generates a report in the form of a
HTML document and will also find configured Charon virtual machines (emulators) and will add configuration and log files to the output zip file.

Once the emulators discovery process is completed, user can manually add other Charon configuration files before proceeding.
At startup, the Charon Report connects to our file server to check for the latest version of the script and will download it if possible.
The short version collects minimum information and is used for configurations with sensitive data.

Please select the date for the log files since according to the date of the problem you encountered (1 month ago by default).

The report type and ticket/project/opportunity number do not change the data collected during execution, this is mainly cosmetic.

Example:

tem Emulatic
(for support

report type:
ault]

Supported product
Charaon- or without Charon kit insta
Charo th ar 101 on 1 Lkit instal
( L ] C Toolkit ins

Charon-

Customer name
Log files since
Report type
Ticket number
Zip file folder

hering hardy

Once the execution is complete, please send us the resulting zip file. Its full name will be displayed.
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Example:

"Linux Tc

source

ort-BrunoStro

leted at 09:49:

The script can be executed manually with more options if necessary. It is located in the /opt/charon/utils folder and is named CharonReport<version>.sh.
Example:

STROMASYS - Charon Report Utility V1.58 - 15-Mar-

This script collec nformation
By default
available

Note:
It must be cuted as

Parameters:
=h or
n ar
or
or

ol

leted at 09:38:50,

What's removed compared to long version:

uuIiD

Top 20 processes consuming memory

network: "ip a", configuration files if any (ifcfg-xxx), netstat -r, chronyc (time sync)
all installed packages list

chronyc and ntpd config files

journalctl output

/var/log/messages* files

/var/log/audit/audit.log* files

"netstat -an" and "netstat -s" output files
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Documentation

Description

Use this option to:

B either open the attached documents: users guide (PDF file / "evi nce" required) or release notes (text file / using "vi "
®  or to access our online Product Documentation and Knowledge Base space (using "f i r ef ox")

Please note that the users guide and the release notes latest versions will be available first on our online product documentation web site. The
documents provided with the kit could be outdated

Menu overview:

1 - Local PDF document (evince)
2 - Online documentation (firefox)
3 - Product documentation and Knowledge Base (firefox)

4 - View release notes (vi)

5 - vmlist - displays the status of defined guests
6 - logtail - continucus display of guest log files
T - logview - editor view of guest log files
8 - vmstart - starts a guest
9 - vmstop - stops a guest
18 - vmconsole - connection to the wirtual console
11 - vmcfg - configuration file editing
| 12 - sacctui - Sentinel Admin Control Center - Text User Interface
13 - Settings recommendations
Enter your choice ('q' to quit): |
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Table of Contents

Virtual machines list and status (vmlist)

Virtual machine log view (logview)
Virtual machine log tail (logtail)
Virtual machine start (vmstart)
Virtual machine stop (vmstop)
Connection to console (vmconsole)
Configuration file editing (vmcfg)
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Virtual machines list and status (vmlist)

# vmi st

Display the list of managed virtual machines and their status

-h . display help text

-1 or --lite : display only configuration file name, service status, model and description.

[root@moon ~]# wvmlist
Charon-PAR V3
21-Feb

- JcharonMPE/ .cfg INACTIVE
A400-100-110

Start
Not started since server booted

18

3kmpe. log

* fcharon8/ .cfg
rp746e0-1-360 -D
CH ] monitoring charon
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Virtual machine log view (logview)

Usage

# logview [options] [logfile]

o The log files can also be viewed from the menu — "Service management" — "View latest guest log file"

Description

Uses 'vi i editor to view a CHARON virtual machine log file with highlights.

If <logfile> is empty, the script will look for available log files in the virtual machines list managed by the Toolkit. If only one is managed, the current log
will be selected, if more than one virtual machine is present, a selection menu will appear.

o It is recommended to enlarge the current terminal window to at least 132 columns. If using the graphical version of 'vi m (# | ogvi ew - g) the
window size is set to 32 lines and 160 columns by default.

Parameters

-h : display help text
-g or --gui : use 'gvi minstead of 'vi m (if installed)

-s or --short : edita copy of the log file without 'regular license check’ messages

Example

# | ogvi ew

. Forease of use, it is also possible to copy the char onl og. vi nr ¢ file to $HOVE/ . vi nr c. Doing so will make 'vi i highlight log lines by default (if

you prefer to use 'vi mi rather than 'l ogvi ew)

Virtual machine log tail (logtail)

Usage

# logtail [options] [logfile]

o The log files can also be continuously viewed from the menu — "Service management" — "View latest guest log file"

Description

Continuous view of a CHARON virtual machine log file with highlights.
Press <CTRL-C> to stop the view.

If <logfile> is empty, the script will look for available log files in the virtual machines list managed by the Toolkit. If only one is managed, the current log
will be selected, if more than one virtual machine is present, a selection menu will appear.

o It is recommended to enlarge the current terminal window to at least 132 columns.
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Parameters

-h : display help text

Example

# logtail

Virtual machine start (vmstart)

Usage

# vnstart [configuration file shortened]

Description

Starts the virtual machine specified. If only one virtual machine exists on the server there is no need to specify it (so "vnst art " is enough). If there is
more than one virtual machine defined:

®  The configuration file name that can be shortened must be passed (Example: to start the virtual machine corresponding to / char on/ r p7400. cf g, the

command can be "virst art r p7400").
B |f the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the "vi i st " command)

Parameters

-h : display help text

Virtual machine stop (vmstop)

Usage

# vnstop [configuration file shortened] [-f]

Description

Stops the virtual machine specified (confirmation required if -f is not specified). If only one virtual machine exists on the server there is no need to specify
it (so "vnst op" is enough). If there is more than one virtual machine defined:

®  The configuration file name that can be shortened must be passed (Example: to stop the virtual machine corresponding to /charon/rp7400.cfg, the
command can be "vist op r p7400")

B |f the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the "vir i st " command)

If a shutdown script has been defined (see VM management - Create/Edit guest stop script), it will be executed before the service is stopped.

© Stromasys 1999-2024 98/113



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

Parameters

-h : display help text

-f : force the virtual machine to stop without asking confirmation

Connection to console (vmconsole)

Usage

# vnconsol e [configuration file shortened]

Description

Connects to the running virtual machine console specified. If only one virtual machine exists on the server there is no need to specify it (so "vntonsol e"
is enough). If there is more than one virtual machine defined:

®  The configuration file name that can be shortened must be passed (Example: to connect to the virtual machine console corresponding to /charon
/rp7400.cfg, the command can be "vntonsol e rp7400")

B |f the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the "vir i st " command)

. Ifthe corresponding virtual machine is running, updates in the configuration file will be taken into account on Charon emulator restart.

Parameters

-h : display help text

Configuration file editing (vmcfg)

Usage

# vncfg [configuration file shortened]

Description

Edits the virtual machine configuration file specified and perform some checks upon exit. If only one virtual machine exists on the server there is no need
to specify it (so "viref g" is enough). If there is more than one virtual machine defined:

®  The configuration file name that can be shortened must be passed (Example: to edit virtual machine configuration file /charon/rp7400.cfg, the

command can be "vncf g rp7400").
B |f the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the "vir i st " command)

Parameters

-h : display help text
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Table of contents

B ‘yi" and 'vim' text editors

‘gedit’ graphical editor

‘nano’ text editor

How to setup ‘ssh’ trusts between Linux and HP-UX
How to install 'rsh' on RHEL 8

How to setup ‘rsh’ trusts between Linux and HP-UX
Shutdown guests with Expect tool

" |ntroduction
B Script usage
B How to restart CHARON-PAR on Linux automatically on failure

‘vi' and 'vim' text editors

Notes:

®  When typing text, press <ESC> once finished. In case you're blocked, press also <ESC> before executing commands described below
® both editors use case sensitive commands

Request Command

To quit without saving Press ‘' then enter ‘g’

To quit with saving Press ‘' then enter ‘X’ or ‘wq’

Go to top of file Press "’ then enter ‘0’

Go to last line Press ‘G’

Search pattern Press '/’ then enter your search text. Press then ‘n’ for next (forward) or ‘N’ for backward

Remove current character = Press ‘X’

Insert text Press ‘i’ (press ESC once text completed)
Insert line Press ‘o’ for a line below cursor, ‘O’ for a line above cursor (press ESC once text completed)
Delete a line Press ‘dd’

'vim' has also a graphical version named 'gvim'. If not installed, you can run: # yum -y install gvim

. <1, . .
gedit’ graphical editor
‘gedit’ is a graphical text editor, users familiar with Windows notepad should not encounter difficulties to use it.

Request = Command
To quit close the window by clicking on the cross top right corner

Save file Press <CTRL-S>
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‘nano’ text editor

‘nano’ is a basic text editor, very simple to use and displaying available commands at the bottom of the screen. For example, to leave ‘nano’, use *X
(press CTRL + X)

How to setup ‘ssh’ trusts between Linux and HP-UX

If using a RHEL 9 compatible Linux system, please review the following Red Hat documentation to understand and avoid possible problems between the
legacy guest system and the RHEL 9 system:
Switching the system wide crypto policy to a mode compatible with previous systems.

Notes:

The prompts will tell you where to execute the commands, "HPUX#" (root user) or "Li nux#" (root user)
Remember Linux/Unix is case sensitive

If hosts are not known by each other, fill the / et c/ host s file for example (using vi for example)
linuxhost represents the name of your Charon server (can be any name you want)

hpuxhost represents the hostname of your HP-UX virtual machine

On the HP-UX system, enter the following commands if the folder does not already exist:

HPUX# nkdir /.ssh
HPUX# chrmod 600 /. ssh

On the Linux server, enter:

Li nux# ssh-keygen -t rsa
— Do not specify any passphrase.

Li nux# cd /root/.ssh
Li nux# chnod 600 id_rsa*
Li nux# scp id_rsa.pub hpuxhost:/.ssh/linuxhost_rsa. pub

— Enter the password for the copy operation to complete
On the HP-UX system, add the Linux server key to the authorized keys:

HPUX# cd /. ssh
HPUX# cat |inuxhost _rsa. pub >>aut horized_keys
HPUX# chnod 600 aut horized_keys

Perform a simple test on the Linux server:

Li nux# ssh hpuxhost host nane
hpuxhost

If trying to execute a remote command on the HP-UX system, a message telling "no matching cipher found" is displayed, the cipher has to be setup on
the Linux server side in the / r oot / . ssh/ confi g file:

Li nux# cat /root/.ssh/config

Host hpuxhost
Host nane hpuxhost
KexAl gorithns +diffie-hell man-groupl-shal
Host KeyAl gorithns +ssh-rsa
Ci phers +3des-chc
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How to install 'rsh' on RHEL 8

To setup 'rsh' on RHELS, use the following commands:

# dnf install https://dl.fedoraproject.org/pub/epel/epel-release-|atest-8.noarch.rpm
# ARCH=$( /bin/arch)

# subscri ption-manager repos --enabl e "codeready-buil der-for-rhel-8-${ARCH} - r pns"

# dnf -y install rsh

More information in this article: rsh and rsh-server packages missing in RHEL 8

How to setup ‘rsh’ trusts between Linux and HP-UX

Notes:

Introduction

The prompts will tell you where to execute the commands, "HPUX#" (root user) or "Li nux#" (root user)
Remember Linux/Unix is case sensitive

If hosts are not known by each other, fill the / et c/ host s file for example (using vi for example)
linuxhost represents the name of your Charon server (can be any name you want)

hpuxhost represents the hostname of your HP-UX virtual machine

RSH executes commands on a remote host. It can be used to issue a shutdown on the Charon Tru64 virtual machine.
Pre-requisites

The RSH method requires the 'rsh' package. It can be installed using the following command:
Li nux# yuminstall rsh

Notes
On the HP-UX system issuing the shutdown, create a proxy between the root user of the Charon server and the user.

Example:
HPUX# echo "l i nuxhost root" >>~/.rhosts

If the Charon server name is not known to the TCPIP database, edit the / et c/ host s file and add the server ip address and its name.
Ensure manual commands can be passed to the HP-UX system from the Charon server.

Example:
Li nux# rsh |inuxhost date

If a "poll: protocol failure in circuit setup” is returned, the firewall settings have to be set to open ports 1011 to 1023.
Please always refer to your network administrator when changing the firewall rules, commands below are given as example only.

Example:

# firewal | -cnd --pernanent --new service=Charon

# firewal |l -cnd --pernmanent --service=Charon --add-port=1011-1023/tcp
# firewal |l -cnd --get-active-zones

public

interfaces: ens34 ens35

# firewal |l -cnd --zone=public --permanent --add-service=Charon

# firewall-cnd --rel oad
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Shutdown guests with Expect tool

Introduction

In case SSH nor RSH can not be used to perform clean shutdown of the guests, the "expect " tool can be used to connect to the console, perform the
login operation and execute the shutdown command depending on the console status.

The operations performed during the "expect " script execution are detailed in the VM management - Create/Edit guest stop script chapter.
In this case the password is sent without encryption.

To facilitate use of "expect " for shutdown, an example is provided in the "guest _shut down. exp" script located in the / opt / char on/ ut i | s folder. If
you plan to customize the script, you'll have to create a copy and not use it directly as it will be overwritten in case of Toolkit upgrade.

Please note:
't el net'and 'expect ' packages must be installed in order to use this feature.
The following error message can be returned when stopping the virtual machine when trying to use the expect script example:

® if expect package is not installed: "St op script returned error code 126"

® if telnet is not installed: "¥&XPECT- F- NOSRM Cannot continue, 'telnet' is not installed"then"Stop script returned error
code 4"

Caution: the virtual machine process will be however killed by service management process

Important information if the console is locked:

Any active session to the console must be killed before the "expect " script is executed.

For example, if you are connected via "t el net " on the localhost/port (the kill is not done inside the expect script). Using the "/ opt / charon/ utils
/ charon_gst art _expect " script file the necessary operations will be performed.

If the console is locked from another host (if you use put t y for example), you will have to cancel the connection by yourself otherwise the shutdown
will not be performed cleanly.
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Usage:

# path/script <port> <user> <password> <pronpt> <opsys>

Parameters:
Parameter Description
<port> telnet port number (example: 30001)
<user> username for login (must be able to perform shutdown)

<password> password
<prompt> shell prompt (including end space) or last characters of the prompt

<opsys> HPUX or MPEIX (case sensitive)

Example for HP-UX:
# /opt/charon/utils/guest_shutdown. exp 30001 root 12345 "# " HPUX
Example for MPEIX:

# /opt/charon/utils/guest_shutdown. exp 30001 X X X MPElI X

How to restart CHARON-PAR on Linux automatically on failure

Automatic restart on failure is managed by syst end at Linux level, please refer to syst enmd man pages.

For example, edit the service configuration file and add the following parameters:

Parameter Type Description
Rest art text Configures whether the service shall be restarted when the service process exits, is killed, or a timeout is reached
Rest art Sec numeric = Configures the time to sleep before restarting a service (as configured with Rest ar t =). Takes a unit-less value in

seconds, or a time span value such as "5min 20s". Defaults to 100ms.

StartLimtlnterval numeric Configure service start rate limiting. By default, services which are started more than 5 times within 10 seconds
are not permitted to start any more times until the 10 second interval ends. With these two options, this rate
StartLimtBurst numeric | limiting may be modified. Use St ar t Li mi t | nt er val = to configure the checking interval (defaults to
Def aul t St art Li mi t | nt er val = in manager configuration file, set to 0 to disable any kind of rate limiting). Use
StartLi m tBurst = to configure how many starts per interval are allowed (defaults to
Def aul t St art Li mi t Bur st = in manager configuration file).
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Introduction

This article summarizes the operations to be performed to make your emulator running with the Charon Linux Toolkit.

Create a folder to store the Charon products and Charon Linux Toolkit(s)
Example:

# nkdir /charon

Download the kits in this folder from the Stromasys sftp server using 'sftp' or your browser with the link provided by Stromasys.

Optionally create a folder where to store your licenses (C2V and V2C files)
Example:

# nkdir /charon/licenses

Install the Charon Linux Toolkit as described in the Setup page.

Install the Charon product(s) you need from menu option "Install/Upgrade/Remove Charon"

Dedicate network interfaces to Charon (see the Charon-PAR user's guide).

Check the license can be read using the "HASP license management (update and settings)" menu option

Prepare your configuration file(s) or use the clone utility available from the "VM management - Update guests list" menu (see further).

Prepare your storage configuration and create your virtual disk files (see the Charon-PAR user's guide) if needed.
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Virtual machines creation

B Use the "VM management - Update guests list" option from the "VM Management (add/remove VM, start, stop, console connection, ...)" menu option
to add and start your new virtual machine (guest)

B Optionally, use option "Enable/Disable start at server boot" to prevent the guest from starting automatically when the Linux server is booted
B Optionally (but highly recommended), use option "Create/Edit guest stop script" to define the stop script that will be used to perform a clean

shutdown of the virtual machine at service stop.
It is recommended to test your shutdown scripts before going on production

. o The log file monitoring service is created automatically.

B Connect to the guest console using the "Connect to guest console" menu option (from the "VM Management" menu) and install or restore the
operating system. If 't el net ' is not installed, you can connect via put t y for example ( ! in this case some firewall settings will have to be set, see C
onnection to guest console blocked by firewall )

Post installation checks

®  You can remove the USB dongle, if any, to verify the dongle removal is identified by the askusbd log monitor service:

B |f you enabled the ' wal | ' alerts from the "Alerts management" menu, you should receive an immediate 'wal | ' message.

®  |f you disabled the ' wal | ' alerts from the "Alerts management" menu (default), you can have a look at the alerts history from the "Alerts
management" menu

® |f the mail has been correctly configured, you will receive an alert with subject: "[Charon] License dongle disconnected" quite immediately (please
ensure the email has not been moved to the junk folder). The immediate alert can be followed by an alert coming from the virtual machine log
monitoring announcing the time remaining before stop

Virtual machine(s) management

To avoid navigating in the 'menu’ options, use the Additional command lines for ease of management:

Command Description
# vnli st Virtual machines list and status

# | ogvi ew Virtual machine log view

# | ogtail Virtual machine log tail (continuous view)
# vnstart Virtual machine start
# vnst op Virtual machine stop (‘# vnst op -f'to avoid confirmation)

# vntonsol e Connection to the virtual machine console

# vnrfg Virtual machine configuration file editing
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® Connection to guest console blocked by firewall
® Cannot get correct line drawing on Linux/UNIX with Putty
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Connection to guest console blocked by firewall

Problem

Connections refused to guests console when connecting via telnet to localhost with the port number specified in the configuration file (10003, 10004, ...).
This can be caused by firewall settings.

Example1:

# tel net charonserver 10003
tel net: connect to address 192.168.42.42: Connection refused

Example2:

# tel net charonserver 10003

Trying 192.168.42.42. ..
tel net: connect to address 192.168.42.42: No route to host

Solution

To ensure the TCP ports are not blocked by the firewall, please execute the following commands

Red Enterprise Linux Server 6.x

# iptables -1 INPUT -p tcp --dport <port> --syn -j ACCEPT
# iptables -1 INPUT -p udp --dport <port> -j ACCEPT
# service iptables save

Example:

# iptables -1 INPUT -p tcp --dport 10003 --syn -j ACCEPT
# iptables -1 INPUT -p udp --dport 10003 -j ACCEPT

# iptables -1 INPUT -p tcp --dport 10004 --syn -j ACCEPT
# iptables -1 INPUT -p udp --dport 10004 -j ACCEPT

# service iptables save

Red Enterprise Linux Server/CentOS7 7 and 8 (using firewalld service)

As "firewalld" is installed by default, the commands used are those given in the example below.

Example with console on port 10003:

# firewal | -cnd --pernanent --new service=Charon
success
# firewal |l -cnd --permanent --service=Charon --add-port=10003/tcp
success
# firewal |l -cnd --pernmanent --service=Charon --add-port=10003/udp
success
# firewal |l -cnd --get-active-zones
public
interfaces: ens34 ens35
# firewall-cnd --zone=public --permanent --add-service=Charon
success
# firewall-cnmd --rel oad
success
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®  Red Hat Enterprise Linux 8 - Enhancing system security with a firewall
B Red Hat Enterprise Linux 7 - Using firewalls
B Red Hat Enterprise Linux 6 - Using firewalls

Related articles

! Charon-AXP and Tru64 - "System does not have a console configured" error message when booting
! CHARON Linux server - Connection to guest console blocked by firewall

! Charon-AXP console does not show all devices at SRM prompt

! Guest system hangs with TX overflow messages in the log file

E Enabling TCP keepalive for console connections
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Cannot get correct line drawing on Linux/UNIX with Putty

Table of contents

Problem
®  Solutions

B Putty version 0.71 and above
B Putty version 0.70 and below

B Solution 1 - using xterm settings

B Solution 2 - using putty and Linux locale settings
" links
B Related articles

Problem

Line drawing not correctly displayed using Pultty:

Wrong line drawing

[rootl@charonrheled ~]# tput smacs;echo lgggksecho mggg];tput rmacs
laggk

mgga]

[rootBcharonrheléed ~]1#

Expected line drawing

[root@charonrheléd ~]1# tput smacs;echo lgagk;echo mgog];tput rmacs

[ ]

[root@charonrhel6d ~1% [

Solutions

Putty version 0.71 and above

Set the new parameter "UTF8linedraw=1"

® on Linux, add a line in .putty/sessions/yoursession containing this parameter (above)
® on Windows, change settings from "Window" — "Translation" pane and check the button "Enable VT 100 line drawing even in UTF-8 mode"

o you can keep your locale / codepage as UTF-8.
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2 PuTTY Configuration

Category:
=- 5gssiun | Cptions cantrolling character set translation |
i _I_E"" L.uglging Character set translation
T&:board Remote character set:
- Bell ||--|TF‘B - |
- Features {Codepages supported by Windows but not listed here,
= Windaow such as CP866 on many systems, can be entered
. Appearance manually)
- Behaviour
[ ] Treat CJK ambiguous characters as wide
[ Selection []Caps Lock acts as Cyrillic switch
gne C:";!J'E Adjust how PuTTY handles line drawing characters
—J- Connection

... Data Handling of line drawing characters:
(®) Use Unicode line drawing code points

- Proxy () Poor man’s line drawing (+, - and [}
[ 55H (O Font has XWindows encoding
- Senal (O Use font in both ANSI and OEM modes
- Telnet () Use fort in OEM mode only
- Rlogin Copy and paste line drawing characters as lgggk
-~ SUFDUF [*] Enable YT100 line drawing even in UTF-8 mode
| Mot || Hep | [ Open || Cancal |

Putty version 0.70 and below

Solution 1 - using xterm settings

Before opening the terminal session, load the saved session you want to use and update the following parameters:

® Terminal-type string can be set to either xterm or vt200 for Linux or VMS and can only be defined to vt200 for Tru64
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ﬁ PuTTY Configuration
Categorny:
[=- Session i Data to send to the server |
""" Logaing Login details
= Teminal
- Keyboard Autodogin usemame
- Bell When usemame is not specified:
- Features @ Prompt () Use system usemame {Brunao)
= Window ) >
B T—— Terminal details
- Behaviour Teminaltype string wtem
- Translation :
... Selection Teminal speeds 38400, 38400
= D;: CD';!JFS Erwironment variables
= Connection
-9 Variable
- Prosy Val
- Telnet s
- Rlogin
- 55H
About [ Open J [ Cancel

® The "Remote character set" must be something else than the default UTF-8 depending on your location. Example: 1SO-8859-1:1998 (Latin-1, West Europe)

ﬁ PuTTY Configuration @
Categony:
=]~ Session ! Options controlling character set translation |
& Ten L'Dg?ing Character set translation
?Eml‘:[z:bnard Bemote character set:
- Bell ' -
- Features (Codepages supported by YWindows but nat listed here,
= Window such as CP366 on many systems, can be entered
.. Appearance manualhy)
- Behaviour
W e [] Treat CJK ambiguous characters as wide
- Selection [| Caps Lock acts as Cyrilic switch
& L".u C"l';!“ Adjust how PuTTY handles line drawing characters
=|- Connection

o Handling of line drawing characters:
i@ Use Unicode line drawing code points

_IT_rclax'_.r (71 Poor man's line drawing (+, - and [}

Bl n»:et () Fort has XWindows encoding

B (©) Use font in both ANS| and OEM modes

- 55H 71 Uge fort in OEM mode only

+ Senal ["| Copy and paste line drawing characters as lgggk
About [ Open ] [ Cancel
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I Itis possible some characters will not be displayed correctly using this method. Example:

[root@ceres ~]# rm nothing
rm: cannot remove (é‘—l)\othimié) No such file or directory

= The default font does not display boxes correctly. If you want to have a better look, please change the font in the "Window — Appearance” option and

select either Consolas, Lucida Console or Terminal fonts rather than Courier New.

Solution 2 - using putty and Linux locale settings

On the Linux host:

Add these lines in your .bashrc file (if you're using bash):
test "$TERM' = "putty" && export LC ALL=C || export LC ALL=en_US. utf8
export TERM=xterm

In putty:

®  Window — Translation — Remote Character set: the default 1ISO-8859-1

®  Connection — Data — Terminal-type string "put t y"

o This solution solves the problem mentioned above

.+ The default font does not display boxes correctly. If you want to have a better look, please change the font in the "Window — Appearance” option and

select either Consolas, Lucida Console or Terminal fonts rather than Courier New.

Download putty

Related articles

E Cannot get correct line drawing on Linux/UNIX with Putty

! Charon-AXP/VAX/PDP - OPAO: Failed to create application process
! Cannot find OPAO console session in PuTTY on Windows

! Input issues with telnet

! DRAFT - How to run X11 applications with Charon
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