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Purpose of this document
 

Description
This document is the user’s guide of the “Charon-PAR Linux Toolkit”.

Features
The Toolkit provides the following features:

Manage start/stop virtual (emulated) machines, also named "guests" with services and customized shutdown commands:

Automatic (with server boot) or on-demand start of the guests
Clean shutdown of the guests at Charon Linux server shutdown
Clean shutdown of one guest at will using customized shutdown scripts (using 'ssh', 'expect' or any customized tool)

Monitor the Charon guests log file

Alert on removal of the license dongle (if HASP dongle is used)
Monitor the HASP error log file (if HASP dongle or software license is used)
Monitor the VE license server log file (if VE license is used)
Send alerts for all :warn:, :err: and :ERR: (fatal) messages found (depending on the error level setting)

Alert on license approaching termination

Number of days before expiration alert is sent can be customized

Menu driven options and command lines to:

Start/stop guests
Connect to guests console
Display license contents, gather license content and update (send C2V and apply V2C files)
Edit configuration files
Generate Charon Report for support cases
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Introduction
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Note related to emails

Important note

This document applies to Charon-PAR Linux Toolkit version 2.1
If Charon-AXP/VAX is installed on the same server as Charon-PAR, the Charon-AXP/VAX Linux Toolkit cannot be installed if the Charon-PAR Linux 
Toolkit is installed (not compatible).

Kit download
To download the kit, you must issue a request via email to the Stromasys support team ( ) or ask your resellersupport@stromasys.com

Prerequisites

Basic knowledge of Unix commands

Basic knowledge of Charon products

Charon qualified versions:

Charon-PAR 2.0
Charon-PAR 2.1
Charon-PAR 3.0.x
.

Scripts have been tested and validated on the following Linux distributions/versions:

CentOS 7.x and 8.x
Red Hat Enterprise Linux Server release 7.x, 8.x and 9.x
Rocky Linux 8 and 9

(Some packages have to be installed on the Charon server:

Mandatory packages:

glibc.i686 (only for old versions of Charon-PAR)
bc

ed

usbutils

perl

at

mailto:support@stromasys.com
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Recommended packages:

telnet : recommended for connection from the Charon server to the virtual machine console (text mode)
putty : recommended for connection from the Charon server to the virtual machine console (GUI)
expect : recommended if  cannot be used to execute shutdown commands from the consolessh

rsh: recommended if rsh method is to be used for Charon instance clean shutdown
evince : recommended for reading online documentation
postfix : recommended, Mail Transport Agent used to send emails
firefox : recommended for checking and updating licenses, accessing online documentation
.

All described operations will have to be performed on the Charon server and logged in as ' ' (no other user supported).  root

The 'menu' command can be executed as a non root user but with limited possibilities. In this case "Not root!" will be displayed on the top left on 
the menu.
To run the 'menu' via a sudo command, so without the restrictions mentioned above, use: $ sudo /opt/charon/utils/charon_menu
It is also possible to allow non root users to run the 'menu' and other related command lines without being 'root'. This must be enabled first as root 
in the "Preferences" menu option then "Access 'menu' using 'sudo'"
The 'menu' must be used by one user at a time only

Mail service must have been configured. Mail transfer agent can be postfix, sendmail, ...

Note related to display/edit options
Some menu options will allow you to display or edit files using available editors (if installed) between:

Editor Interface Description

gedit Graphical Windows notepad like

emacs Graphical Windows notepad like, advanced

nano Text Basic text editor

vi Text Advanced users

vim Text Advanced users with more features (colored & highlights)

gvim Graphical Advanced users with more features (colored & highlights)

Select the one you prefer or refer to 'man pages' for more information on available ones.
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1.  
2.  

1.  
2.  

Note related to emails
There are 2 kinds of emails:

Type Description

Results Some menu options will allow you to send results via email.

Example: license display, log and configuration files.
The recipient will then be unique

Alerts By default, the alert script will send alerts via email (plus ' ' notifications if enabled). A recipients list can be defined in this case.wall

Wall notification can be enabled/disabled from the menu
The alert script can be customized. You can for example use command lines linked to your monitoring software and disable emails.

Do not use Stromasys email address to send results or alerts directly, for example to  The sender will be unknown to us, it is then support@stromasys.com.
recommended to send results to yourself first and to forward us the email you received.

Both types of email use ' ' command to send emails. Mail transfer agent can be postfix, sendmail, ...sendmail

mailto:support@stromasys.com.
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About this guide

Table of contents

Obtaining Documentation
Obtaining Technical Assistance or General Product Information

Obtaining Technical Assistance
Obtaining General Product Information

Conventions
Definitions
Related documents

Obtaining Documentation
The latest released version of this manual and other related documentation are available on the Stromasys support website at Product Documentation 

.and Knowledge Base

Obtaining Technical Assistance or General Product Information

Obtaining Technical Assistance
Several support channels are available to cover the Charon virtualization products.

If you have a support contract with Stromasys, please visit  for up-to-date support telephone numbers and business hours. http://www.stromasys.com/support/
Alternatively, the support center is available via email at .support@stromasys.com

If you purchased a Charon product through a Value-Added Reseller (VAR), please contact them directly.

Obtaining General Product Information
If you require information in addition to what is available on the Stromasys  and on yProduct Documentation and Knowledge Base the Stromasys web site 
ou can contact the Stromasys team using , or by sending an email to .https://www.stromasys.com/contact/ info@stromasys.com

For further information on purchases and the product best suited to your requirements, you can also contact your regional sales team by phone:

Region Phone Address

Americas +1 919 239 8450 Stromasys LLC
871 Marlborough Ave, suite 100,
Riverside CA 92507
USA

Europe, Middle-East and Africa +41 22 794 1070 Avenue Louis-Casai 84
1216 Cointrin
Switzerland

https://stromasys.atlassian.net/wiki/spaces/KBP/overview
https://stromasys.atlassian.net/wiki/spaces/KBP/overview
http://www.stromasys.com/support/
mailto:support@stromasys.com
https://stromasys.atlassian.net/wiki/spaces/KBP/overview
http://www.stromasys.com
https://www.stromasys.com/contact/
mailto:info@stromasys.com
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Conventions
Notation Description

$ The dollar sign in interactive examples indicates an operating system prompt for VMS.

The dollar sign can also indicate non superuser prompt for UNIX / Linux.

# The number sign represents the superuser prompt for UNIX / Linux.

> The right angle bracket in interactive examples indicates an operating system prompt for Windows command (cmd.exe).

User input Bold monospace type in interactive examples indicates typed user input.

< >path Bold monospace type enclosed by angle brackets indicates command parameters and parameter values.

Output Monospace type in interactive examples, indicates command response output.

[ ] In syntax definitions, brackets indicate items that are optional.

... In syntax definitions, a horizontal ellipsis indicates that the preceding item can be repeated one or more times.

dsk0 Italic monospace type, in interactive examples, indicates typed context dependent user input.

Definitions
Term Description

Host The system on which the emulator runs, also called the Charon server

Guest The operating system running on a Charon instance, for example, Tru64 UNIX, OpenVMS, Solaris, MPE or HP-UX

Related documents

Charon-PAR Linux Toolkit - Release notes for Kit 2.1

https://stromasys.atlassian.net/wiki/spaces/KBP/pages/92005709545503/Charon-PAR+Linux+Toolkit+-+Release+notes+for+Kit+2.1
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Setup

Installation
The tools are provided in a compressed tar file that must be extracted into the  folder./opt/charon/utils

The following operations must be performed as ' ' user:root

If the folder does not exist, by default created at Charon installation, create it and copy the tar file to this directory. In the example below, we assume 
the tar file was downloaded in the  folder:/charon

# mkdir -p /opt/charon/utils
#  cp /charon/Charon-PAR_Linux_Toolkit.V2.1.tar.gz /opt/charon/utils

.

Extract the files from the tar file to the Charon installation directory, subdirectory ‘utils’

# cd /opt/charon/utils
# gunzip Charon-PAR_Linux_Toolkit.V2.1.tar.gz
# tar –xf Charon-PAR_Linux_Toolkit.V2.1.tar

.
Execute the installation script:

# ./menusetup

.
The setup will check first your terminal settings, if set to  you will not be able to continue until you set the  value to , dtterm or xterm VT100 TERM VT200
(see how to here: )Configuration

Mandatory and recommended packages installation will be checked.

If some mandatory packages are missing you will not be able to continue. Please install them and restart the 'menusetup' script.
If some recommended packages are missing, installation will continue. Installation of these packages can be done later if needed

If ' ' is installed, you will be prompted to force the mode to character to avoid some input issues while connected to the guests consolestelnet

The ' ', ' ', ' ', ' ', ' ', ' ', ' ' and ' ' aliases will be created. They will be the commands menu logtail logview vmlist vmstart vmstop vmconsole vmcfg
you'll use to access the menu or to view and manage virtual machines using command lines.

Preferences can be defined during the setup or later, they are related to the default editors used with text and graphical user interfaces, Out Of 
Memory (OOM) Killer settings and continuous log view when starting a guest (virtual machine)

Recurring jobs will be added in the  file:crontab

if the  file does not exist, it will be automatically filledcrontab

if it already exists, you will be prompted to update it via the selected editor: a check will be performed and the missing entries will be added
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Alerts parameters will now have to be filled (see  chapter for more if needed)Alerts management

Select between HTML or pure TEXT emails
Mail recipients list (used for alerts, not for sending files like log and configuration files for example)
Mail sender (can be used to change the displayed name of the sender)
Mail subject tag (between square brackets in the email subject)
Mail footer: if needed, add here your disclaimer, information on the Charon server or any information you think useful
Enable/disable wall alert messages
Install or update the alert script. It can be customized later, in this case it is recommended to do this once the virtual machines are installed
Select the alert level from guests log files: 0 = none, 1 = informational+warning+error entries, 2 = warning+error entries (default), 3 = error entries 
only
View alerts if any
Send immediate alert on dongle removal or not (with counter alert)

 The alerts simulator can be used to send all the know alerts via email (for checks)
Reduce the number of warning messages sent on dongle removal or not
Alert on console connection/disconnection

 
When the setup is completed, either log out and login again to define the command aliases or execute the following command:

# . /etc/profile.d/charon_menu.sh

Upgrade
Except if mentioned in the release notes, an upgrade does not require the Charon virtual machines to be stopped

To upgrade the kit, you will need to:

read the release notes available here: Charon-PAR Linux Toolkit - Current version
.
copy and extract the files from the tar file to the CHARON installation directory, subdirectory ‘ '.utils

# cd /opt/charon/utils
# gunzip Charon-PAR_Linux_Toolkit.V2.1.tar.gz
# tar –xf Charon-PAR_Linux_Toolkit.V2.1.tar

.
To install newly defined aliases (logtail, logview, vmlist, ...), please run the following command:

# cd /opt/charon/utils (if not already done)
# ./menusetup -a

then either logout or execute the following command for the changes to take effect:

# . /etc/profile.d/charon_menu.sh

.

When you'll run the ' ' command, if changes have to be performed in some menu options, notifications will be displayed before the menu appears.menu

https://stromasys.atlassian.net/wiki/spaces/KBP/pages/1218871506/Charon-PAR+Linux+Toolkit+-+Current+version
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Menu options

Table of Contents

Menu launcher
Putty configuration

Colors
Line drawing

Menu Options

Menu launcher
Execute the following command to display the Toolkit menu:

# menu

Example:

 Please note the menu options may vary depending on the license type used (HASP and/or VE license)
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Putty configuration

Colors
In case the terminal background color is black, the blue color used for some output could be difficult to read. It is possible to switch to an alternate blue 
color from the 'Preferences' menu option. This requires the terminal emulator to support 256 colors (xterm).

Line drawing
If the menu does not correctly display line drawing, you can change some parameters in putty.

On Linux or Windows, change settings from "Window" → "Translation" pane and check the button "Enable VT100 line drawing even in UTF-8 mode"

Example:

 on Linux, it is also possible to edit the .putty/sessions/  file and change the  parameter value to yoursession UTF8linedraw 1

Note:

If you have issues with some characters that are not displayed correctly, please see this article: Cannot get correct line drawing on Linux/UNIX with 
Putty
If you still see lines like "lqqqqqqqqqqqqqqk", it is possible to disable semi-graphics (line drawing) from the 'Preferences" menu option.
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Menu Options

Install/Upgrade/Remove Charon
HASP license management (update and settings)

License driver management (aksusbd)
Request for New or Update license (send C2V file)
License update tool (apply V2C file (HASP))
Sentinel Admin Control Center - Graphical user interface
Sentinel Admin Control Center - Text user interface

VE license management

VMware authentication setup (esx_bind)
Collect the fingerprint data (c2v)
License update tool (apply V2C file (VE))
License removal
License server management web interface
License service management (licensed)
Edit license server configuration file
View license server log file

License details (HASP and VE)
License expiration check (HASP and VE)
VM Management (add/remove VM, start, stop, console connection, ...)

VM management - Update guests list
VM management - Start/stop guests
VM management - Connect to guest console
VM management - Edit configuration files
VM management - Manage 'systemd' services
VM management - View guest log file
VM management - Create/Edit guest stop script
VM management - Create/Edit guest pre-start script
VM management - Create/Edit guest check/run script

Manage monitored logs and services
Alerts management
Settings
Preferences
Manage recurring jobs: license expiration check, log events (cron)
Generate Charon Report (for support cases)
Documentation
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Install/Upgrade/Remove Charon

Table of contents

Description
Fresh Charon installation example
Uninstalling a Charon Product

Description
This option helps in installing and uninstalling Charon. You have to provide the shell archive (.sh) file (kit) location.

It is recommended to locate all Charon kits in the same folder as this menu will remember the last folder you used in the previous session (if not, you will 
be prompted to select the folder)

Notes:

.sh shell archive files will be unpacked automatically
If the kit is provided with a .md5sum file and this file is present in the same folder as the kit, the md5sum check will be automatically performed.
The following options are available. They are displayed at the bottom of the page after selecting the  menu option:Install/Upgrade/Remove Charon

To upgrade Charon-PAR, you will need to stop the running virtual machines, uninstall the current version and install the new one. 

If you only upgrade the Charon Linux Toolkit, you will not have to stop the running virtual machines except if notified in the release notes.
To remove Charon-PAR, you must ensure there is no running virtual machine related to the product
The installation log will be stored in the system yum or dnf install log in /var/log, and in /opt/charon/log/dnf.install.<date_time> or /opt/charon/log/yum.
install.<date_time>.

Fresh Charon installation example
Context:

Operating system used is RHEL 9
We will install Charon-PAR 3.0.17
License key is based on HASP network license
We assume Charon kits have been downloaded to the  folder/charon

Example:

# ll /charon/*.sh

-rwxr-xr-x. 1 root root 19299170 Sep 17 13:42 /charon/charon-par-3.0.17-23300-03c864b4.el9.sh

For a fresh installation the setup does not know where you use to store the Charon kits so you would have to enter the kit location. On subsequent 
installations, the kits directory is suggested as the default. Once the list of kits has been displayed, select the kit you want to install by entering its number:
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The shell archive will be unpacked and you must accept the End User License:

The kit will then be unpacked, extracted and installed.
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...
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Charon-PAR is now installed as shown below:
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Uninstalling a Charon Product
Select  (uninstall) to remove a Charon Product.u

Please note:

The uninstallation procedure can only be performed if all emulators using the product in question are stopped first. Otherwise, the Toolkit will refuse to 
perform the action.
If a base product is removed, all related packages and possibly also standard Linux packages installed as dependencies will be removed.

Example:
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HASP license management (update and settings)

Description
This menu option appears if the aksusbd package is installed, meaning an HASP license is used (USB dongle or software license).

It is used to install, update or remove a (software) license and for opening the Sentinel Admin Control Center using Firefox or to configure some options 
when a GUI is not available.

Example:

Menu options

License driver management (aksusbd)
Request for new license or license update (send C2V file)
License update tool (apply V2C file (HASP))
Sentinel Admin Control Center - Graphical user interface
Sentinel Admin Control Center - Text user interface

https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152694/License+driver+management+aksusbd
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152510/Request+for+new+license+or+license+update+send+C2V+file
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152654/License+update+tool+apply+V2C+file+HASP
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152731/Sentinel+Admin+Control+Center+-+Graphical+user+interface
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710462998/Sentinel+Admin+Control+Center+-+Text+user+interface
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License driver management (aksusbd)

Description

Displays the number of local licenses dongle (i.e. the current server), the number of software licenses installed on server and the license driver service 
status and gives the option to restart the service if needed.

Example
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Request for New or Update license (send C2V file)

Description

Creates a C2V (Customer to Vendor) file to be sent to Stromasys in order to update a license.

 Send it first to yourself and not directly to Stromasys as mentioned in the Note related to emails

Notes:

If the installed Charon-AXP or Charon-VAX version has the  executable allowing the generation of C2V file per KeyId (recent hasp_srm_view
versions of Charon), the C2V files for all attached licenses will be created (use of  combined with  parameter)-c2v -key

If the version of  does not contain this functionality, a C2V file will be created for the 1st detected license only.hasp_srm_view

Example

The generated files are located in  folder. If email is configured on the server, you can enter the email recipient or press enter to use the latest /tmp
recipient entered from any other menu option that sends emails.

You will then receive an email with subject: " " or " " if option 2 [CHARON] C2V file / HASP License [CHARON] C2V file / Collect for Software License
(generate software license) was used.

https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152402/Introduction#Introduction-Noterelatedtoemails
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License update tool (apply V2C file (HASP))

Table of contents

Description
Using Graphical User Interface (GUI)
Using Character User Interface (CUI)
Remove a software license
Update license description file

Description

License update with GUI or CUI. Opens Firefox Web browser (Graphical User Interface) in order to apply the V2C (Vendor to Customer) file received 
from Stromasys or if the ' ' executable file is present, coming from the Charon kit (starting with V4.6) or from a provided HASP SL (Software hasp_update
License) runtime package, allows you to apply updates from a Character User Interface.

Using Graphical User Interface (GUI)

Select option 1 from the menu:

and click on the Browse button to select and apply the V2C files:
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In case of a license update, install the  file first (_fmt = format) if you received one_fmt.v2c .

Using Character User Interface (CUI)

If the license folder is not set, select option 3 from the menu and enter the folder name:

The specified folder must already exist. In the example above, the " " command was used to create the container#  /charon/licensesmkdir -p
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To apply licenses update, use option 2.

Example:

Files are sorted by license number then sequence number and then by type with _fmt files first. Files dated the current day are highlighted in green.

The license updates will be applied in the order specified.
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Example:

Notes:

In case of update, install the  file first (_fmt = format)_fmt.v2c

Common errors codes translations are displayed. If the error code is not listed here, please have a look at this article: hasp_update utility returns error 
 (if the code is not listed in this page, please contact our support)message

The option to delete license files .v2c older than a number of days is to be executed at will to cleanup the folder
It is recommended to run the  utility or the  utility and check updates have License expiration check (HASP and VE) License details (HASP and VE)
been correctly applied.

https://stromasys.atlassian.net/wiki/spaces/KBP/pages/41222353/hasp_update+utility+returns+error+message
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/41222353/hasp_update+utility+returns+error+message
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152757/License+expiration+check+HASP+and+VE
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152682/License+details+HASP+and+VE
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1.  
2.  
3.  
4.  
5.  
6.  
7.  

Remove a software license

This option is used to remove a software licence, usually when it is in cloned state.

Update license description file

Use this option to define a description for the license. For example, if this is a USB dongle, its location.

This is performed using the editor defined in the preferences, format is as described below:

< >;< >;< >license number description color code

Color code can be:

Red
Green
Yellow
Blue
Magenta
Cyan
White

Example:

#--- License description file -----------------------
# Format: <license number>;<Description>;<Color code>
1005888;SEH myUTN-50a USB/Network box Port 1;4
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Sentinel Admin Control Center - Graphical user interface

Description

Opens the Sentinel Admin Control Center (localhost:1947) with firefox.

Example
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Sentinel Admin Control Center - Text user interface

Description

The text user interface is used to configure useful options (not all) when a graphical user interface is not available, for example to enable writing an error 
log file that can be monitored by the toolkit.

Example
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VE license management

Description
This menu option is only relevant if the VE license-server package is installed.

It is used to setup, update or remove a license and for opening the management web interface using Firefox, manage the licensed service, edit the 
configuration file or view the license server log file.

Example:

Menu options

VMware authentication setup (esx_bind)
Collect the fingerprint data (c2v)
License update tool (apply V2C file (VE))
License removal
License server management web interface
License service management (licensed)
Edit license server configuration file
View license server log file

https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710463016/VMware+authentication+setup+esx_bind
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710528536/Collect+the+fingerprint+data+c2v
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710528553/License+update+tool+apply+V2C+file+VE
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710528570/License+removal
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710463039/License+server+management+web+interface
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710528587/License+service+management+licensed
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710463056/Edit+license+server+configuration+file
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005710528604/View+license+server+log+file
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1.  
2.  
3.  

1.  

2.  

a.  
b.  

VMware authentication setup (esx_bind)

Description

The  command sets up the necessary communication connection between the VE license server and the ESXi host / the vCenter Server.esxi_bind  It is 
only relevant if the VE license server runs in a VMware environment.

It must be run on the license server (and the backup license server, if applicable):

once before the first license is requested, and
again should the user credentials, the password, or the address data for the access to the ESXi host / the vCenter Server change. Please make sure 
that the password of the selected user account does not automatically expire after a certain time period. This would cause disruptions in the license 
server operation and make it impossible for clients to receive their license.

Example

The ESXi user must have at least the following  (i.e. the permissions cannot be limited to a specific VM):global permissions 

Datastore > Allocate Space
VirtualMachine > Config > AddNewDisk
VirtualMachine > Config > RemoveDisk

The   can take different forms:username on the vCenter Server

Simple username
esxi_bind parameter example:   myusername
Username includes a domain name in one of the following two formats:

<domain>\<username>
<username>@<domain>
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Collect the fingerprint data (c2v)

Description

The fingerprint is collected on the license server using the  utility.c2v

The user must specify if a regular VE license or an AutoVE license is required.

In addition, the platform on which the VE license server runs must be specified. Supported platforms at the time of writing:

esxi: to run on VMware ESXi
aws: to run on Amazon Cloud
oci: to run on Oracle Cloud
azure: to run on Microsoft Azure
gcp: to run on Google Cloud Platform
ibm: to run on IBM Cloud
nutanix: to run on Nutanix AHV
physical: to run on Physical Machine

Example

The example below shows the fingerprint creation for a regular VE license on an AWS cloud instance. If the mail system is set up correctly, the resulting 
C2V file can be sent directly to Stromasys. Otherwise, the file indicated in the output must be copied and sent to the email address provided by 
Stromasys.
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License update tool (apply V2C file (VE))

Description

You will receive the license file and a text file showing the license content in human readable form. Please review the text file carefully before installing the 
.license to make sure the content is what you expected

The license data is installed on the license server using the  utility.v2c

Example

First you have to set the license file folder (option 2).

Then you can install or update the license using the V2C file you received.

If the license file folder contains more than one V2C file you can select the correct one.

When updating an existing license, the V2C tool will show the changes brought by the new license before implementing them. Please review this output 
carefully to aovid installing the wrong license.
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License removal

Description

The license removal is implemented as a license transfer out of the current license server. As soon as the step has been taken, the license will be gone.

Therefore, please cleanly shut down any running emulators/guest systems that depend on this license.

Example
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License server management web interface

Description

The VE license server offers a  web-based management interface. The toolkit option tries to start the Firefox browser to access this interface.

To start a browser manually on the local VE license server, use the URL: . To start the browser on another system, replace https://localhost:8084/
localhost with the name or address of the VE license server. Port 8084 is the default port.

If the DISPLAY variable is set, the system will try to display the browser on the remote system. In many cases, e.g., on cloud instances, if the user 
starting the toolkit is not logged in directly as the root user, this will fail as the authentication provided by  is not transferred to the root user when ssh -X
using the  command.sudo

If using a remote display, the speed of the application depends largely on the network speed and latency.

If access to the web interface of the VE license server is needed on a regular bases, it is often the better option to configure the firewall to allow web 
access to the GUI port (8084 by default) from the remote management system.

Example:

https://localhost:8084/
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License service management (licensed)

Description

Using this option, the systemd service controlling the license server process can be restarted.

Example
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Edit license server configuration file

Description

Option to edit the license server configuration file /opt/license-server/config.ini. For details regarding the content of this file, please refer to the VE license 
server documentation ( ).Virtual Environment (VE) License Server Documentation

Example

Edit the parameters as appropriate. Please note that any ports used by the license server will probably have to be updated in the license server firewall 
and other intermediate firewalls and cloud security groups.

If the file has been changed, the Toolkit offers to restart the license server. This is needed to activate the changes.

https://stromasys.atlassian.net/wiki/spaces/KBP/pages/18401069498460/Virtual+Environment+VE+License+Server+Documentation
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View license server log file

Description

Display the license server log file.

Example
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License details (HASP and VE)

Description
Displays the license content using the selected editor (from the preferences) and highlights the license expiration date/time (providing 'vim' is selected as 
the default editor).

As opposed to the hasp_srm_view command passed manually, this option works even if you are logged in via ' ' (see ssh CHARON on Linux - Cannot get 
 for more information).license information or run guests over ssh

HASP license example

Part 1: the description displayed here is defined using the menu options "HASP license management (update and settings)" then "License update tool 
(apply V2C file)":

https://stromasys.atlassian.net/wiki/spaces/KBP/pages/13991956/CHARON+on+Linux+-+Cannot+get+license+information+or+run+guests+over+ssh
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/13991956/CHARON+on+Linux+-+Cannot+get+license+information+or+run+guests+over+ssh
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Part 2: 'vim' is used so license details can be highlighted
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VE license example
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License expiration check (HASP and VE)

Description
Checks the license expiration interactively. This check is also performed automatically, by default everyday at 09:00 AM, and starts sending alerts 15 
days before expiration. See  for more and customization.Manage recursive jobs: license expiration check, log events (cron)

Alert levels are defined as follows:

Days before expiration (date limited 
license)

Hours before expiration (time limited 
license)

Alert Level

More than 7 More than 72 hours INFORMATIONAL

Between 4 and 7 Between 49 and 72 hours MINOR

Between 2 and 3 Between 25 and 48 hours MAJOR

Less than 2 Between 0 and 24 hours CRITICAL

< 0 0 hours and 0 minutes EXPIRED

Example

HASP example

https://stromasys.atlassian.net/wiki/spaces/DocCHLinuxUtils01046/pages/120226270/Manage+recursive+jobs+license+expiration+check+log+events+cron
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VE license example

Command line parameters
The script can be executed in command line or from the crontab (see: ) using the Manage recurring jobs: license expiration check, log events (cron)
following command:

# /opt/charon/utils/charon_expchk

Available parameters:

Number of days before the license expires that will generate an alert → specify a number of days (default = 7)
-nomail : prevents from sending default email. This option is useful when a custom script is created to send alerts (see )further
-expdat=<DD-MMM-YYYY>  where DD = day of the month, MMM = month (3 characters, 1st letter uppercase), YYYY = year: forces the expiration 
date. Used for testing alerts with or without custom script.

Example (command executed on 14-Feb-2023):

#  /opt/charon/utils/charon_expchk 15 -nomail -expdat=16-Feb-2023

The command above, with forced expiration date, will provide the following results:

https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152468/Manage+recurring+jobs+license+expiration+check+log+events+cron
https://stromasys.atlassian.net/wiki/pages/resumedraft.action?draftId=92005709152757#Licenseexpirationcheck(HASPandVE)-Customalertscript
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Custom alert script
A customer script can be created to send alerts for example when a monitoring software is installed.

The script has to be created in  folder and named  with "execute" permission./opt/charon/utils charon_expchk.custom

It is invoked for each product and has the following parameters:

$1 = level that can be (case sensitive) Informational, Minor, MAJOR, CRITICAL, EXPIRED or NEUTRAL

Note: NEUTRAL is sent when no alert is detected, used to send counter alert.
$2 = message starting with ":" followed by the license expiration date, the license number and the product.

Example: : 24-Jul-2020. License: 1001687. Product: CHARON-AXP
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1.  
2.  

a.  

b.  

VM Management (add/remove VM, start, stop, console 
connection, ...)

Table of Contents

Description
Menu description
Example
Menu options

Description
Manages the Charon virtual machines (guests) defined as services, used to create, delete, start and stop virtual machines on user request or upon 
system request (Linux server boot & shutdown).

The service works with a guests list containing the emulator executable file name, configuration file and, optionally, the auto_boot on server startup 
parameter (  at service level, not the same as the emulated machine).

Startup: the virtual machine is executed in detached mode (using ‘ ’ parameter) and then requires the console port to be set.-x

Connection to the console will be performed using  on the defined localhost / port. This can also be performed using other utilities like telnet putty
. If there is more than one guest on the server, guests are started in parallel.
Before the guest starts, the network interfaces used will be checked and all the offload parameters will be set offline.

Shutdown: a common shutdown script can be created for guests shutdown. See "  for details.Service management - Create/Edit guest stop script"

If the script does not exist, the virtual machine process is  without proper guest shutdown. This is the equivalent of a server power off.killed
If the script exists, it executes the customer defined command lines to perform a proper shutdown (using ‘ ’, ' ' or ‘ ’ for example). If ssh rsh expect
the virtual machine process is still running after execution, the process is killed by the system (SIGKILL).
If there is more than one guest on the server, guests are stopped in parallel mode during server shutdown. If a specific order is required, the 
services description files will have to be modified to add dependencies using  or  for example. For more information, see Before= After=
manpages: # man systemd.unit

Menu description

The first part of the menu displays : server boot time, number of CPUs and Memory Free / Total.server information
This description is valid for all menu options displaying the virtual machines list and for the " " command line.vmlist

The second part displays the  (guests) managed. Column details:list of virtual machines

Column Description

Configuration 
File

Configuration file name.

CPU Displays the number of CPUs by looking for the 'model' parameter into configuration file settings and searching in a predefined file 
containing the list of models and cpu numbers. If no information is available, "-" is displayed instead.

Memory Displays the amount of memory defined in the configuration file (if defined). If no information is available, "-" is displayed instead.

State can be either ACTIVE, ACTIVATING, INACTIVE, DEACTIVATING, FAILED or UNKNOWN
If the guest is in STOPPED state, an additional information will be displayed:

REQUESTED: the service has been stopped by user request or has not been started on Linux server boot due to boot 
parameter set to off
FAILURE: the guest process failed

.

http://www.freedesktop.org/software/systemd/man/systemd.unit.html
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Depending on settings and virtual machine state, more information can be displayed

Emulator
Description
Auto-restart settings. This feature is managed by  and described in the  chapter.systemd Tips and Tricks
Service start and/or stop timeouts and Start on boot. Start on boot value means the Charon virtual machine will be started on Linux server boot but 
not necessarily booted. To automatically boot the virtual machine on startup, please refer to the Charon-PAR and console settings.
Start/stop date if available
Stop script - Displays the status of the stop script used to perform a clean shutdown of the guest. Can be:

Not found: the script has not been created.  If not found, a service stop request will induce a kill of the emulator process.
To customize: the script exists and a case line has been added for the specified configuration file. It must however be customized with some 
commands to perform a clean shutdown of the guest (HP-UX or MPE/iX virtual machine).
For more information and examples, see VM management - Create/Edit guest stop script
Case not set : the script exists but does not relate to the specified configuration file. This means it has either been created manually or 
initialized automatically by the menu and a new guest has been added after initialization.
[Using ]XXX  where  can be EXPECT, RSH or SSH: the script exists and a case line has been added for the specified configuration file and it XXX
uses the shutdown scripts provided with the kit
Customized : a customized script or command lines is/are used

Protected against Out Of Memory Killer (OOM Killer)
Pre-start script if defined (the 3 first lines are displayed)
Console port
Guest OS response (optional, see )Service management - Create/Edit guest stop script / Optional guest display status script
The license status is displayed in case of events: communication lost/restored, license found, ...
Network Interfaces settings with some checks performed. A NIC displayed followed by a number between parenthesis means an issue has been 
discovered: (1)=NIC does not exist, (2)=NIC is not managed by ncu (if installed), (3)=NIC is already used, (4)=NIC has an IP address.
.

The third part displays the available options that are detailed further.
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Example

Notes: 

A star besides the emulator name means next commands lines like ,  and  will use this virtual machine if no other one is vmstop vmcfg vmconsole
specified.
If Auto-restart needs to be set for this service, please read the  chapter.Tips and Tricks
"Description" and "Service Timeouts" are defined at service level. This is described here: .VM management - Manage 'systemd' services
"Guest OS answer" is based on an optional script performing an ssh connection to the HP-UX system. This is described here: VM management - 

. If the guest OS response returns error code 255, this means the legacy system is not booted or there is a network Create/Edit guest stop script
problem.

Menu options

VM management - Update guests list
VM management - Start/stop guests
VM management - Connect to guest console
VM management - Edit configuration files
VM management - Manage 'systemd' services
VM management - View guest log file
VM management - Create/Edit guest stop script
VM management - Create/Edit guest pre-start script
VM management - Create/Edit guest check/run script
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VM management - Update guests list

Table of Contents

Description
Add guest
Remove guest
Enable/Disable start at server boot

Description

Add, remove and enable/disable auto start virtual machines (guests) at server boot.

Add guest

Enter the name of the configuration file previously created/edited (out of the menu) or clone (c) an existing one based on the list that can be displayed by 
entering "l".

Once cloned, the configuration file  be edited to change settings like disks, network interface(s), etc..must

Please note that some checks are performed to verify the same network interface and same console ports are not already used, vdisk files if used exist or 
not, etc...  Please refer to the corresponding Charon product and version for configuration file details.This does not guarantee the configuration file is correct.

Once added, the guest can be started directly.

If the Charon log monitoring (global) option is set to enabled (default) in the , the log monitoring service is created automatically when creating preferences
a virtual machine from menu option .VM Management (add/remove VM, start, stop, console connection, ...)

Example: CentOS 7.9 server with Charon-PAR V3.0.1 installed
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We are now going to update the guests list and add a virtual machine:

We will add here the /charon/rp7400.cfg already prepared configuration file:
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Notes:

Use the 'l' option to list available configuration files and templates
Use the 'c' option to clone provided templates
If you don't edit the file now, you won't be prompted to start the guest (virtual machine).
The system will ask you for the editor to use if you did not set your favorite one in the preferences option.
The location of the log file is forced to be under the configuration file folder and named "logs/". If the folder does not exist, it will be automatically 
created.

Using the selected editor or the one defined in the preferences, the configuration file can be customized.

Notes:

The log.name value is not taken into account, it is forced as explained above
Ensure the port number is unique if multiple virtual machines will run on the same server. An alert will be displayed while displaying the managed 
virtual machines in case.
If .dsk and .iso files are defined, their existence will be checked upon editor exit
Network settings will be checked upon editor exit
Lines starting with " " are comments that will be displayed when accessing the console#INFO:

When leaving the editor, the log monitoring service is automatically enabled (installed) unless globally disabled in the preferences:
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We can now start the guest. If the preferences have been set to have a continuous view of the log file, the log will be displayed:

...

The continuous log file stops itself as this was defined in the preferences: "Automatically stop continuous log view: Yes"
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Press  at any time to leave the log file view if the preference was set to not automatically stop or if the startup failed.CTRL-C

We can see below the service is active, meaning the emulator is running (this does not mean "booted") and will be automatically started at Linux server 
boot ("OnBoot" or "OnB" column on the right side)

The "Stop script" line (see below) shows the script has not been initialized meaning the guest will receive a SIGKILL signal upon stop request. This will be 
explained further (see )Service management - Create/Edit guest stop script

https://stromasys.atlassian.net/wiki/spaces/DocCHLinuxUtils41/pages/48365789/Service+management+-+Create+Edit+guest+stop+script
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Remove guest

Before removing a guest, please ensure it has been properly stopped (a check will automatically be performed before removal). The way the guest is stopped 
depends on the "Stop script" existence and settings (see )Service management - Create/Edit guest stop script

If the guest log is monitored, you will be proposed to stop and remove the monitoring service

Example: CentOS 7.9 server with Charon-PAR 3.0.1 installed, virtual machine rp7400 installed

We are now going to remove ( ) the rp7400 guest, currently in active state:1 & 2

https://stromasys.atlassian.net/wiki/spaces/DocCHLinuxUtils41/pages/48365789/Service+management+-+Create+Edit+guest+stop+script
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No stop script has been defined so this guest will be stopped (see below) without proper shutdown (emulator process will receive a SIGKILL). The service 
status will then be considered as failed (last line in the screenshot below) and deleted:

As the guest has been deleted, the log monitoring service can also be removed (  below):1

Another guest can be added if needed ( ).2

Multiple Charon guests can be added on the Linux server. This is however limited by the license (available products and instances allowed) and the Linux 
server hardware configuration.
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Enable/Disable start at server boot

Use this option if you want (default) or do not want a guest to be started at Linux server boot

By default newly added guests are started automatically at Linux server boot ( this does not mean "booted"!)

Example: CentOS 7.9 server with Charon-PAR 3.0.1 installed, virtual machine rp7400 installed

We are now going to prevent from the rp7400 guest to be started automatically ( ). Once completed enter 'n' to return to the previous menu ( ):1 2
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VM management - Start/stop guests

Table of Contents

Description
Examples

Example1 - Guest stop with no stop script defined
Example2 - Guest stop with stop script defined

Description

Manual start and stop of managed guests.

Examples
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Example1 - Guest stop with no stop script defined

Important: without a stop script, it is essential to  manually shut down the guest system. always Failing to do so can cause severe data corruption in the guest 
.system



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

© Stromasys 1999-2024 58 / 113

In older versions of the Toolkit, the service received a SIGKILL signal and then, once stopped, was considered as FAILED (see below). In the current 
version, initially SIGTERM signals are sent to the emulator, which - if the emulator responds to them - will lead to a return code of success and show the 
state of the emulator as INACTIVE.
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Example2 - Guest stop with stop script defined

The rp7400 guest system is running HP-UX 11.23 and booted. The stop script has been created and customized using the "ssh" method (see "VM 
") with example provided in the kit.management - Create/Edit guest stop script
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We can see below the guest has been properly stopped and is now in INACTIVE  state:

Note:

Option 5 of the menu can help seeing the result of the shutdown commands
Option 5 can also be used to edit the .service file to allow you to specify the service description, the auto-restart settings, etc... For more, see "# man 

"systemd.service

If the stop script fails for some reason, the emulator will be in the FAILED stats.
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VM management - Connect to guest console

Table of contents

Description
Special comments in configuration file
Example

Description

Use this option to connect to the guests consoles, kill active connections if any and to view console log files.

Notes:

Please note that the " " and/or " " package must be installed, they will be used to connect from the CHARON server to the virtual machine telnet putty
console
The session will be recorded in a log file as ' '/opt/charon/log/console.<configuration file name shortened>.log

To leave the telnet session, press the escape character which is by default +  . This character can be changed in the  file by CTRL  ] /root/.telnetrc
defining the ' ' parameter:set escape

:Example

# cat /root/.telnetrc
DEFAULT
  mode char
  set escape ²
#

 Pressing the escape key will lead you to the '  ' prompt. To leave the session, enter ' 'telnet> quit

If a connection to the console is active from the server, you will be prompted to kill the previous one.
If a connection to the console is active from another location, it will be displayed but will not be killed. This will have to be done manually.
Emulator termination check:

If the ' ' command is detected at Main menu prompt, the guest STOP state will be set to REQUESTED. exit  If a telnet connection to the console is 
, the REQUESTED state will not be set.performed without this utility

If the emulator is no more running when you leave the session, you will have to confirm that is requested or not
To leave the "putty" session, close the window. Note this will not stop the virtual machine as it is running in the background.
The console port number is displayed per guest. If a port number is used more than once, an alert will be displayed
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Special comments in configuration file

For ease of use, it is possible to add formatted comments in the configuration file. These comments will appear before connecting to the console and can 
be used to describe the configuration, disks usage, etc...

To enable this feature, edit the configuration file and add comments starting with " "#INFO:

Example:

Example

After selecting the menu option Connect to Guest Console, select the appropriate guest system by entering its number (e.g., 1 as shown below):

If the configuration file is updated after the virtual machine is started, a warning message is displayed.
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If the configuration file is updated after the virtual machine is started, a warning message is displayed.

...
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VM management - Edit configuration files

Description

Use this option to edit the virtual machine(s) configuration file(s).

Notes:

Changes will be applied on emulator restart
The 'model' parameter defined will be checked
'.dsk' and '.iso' files existence, if defined, will be checked
Some checks will be performed on network interface upon exit:

If the network interface does not exist, an error message is displayed
If the network interface has an assigned IP address, an error message is displayed
If the network interface is not managed by 'ncu' and if 'ncu' is installed, an error message will be displayed
If the network interface is used in another configuration file, an error message will be displayed

All offload parameters will be switched off automatically at guest start.

Example

We will add several issues in the "rp7400" virtual machine configuration file:

a network interface will be disabled,
a virtual disk that does not exist will be added
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Depending on preferences, the file will be edited in the preferred editor or you will be prompted to select the editor.

When the editor will be closed, some checks will be performed:

When the issues have been solved, the following output is displayed:
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VM management - Manage 'systemd' services

Description

Allows you to view the service status and update the service configuration file to add dependencies, description, etc...

Be extremely cautious when updating the file. Preferably limit updates to:

Description=, , ,  parameters in the  sectionAfter= Before= Wants= Unit

TimeoutStopSec= in the  sectionService

Restart=, , ,  parameters in the  section as described in the  RestartSec= StartLimitInterval= StartLimitBurst= Service Tips and Tricks
chapter.

Please note:

 choose to edit the file, the service status will be shown. This may include a part of the emulator log file.

Example

In this example the default description has been updated, restart on failure parameters have been added, the service stop timeout has been set to 5 
minutes and the start timeout has been set to 10 minutes.

Note: by default service start and stop timeouts are set to 20 minutes

Result example:
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VM management - View guest log file

Table of Contents

Description
Continuous view
Editor view

Description

Use this option to either edit the log files using a selected text editor or to have a continuous view ("live") of the log file for the selected guest.

Notes:

Log files are automatically archived at guest start whatever the log parameters are in the configuration file so a new one is created each time.
The logs are kept for 60 days by default. See " " to change settings.Manage recurring jobs: license expiration check, log events (cron)
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Example:
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Continuous view

The utility displays the last 12 lines of the current log file if it exists and will display newly added lines with color highlighting
If the log file becomes inaccessible, the reason can be the guest has been started hence the current log file was archived and a new one was created 
and the continuous view continues with the newly detected log file
This option can work even if the guest is not started
The continuous log view can be called using the command line " ", see logtail Additional command lines
To stop the continuous log view, press <CTRL-C>

Editor view

Select editor view then the log file. The editor will be selected depending on the preferences defined:

Notes:

Only the 16 most recent log files are displayed in the list. To get older files, you will need to find them in the log file folder with name identical to the 
defined log file and with extension " >" (example:  ).upto<YYYY-MM-DD-HHMNSE /charon/logs/rp7400.log.upto2020-09-02-150824

When selecting the log file:

the ' ' date is either based on the first line including a date found in the log file or on file creation timeFrom
the ' ' date corresponds to the date time the file was archived (renamed before guest start)To

It is highly recommended to use ' ' or ' ' (if possible and if installed) to have the benefits of log highlightingvim gvim

The log editor view can also be called using the command-line utility " ", see logview Additional command lines
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VM management - Create/Edit guest stop script

Table of Contents

Description
Options
Common stop script explanation
Provided shutdown scripts explanation

charon_gstop_expect
charon_gstop_rsh
charon_gstop_ssh

Description

Use this option to edit the stop script that will be executed at service shutdown upon manual request or during the Charon Linux server shutdown 
procedure.

The script is unique and uses the configuration file (full name) to select commands to be executed at guest shutdown (selected by "case in...").

If the script does not exist, it will be generated automatically based on existing guests list and will by default do nothing except preparing the script 
skeleton with commands using the provided script examples to perform the shutdown via either " ", " " or " ". Newly added virtual machines expect rsh ssh
will have their "case" added to the script when it will be edited.

To be able to perform a clean shutdown of your virtual machine, you will have either to use the provided scripts (see above) or to add your own shutdown 
scripts.

Basic knowledge of shell programming is needed to implement the clean shutdown / stop script.

Method Comments

expect Requires you pass user and password to the script so that it can connect to the console via " " and execute the shutdown telnet
commands. The " " script, located in the  folder, can perform operations to:guest_shutdown.exp /opt/charon/utils

run the shutdown if the prompt is detected,
enter a username/password to login if "Console L " is detected,ogin:

execute the shutdown command if the prompt is detected,
detect the Main Menu or ISL prompt to issue the " " command.exit

This method is useful if the virtual machine has no telnet connection available and cannot handle " " and " " remote connections. For rsh ssh
more, please read .Tips and Tricks - Shutdown guests with Expect tool

Important notes:

For MPE/iX systems, this is the only available method. Username and password are then not necessary. A <CTRL-A> will be sent on 
the console then if the "=" prompt is detected the "SHUTDOWN SYSTEM" command will be sent (other cases are also taken into 
account like Main menu prompt, ISL> prompt or text garbage on the console)
Note any local existing connection to the console has to be killed before executing the expect script.
If the console is locked from an external connection or if the prompt is not detected after sending a carriage return, the expect script 
will fail.

rsh Requires a trust to be created between the Linux server and the HP-UX guest to issue password free remote commands. For more, please 
read the  chapter dedicated to rsh trusts.Tips and Tricks

If 'rsh' is not installed on the Linux server, please run "# yum install rsh" (CentOS7/RHEL7) or "dnf install rsh" (CentOS8). For RHEL 8, 
please read the  chapter dedicated to rsh installation on RHEL8.Tips and Tricks

ssh Requires a secured trust to be created between the Linux server and the HP-UX guest (key pair) to issue password and passphrase free 
remote commands. For more, please read the  chapter dedicated to ssh trusts.Tips and Tricks
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If your application and server need time to shutdown, it could be necessary to give more time in the service definition to prevent from the service stop 
procedure to fail due to timeout.

To do so, open the " " option and edit the service configuration file. You can then add the  Manage 'systemd' services TimeoutStopSec=
parameter in the  section. The default value is 20 minutes and can be changed in the  menu options.Service preferences

Example:

[Service]
...
TimeoutStopSec=3min

More information can be found using the " " command on your Linux server# man systemd.service

Options

Options 1 to 3 are explanations on how to setup and prepare the virtual machine and the Charon Linux server (if necessary) to use the three available 
methods. 
Option 4 edits the script. This script is in a form of "case in <configuration filename> do ..."
Option 5 is used to test the script. Use with caution on production machines.

You'll find in options 1 to 3 all the details to setup the remote connection: packages to install, proxy settings for rsh, key pair definition for ssh (password 
and passphrase free), the necessary firewall settings if needed, etc...
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Common stop script explanation

When the script is initialized using option 6 or when a new virtual machine is added, the following lines are added:

...

# Parameter $1: contains full path to cfg file
# Parameter $2: contains full path to emulator exe file
#
# Important notes:
# - comments & commands must be on separate lines
# - respect the structure of the file with case/in/esac
# - only place your commands between the selection and the ';;' line
#
. /opt/charon/utils/charon_common
#
case "$1"
in
  < >)configuration file
    #-- Uncomment and complete one of the following lines:
    #${CHARONDIR}/utils/charon_gstop_expect $1 $2 root <password> "<prompt>" <HPUX/MPEIX>
    #${CHARONDIR}/utils/charon_gstop_rsh $1 $2 <hostname> < >/HPUX MPEIX
    #${CHARONDIR}/utils/charon_gstop_ssh $1 $2 <hostname> < >/HPUX MPEIX
    #/<path>/<myscript>
    ;;

...

esac

One of the blue colored lines above has to be uncommented depending on the method chosen. Other lines can remain in the script or can be deleted.

Notes:

The values between the < and > signs have to be filled manually.
The operating system must be set to either HPUX or MPEIX (case insensitive).
If the "rsh" or "ssh" method is used, the <hostname>, corresponding to the virtual machine hostname, must be known by the Charon Linux server.
if MPEIX is defined, only the "expect" method can be used. Username, password and prompt can be set to "X" as they are not needed. : Example ${CH
ARONDIR}/utils/charon_gstop_expect \$1 \$2 X X X MPEIX

Stop script content example:

The editor defined in the  is used to edit the script.Preferences

...

#
. /opt/charon/utils/charon_common
#
case "$1"
in
  /charonRP7400/rp7400.cfg)
    ${CHARONDIR}/utils/charon_gstop_ssh $1 $2 rp7400 HPUX
    ;;
  *)
    echo "Invalid parameter '$1'"
    exit 1
    ;;
esac
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Stop script execution example with "ssh" / HP-UX 11.23:
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Stop script execution example with "expect" / MPEiX:

Provided shutdown scripts explanation

Whatever the shutdown script execution result is, the stop request sent by the  command will stop the emulatorsystemctl . It is very important then to ensure the 
stop script has been tested and validated.

charon_gstop_expect

Check if there's an active connection to the console on the local host, kill if any.
Execute the /opt/charon/utils/guest_shutdown.exp expect script with the values provided: username (root), password, prompt (for HP-UX only), 
operating system (either HPUX or MPEIX). This script is able to send the shutdown command depending on the returned characters on the console.
Report all output to ./opt/charon/log/console.stop.< >.logguest name

Notes:

If the "Main Menu" prompt is found, the " " command is sent to stop the emulator.exit

If the "ISL>" prompt is found, a " " command is sent then waits for the "Main Menu" prompt and sends the "exit" command is sent to stop the reset
emulator.
If the console is locked from an external connection or if the prompt is not detected after sending a carriage return, the expect script will fail.
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charon_gstop_rsh

Check the guest can be reached via ping, if yes:

Issue the  command via "rsh" (depends on the operating system),shutdown

Wait for a few seconds
Check if the guest can be "pinged" and repeat with an interval of 5 seconds
If the guest cannot be pinged, assume the shutdown procedure is complete

Kill the emulator process and reset the service state.  The shutdown commands does not power off nor stop the emulator process, that's why this 
operation is needed
Report the stop information within the guest log file

charon_gstop_ssh

Check the guest can be reached via ping, if yes:

Issue the  command via "ssh" (depends on the operating system),shutdown

Wait for a few seconds
Check if the guest can be "pinged" and repeat with an interval of 5 seconds
If the guest cannot be pinged, assume the shutdown procedure is complete

Kill the emulator process and reset the service state. The shutdown commands does not power off nor stop the emulator process, that's why this 
operation is needed
Report the stop information within the guest log file
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VM management - Create/Edit guest pre-start script

Description

Allows to add commands to be executed before the virtual machine is started (optional).

The script will be initialized upon first edition and will be prepared for the existing virtual machines. Newly added virtual machines will be automatically 
added upon edition.

Usage

It is important to respect the rules described in the menu or inside the script.

Example: activation of port 1 on the SEH myUTN-50a USB/Ethernet box before starting the Charon emulator

#!/bin/sh
#
# Parameter $1: contains full path to cfg file
# Parameter $2: contains full path to emulator exe file
#
# Important notes:
# - comments & commands must be on separate lines
# - respect the structure of the file with case/in/esac
# - only place your commands between the selection and the ';;' line
# - do not add any 'exit' command in the script unless you want the
#   virtual machine not to be started if the script fails
#
. /opt/charon/utils/charon_common
#
case "$1"
in
   )/charonRP7400/rp7400.cfg
    /usr/bin/utnm -c "activate utn50agvalab 1"
    ;;
  *)
    echo "Invalid parameter '$1' for prestart"
    exit 1
    ;;
esac

The example above would need enhancement as if the port is already connected, an error will be returned. A test before activation is then welcome.
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Please note: if the script has been initialized and a new virtual machine is added, it must be edited for the case related to the new configuration file to be 
added otherwise the "Invalid parameter" case will be activated and the "exit 1" will prevent the virtual machine from starting.

When displaying the list of defined virtual machines, the first 3 lines of the pre-start commands are displayed:
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VM management - Create/Edit guest check/run script

Description

It is possible to display a line that is the result of a command sent to the legacy operating system running on the guest or a result of a "ping" done locally 
that can give information on the guest system. For example, the uptime can be returned (rsh or ssh needed) and added to the displayed guests list.

Display output example from the " " command:vmlist

Please note: if the script has been initialized and a new virtual machine is added, it must be edited for the case related to the new configuration file to be 
added otherwise the "Invalid parameter" case will be displayed (this does not prevent the script from running).
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Usage

Select option 1 to edit the script and option 2 to verify the commands entered work correctly:

Script example

In this example, " " is used to display the guest " " for the rp7400 HP-UX system.ssh uptime

The last 2 lines containing the RETVAL variable are mandatory.

Example:

#!/bin/sh
#
case "$1"
in
  /charonRP7400/rp7400.cfg)
    ssh -o ConnectTimeout=2 rp7400 "uptime|cut -f1 -d','" 2>/dev/null
    #rsh rp7400 "uptime|cut -f1 -d','" 2>/dev/null
    RETVAL=$?
    ;;
  *)
    echo "Invalid parameter '$1'"
    RETVAL=1
    ;;
esac
echo "==RETVAL=${RETVAL}=="
exit ${RETVAL}

Note: when the script is initialized, examples are provided and comments need to be removed depending on your needs. It is of course possible to add 
your own commands.
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Manage monitored logs and services

Description
A service can be defined in order to monitor the guests log files to look for key removal messages (based on interval defined on the dongle) and/or 
informational, warning and error messages. It also monitors in parallel dongle removal (immediate mode).

The service works with a list of log files to be monitored. The log files location is forced under the configuration file folder as "logs/" and with the same 
name as the configuration file and extension ".log".

If the Charon log monitoring (global) option is set to enabled (default) in the , the log monitoring service is created automatically when creating preferences
a virtual machine from menu option .VM Management (add/remove VM, start, stop, console connection, ...)

Management
This option offers the possibility to edit the log file list, start/stop monitoring for a guest, view the guest log file, view the monitoring log file, manage "syste

" services and to start/restart the aksusbd log monitoring.md

Example:
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Notes:

The list of monitored log files is automatically filled with the log files found in the configuration files for guests defined with the Manage monitored logs 
 menu option when selecting the "Update log files list" option 1.and services

The aksusbd log monitoring will check the  and will send an alert on dongle removal and dongle detected quite immediatelyjournalctl

The guest log monitoring:

will send alerts when information, warning and error messages will be detected depending on the alert level defined at Alerts management - Select 
. Note alerts will be send in a bulk email message by default: one alert every 1 minute based on crontab entry settings for 'guests log alert level /op

' (see )t/charon/utils/charon_logevent Manage recursive jobs: license expiration check, log events (cron)
It will also send alerts on guest start and stop
Dongle removal and detection alert messages will be sent based on license check interval defined with the license (default is 1 hour).
Each time a license is detected in the guest log file, an expiration check will occur and will send alerts if necessary
On rare cases, the dongle can be seen as unplugged whereas it is still plugged in leading the virtual machine to stop. The log monitoring feature is 
then able to detect this case and perform the necessary actions. More information is available in our Knowledge base in this article: CHARON for 
Linux - Detected removal of the license whereas dongle is connected

If you remove a guest from the  option, the log monitoring service will be removed from the list"Service management - Update guests list"
If you change the folder of an existing virtual machine, you'll have to update the service manually.

Example
Connection lost with the active license:

https://stromasys.atlassian.net/wiki/pages/resumedraft.action?draftId=92005709349166
https://stromasys.atlassian.net/wiki/pages/resumedraft.action?draftId=92005709349166
https://stromasys.atlassian.net/wiki/spaces/DocCHLinuxUtils01046/pages/120226270/Manage+recursive+jobs+license+expiration+check+log+events+cron
https://stromasys.atlassian.net/wiki/display/KBP/CHARON+for+Linux+-+Detected+removal+of+the+license+whereas+dongle+is+connected
https://stromasys.atlassian.net/wiki/display/KBP/CHARON+for+Linux+-+Detected+removal+of+the+license+whereas+dongle+is+connected
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Alert mail sent (if configured):

Connection restored with the license:
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Alerts management

Table of contents

Description
Settings

Mail mode (TEXT/HTML)
Mail recipients list
Mail sender
Create/update alert mail footer
Enable/disable wall alert messages
Update/reinstall common alert script
Select guests log alert level
View alerts history
Immediate alert on dongle removal
Alerts simulator
Reduce WARN msgs on dongle removal

Description
Use this option to change alert management settings as shown below:

Settings

Mail mode (TEXT/HTML)

Alerts are by default sent in HTML format. With some mail clients, HTML mails are not correctly displayed or even rejected. This option is used to switch 
between HTML format and pure TEXT format.
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Mail recipients list

All alerts coming from monitoring scripts and checks scripts are sent using a common alert script that sends emails (via " ") to the recipients list sendmail
that can be defined using this option.

The common alert script can be customized if you prefer not to receive emails and use commands from your monitoring software for example.

Do not add blank lines and set one recipient per line

Mail sender

This optional option allows you to define the sender name instead of the default one (root@hostname)

Create/update alert mail footer

Used to add comments at the end of the mail.

HTML tags like new line, font and bold can be added within the file. In case the format is switched to TEXT, these tags will be automatically removed from 
the text mail.

Enable/disable wall alert messages

This option enables or disables (default) the " " messages sent via the alert script.wall

Update/reinstall common alert script

All alerts coming from monitoring scripts and checks scripts are sent using a common alert script.

If this script does not exist, it is initialized by copying an example provided in the kit.

If it exists and is different from the original one, you are invited to reinitialize it from the default one:

Answer " " if you did not change the original script file and you have updated the Linux Toolkit (read the corresponding release notes)yes

Do not answer " " if you customized your own alert script.yes
: in case you've overwritten the existing alert script, the previous version can be restored from the " " folderNote /charon/archive

This script can be customized to send alerts the way you want, adding for example commands to link with your monitoring tool. It is based on an alert 
code passed as parameter 1.

All other parameters are information related to the alert. The script uses templates in order to send emails and  messages (see "wall /opt/charon
" and " " files if needed)./utils/templates/*.mail /opt/charon/utils/templates/*.wall

The table below lists all available values for parameter 1 in case you plan to customize the scripts and send alerts by your own (monitoring software lines 
of commands, , etc...)snmptrap



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

© Stromasys 1999-2024 85 / 113

Parameter 1 can have the following values:

Parameter 1 Severity Description

ABORTED CRITICAL Guest has stopped without user or service request

AKSUSBFAIL CRITICAL If the dongle is detected as removed whereas it is disconnected, the askusb daemons are restarted. If the 
restart fails after 15 tries, this message is sent

COMMLOST CRITICAL Communication lost with the license

COMMREST INFORMATIONAL Communication restored with the license

EMULSTART INFORMATIONAL Emulator has been started

EXPCHK CRITICAL, MAJOR, 
MINOR, 
INFORMATION

The license is about to expire

FOUND INFORMATIONAL License dongle found at startup

IFCFGADDR CRITICAL The network interface defined in the configuration has already an assigned IP address, cannot be used for 
guest

IFCFGCRIT CRITICAL One parameter in the ifcfg-eth  file is not configured correctly (mandatory value)N

IFCFGUNKN CRITICAL The interface name defined in the configuration file is not valid (not found with 'ifconfig <eth>' command)

IFCFGWARN WARNING One parameter in the ifcfg-eth  file is not configured correctly (recommended value)N

REMOVED CRITICAL Dongle has been removed: the guest sees the dongle as disconnected and will stop after the defined 
interval if the dongle is not replaced

REMOVRESET ERROR Dongle seen as removed whereas not disconnected (aksusb driver failure). In this case the USB is reset 
and drivers are restarted (Not valid if the dongle is a network dongle and then located on another server)

STOPPED CRITICAL Guest has been stopped, reasons explained in parameters 4, 5 and 6

STOPPEDREQ INFORMATIONAL Guest has been stopped, requested by user or shutdown

TESTMAIL INFORMATIONAL Used to test email mode when setting HTML or pure TEXT

USBCONNECT CRITICAL Dongle has been connected (immediate detection)

USBDISCONN
ECT

MAJOR Dongle has been removed (immediate detection)
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Select guests log alert level

Select the alert level to send alerts when events are found in the guest log file:

Level Information Warning Error

0

1

2

3

Please note:

Requires the " " entry activated in the " " file => menu option "charon_logevent crontab Manage recursive jobs: license expiration check, log events 
"(cron)

This does not affect guest startup alerts. You will receive alerts when a guest starts or stop whatever the level is.

View alerts history

This option is used to view the alerts history sent via the alert script. Alerts can be viewed in a continuous way or using a text editor.

Immediate alert on dongle removal

Enable or disable immediate alert on dongle removal. These alerts are monitored by the aksusbd log monitoring which is totally independent from the 
Charon virtual machine log files monitoring.

https://stromasys.atlassian.net/wiki/spaces/DocCHLinuxUtils01046/pages/120226270/Manage+recursive+jobs+license+expiration+check+log+events+cron
https://stromasys.atlassian.net/wiki/spaces/DocCHLinuxUtils01046/pages/120226270/Manage+recursive+jobs+license+expiration+check+log+events+cron
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Alerts simulator

This option allows you to send all the available alerts for testing:

Reduce WARN msgs on dongle removal

If enabled, it will prevent from sending too many alerts on dongle removal thus the following messages will not generate an alert:

Unable to log in to the key " ", feature .XXXXXXXX X

HASP runtime (7): Sentinel protection key not available.

Failed to login at the Sentinel HASP key: " ".XXXXXXXX
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Settings

Description
Configures the Linux Toolkit where you can:

Enable/disable (default) Out Of Memory (OOM) Charon process killing prevention
Enable (default)/disable Charon log monitoring globally

Define the default start and stop timeout for Charon guests (virtual machines) services1

Enable (default)/disable Charon configuration file update time monitoring per guest
Enable/disable (default) Charon log file size alert and define the alert trigger
Enable (default)/disable Charon Report automatic update check

1: the timeout values can be defined per guest from the "VM Management" menu option then "Manage 'systemd' services".

Example
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1.  

2.  

3.  

4.  
5.  

6.  

7.  

Preferences

Description
This option allows the users to define the following settings:

Default editor for Character User Interface and Graphical User Interface with the selection mode, automatic or on demand. Automatic means the 
GUI will be preferred (if defined) if available otherwise the CUI editor will be used.
Continuous log view:

start or not when the virtual machine is started from the menu.
display or not a reminder to tell how to exit from the view (CTRL-C).
automatically stop the continuous log view when the virtual machine is started or stopped.

Semi-graphics enabled/disabled → use this option to disable semi-graphics (line drawing) if the solutions described in the Cannot get correct line 
 page.drawing on Linux/UNIX with Putty

Display guests separator: can be none, blank line or separation line (useful if more than one virtual machine is configured on the server)
Blue color adjust for white/black background: switches from different blue colors. Default should work with white background and black 
background. If the blue color is not easily readable, try to switch using this option (requires 256 colors terminal emulator capability)
Access 'menu' using 'sudo': allows non root users to access the 'menu' with 'sudo'. Once enabled, a user with sudo provilege can enter 'menu' 
directly (password request and timeouts depending on your sudo settings)
Console access mode: defines how the console will be accessed. It can be either:

'telnet' if installed
'putty' if installed and available (Xserver). If no DISPLAY available, 'telnet', if installed, will be used
always ask

Example

https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152583/Cannot+get+correct+line+drawing+on+Linux+UNIX+with+Putty
https://stromasys.atlassian.net/wiki/spaces/DocCHLTKaxpvax02001/pages/92005709152583/Cannot+get+correct+line+drawing+on+Linux+UNIX+with+Putty
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Manage recurring jobs: license expiration check, log events (cron)

Table of Contents

Description
Scheduled jobs details

Expiration check alert (charon_expchk)
Log events (charon_logevent)
Logs archiving utility
Configuration and log files monitoring
Protection against OOM killer for Charon license processes

Description
Use this option to check and open the 's " file in order to schedule recursive jobs.root  "crontab

Notes:

Alerts are sent using the common alert script, see "Alerts management - Update/reinstall common alert script"  chapter
License expiration alert levels are explained in "License expiration check (HASP and VE)" chapter
If the " " file does not exist, it is initialized with comments in order to facilitate settingscrontab

Example:

# Charon crontab
#------------------------------------------------------------------------------
# Syntax:
#
# *    *    *    *    * <user> <command to execute>
# |    | | | |          
# | | | | |               
# | | | |    +----- day of week (0 - 6) (0 to 6 are Sunday to Saturday, or use names)            
# | |    |    +---------- month (1 - 12)    
# | | +--------------- day of month (1 - 31)       
# | +-------------------- hour (0 - 23)   
# +------------------------- min (0 - 59)
#
# Checks for license expiration: runs everyday at 09:00 with alert set to 15 days before expiration
0 9 * * * /opt/charon/utils/charon_expchk 15
#
# Log events report
* * * * * /opt/charon/utils/charon_logevent
#
# Logs archiving utility (each Monday 00:00)
0 0 * * 1 /opt/charon/utils/charon_logarchive -keep=60 -zip
#
# Configuration and log files monitoring (every 5 minutes by default)
*/5 * * * * root /opt/charon/utils/charon_cfglogmon
#
# Protection against OOM killer for Charon license processes (every 15 minutes by default)
*/15 * * * * root /opt/charon/utils/charon_oomprotect
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Scheduled jobs details

Expiration check alert (charon_expchk)

The expiration check alert sends alerts by default 15 days before expiration (7 days in interactive mode).

This number of days can be changed using parameter 1 as number of days.

Example for 21 days, running everyday at 08:00AM and 04:00PM (16:00):

0 8,16 * * * /opt/charon/utils/charon_expchk 21

Log events (charon_logevent)

This job is active by default, it is recommended not to prevent it from running. It's goal is to scan for events in the guests active log files and send alerts 
based on alert level defined by the administrator. It runs by default every 1 minute so alerts are sent in bulk mode rather than one alert per error detected.

The interval can be updated at your convenience.

Logs archiving utility

This utility archives services log files and guests console log files (if not managed by the emulator itself).

Default from the  entry is to keep files for 60 days and then zip older log files. Zipped files will be kept for 6 months.crontab

Configuration and log files monitoring

Check configuration update time and log file size and log file size growth every 5 minutes by default and when the feature is enabled from the "Settings" 
menu.

Protection against OOM killer for Charon license processes

Enable protection of Charon processes related to license management against Out Of Memory killer.
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Generate Charon Report (for support cases)

Description
The Charon Report is a utility that collects information on your configuration that is used to diagnose problems. It generates a report in the form of a 
HTML document and will also find configured Charon virtual machines (emulators) and will add configuration and log files to the output zip file.

Once the emulators discovery process is completed, user can manually add other Charon configuration files before proceeding.

At startup, the Charon Report connects to our file server to check for the latest version of the script and will download it if possible.

The short version collects minimum information and is used for configurations with sensitive data.

Please select the date for the log files since according to the date of the problem you encountered (1 month ago by default).

The report type and ticket/project/opportunity number do not change the data collected during execution, this is mainly cosmetic.

Example:

Once the execution is complete, please send us the resulting zip file. Its full name will be displayed.
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Example:

Usage
The script can be executed manually with more options if necessary. It is located in the /opt/charon/utils folder and is named CharonReport<version>.sh.

Example:

Note for short version
What's removed compared to long version:

UUID
Top 20 processes consuming memory
network: "ip a", configuration files if any (ifcfg-xxx), netstat -r, chronyc (time sync)
all installed packages list
chronyc and ntpd config files
journalctl output
/var/log/messages* files
/var/log/audit/audit.log* files
"netstat -an" and "netstat -s" output files
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Documentation

Description
Use this option to:

either open the attached documents: users guide (PDF file / " " required) or release notes (text file / using " ")evince vi

or to access our online  space (using " ")Product Documentation and Knowledge Base firefox

Please note that the users guide and the release notes latest versions will be available first on our . The online product documentation web site
documents provided with the kit could be outdated

Menu overview:

https://stromasys.atlassian.net/wiki/spaces/KBP/overview
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/17596562/Charon+Linux+Toolkit
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Additional command lines

Table of Contents

Virtual machines list and status (vmlist)
Virtual machine log view (logview)
Virtual machine log tail (logtail)
Virtual machine start (vmstart)
Virtual machine stop (vmstop)
Connection to console (vmconsole)
Configuration file editing (vmcfg)
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Virtual machines list and status (vmlist)

Usage

# vmlist

Description
Display the list of managed virtual machines and their status

Parameters
-h           : display help text

-l or --lite : display only configuration file name, service status, model and description.

Example
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Virtual machine log view (logview)

Usage

# logview [options] [logfile]

 The log files can also be viewed from the menu → "Service management" → "View latest guest log file"

Description
Uses ' ' editor to view a CHARON virtual machine log file with highlights.vim

If <logfile> is empty, the script will look for available log files in the virtual machines list managed by the Toolkit. If only one is managed, the current log 
will be selected, if more than one virtual machine is present, a selection menu will appear.

 It is recommended to enlarge the current terminal window to at least 132 columns. If using the graphical version of ' ' ( ) the vim # logview -g

window size is set to 32 lines and 160 columns by default.

Parameters
-h            : display help text

-g or --gui   : use ' ' instead of ' ' (if installed)gvim vim

-s or --short : edit a copy of the log file without 'regular license check'  messages

Example

# logview

 For ease of use, it is also possible to copy the  file to . Doing so will make ' ' highlight log lines by default (if charonlog.vimrc $HOME/.vimrc vim

you prefer to use ' ' rather than ' ')vim logview

Virtual machine log tail (logtail)

Usage

# logtail [options] [logfile]

 The log files can also be continuously viewed from the menu → "Service management" → "View latest guest log file"

Description
Continuous view of a CHARON virtual machine log file with highlights.

Press <CTRL-C> to stop the view.

If <logfile> is empty, the script will look for available log files in the virtual machines list managed by the Toolkit. If only one is managed, the current log 
will be selected, if more than one virtual machine is present, a selection menu will appear.

 It is recommended to enlarge the current terminal window to at least 132 columns.
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Parameters
  -h : display help text

Example

# logtail

Virtual machine start (vmstart)

Usage

# vmstart [configuration file shortened]

Description
Starts the virtual machine specified. If only one virtual machine exists on the server there is no need to specify it (so " " is enough). If there is vmstart
more than one virtual machine defined:

The configuration file name that can be shortened must be passed ( : to start the virtual machine corresponding to , the Example /charon/rp7400.cfg
command can be " ").vmstart rp7400

If the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the " " command)vmlist

Parameters
  -h : display help text

Virtual machine stop (vmstop)

Usage

# vmstop [configuration file shortened] [ ]-f

Description
Stops the virtual machine specified (confirmation required if -f is not specified). If only one virtual machine exists on the server there is no need to specify 
it (so " " is enough). If there is more than one virtual machine defined:vmstop

The configuration file name that can be shortened must be passed (Example: to stop the virtual machine corresponding to /charon/rp7400.cfg, the 
command can be " ")vmstop rp7400

If the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the " " command)vmlist

If a shutdown script has been defined (see ), it will be executed before the service is stopped.VM management - Create/Edit guest stop script
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Parameters
  -h : display help text

  -f : force the virtual machine to stop without asking confirmation

Connection to console (vmconsole)

Usage

# vmconsole [configuration file shortened]

Description
Connects to the running virtual machine console specified. If only one virtual machine exists on the server there is no need to specify it (so " " vmconsole
is enough). If there is more than one virtual machine defined:

The configuration file name that can be shortened must be passed (Example: to connect to the virtual machine console corresponding to /charon
/rp7400.cfg, the command can be " ")vmconsole rp7400

If the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the " " command)vmlist

 If the corresponding virtual machine is running, updates in the configuration file will be taken into account on Charon emulator restart.

Parameters
  -h : display help text

Configuration file editing (vmcfg)

Usage

# vmcfg [configuration file shortened]

Description
Edits the virtual machine configuration file specified and perform some checks upon exit. If only one virtual machine exists on the server there is no need 
to specify it (so " " is enough). If there is more than one virtual machine defined:vmcfg

The configuration file name that can be shortened must be passed (Example: to edit virtual machine configuration file /charon/rp7400.cfg, the 
command can be " ").vmcfg rp7400

If the virtual machine is not specified the latest specified one is used (it is highlighted with a star in the " " command)vmlist

Parameters
  -h : display help text
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Tips and Tricks

Table of contents

‘vi’ and 'vim' text editors
‘gedit’ graphical editor
‘nano’ text editor
How to setup ‘ssh’ trusts between Linux and HP-UX
How to install 'rsh' on RHEL 8
How to setup ‘rsh’ trusts between Linux and HP-UX
Shutdown guests with Expect tool

Introduction
Script usage

How to restart CHARON-PAR on Linux automatically on failure

‘vi’ and 'vim' text editors
Notes:

When typing text, press <ESC> once finished. In case you’re blocked, press also <ESC> before executing commands described below
both editors use case sensitive commands

Request Command

To quit without saving Press ‘:’ then enter ‘q!’

To quit with saving Press ‘:’ then enter ‘x’ or ‘wq’

Go to  top of file Press ‘:’ then enter ‘0’

Go to last line Press ‘G’

Search pattern Press ‘/’ then enter your search text. Press then ‘n’ for next (forward) or ‘N’ for backward

Remove current character Press ‘x’

Insert text Press ‘i’ (press ESC once text completed)

Insert line Press ‘o’ for a line below cursor, ‘O’ for a line above cursor (press ESC once text completed)

Delete a line Press ‘dd’

'vim' has also a graphical version named 'gvim'. If not installed, you can run: # yum -y install gvim

‘gedit’ graphical editor
‘gedit’ is a graphical text editor, users familiar with Windows notepad should not encounter difficulties to use it.

Request Command

To quit close the window by clicking on the cross top right corner

Save file Press <CTRL-S>
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‘nano’ text editor
‘nano’ is a basic text editor, very simple to use and displaying available commands at the bottom of the screen. For example, to leave ‘nano’ , use ^X 
(press CTRL + X)

How to setup ‘ssh’ trusts between Linux and HP-UX
If using a , please review the following Red Hat documentation to understand and avoid possible problems between the RHEL 9 compatible Linux system
legacy guest system and the RHEL 9 system:

.Switching the system wide crypto policy to a mode compatible with previous systems

Notes:

The prompts will tell you where to execute the commands, " " (root user) or " "  (root user)HPUX# Linux#

Remember Linux/Unix is case sensitive
If hosts are not known by each other, fill the  file for example (using  for example) /etc/hosts vi

linuxhost represents the name of your Charon server (can be any name you want)
hpuxhost represents the hostname of your HP-UX virtual machine

On the HP-UX system, enter the following commands if the folder does not already exist:

HPUX# mkdir /.ssh
HPUX# chmod 600 /.ssh

On the Linux server, enter:

Linux# ssh-keygen -t rsa

→  Do not specify any passphrase.

Linux# cd /root/.ssh
Linux# chmod 600 id_rsa*
Linux# scp id_rsa.pub :/.ssh/ _rsa.pubhpuxhost linuxhost

→ Enter the password for the copy operation to complete

On the HP-UX system, add the Linux server key to the authorized keys:

HPUX# cd /.ssh
# HPUX cat _rsa.pub >>authorized_keyslinuxhost
# HPUX chmod 600 authorized_keys

Perform a simple test on the Linux server:

Linux# ssh  hostnamehpuxhost
hpuxhost

If trying to execute a remote command on the HP-UX system, a message telling "no matching cipher found" is displayed, the cipher has to be setup on 
the Linux server side in the  file:/root/.ssh/config

Linux# cat /root/.ssh/config

Host hpuxhost
  Hostname hpuxhost
  KexAlgorithms +diffie-hellman-group1-sha1
  HostKeyAlgorithms +ssh-rsa
  Ciphers +3des-cbc

https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#switching-the-system-wide-crypto-policy-to-mode-compatible-with-previous-systems_using-the-system-wide-cryptographic-policies
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How to install 'rsh' on RHEL 8
To setup 'rsh' on RHEL8, use the following commands:

#  dnf install https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
# ARCH=$( /bin/arch )
# subscription-manager repos --enable "codeready-builder-for-rhel-8-${ARCH}-rpms"
# dnf -y install rsh

More information in this article: rsh and rsh-server packages missing in RHEL 8

How to setup ‘rsh’ trusts between Linux and HP-UX
Notes:

The prompts will tell you where to execute the commands, " " (root user) or " "  (root user)HPUX# Linux#

Remember Linux/Unix is case sensitive
If hosts are not known by each other, fill the  file for example (using  for example) /etc/hosts vi

linuxhost represents the name of your Charon server (can be any name you want)
hpuxhost represents the hostname of your HP-UX virtual machine

Introduction

RSH executes commands on a remote host. It can be used to issue a shutdown on the Charon Tru64 virtual machine.

Pre-requisites

The RSH method requires the 'rsh' package. It can be installed using the following command:

Linux# yum install rsh

Notes

On the HP-UX system issuing the shutdown, create a proxy between the root user of the Charon server and the user.

Example:

HPUX# echo "  root" >>~/.rhostslinuxhost

If the Charon server name is not known to the TCPIP database, edit the  file and add the server ip address and its name. /etc/hosts

Ensure manual commands can be passed to the HP-UX system from the Charon server.

Example:

Linux# rsh  datelinuxhost

If a "poll: protocol failure in circuit setup" is returned, the firewall settings have to be set to open ports 1011 to 1023.

Please always refer to your network administrator when changing the firewall rules, commands below are given as example only.

Example:

# firewall-cmd --permanent --new-service=Charon
# firewall-cmd --permanent --service=Charon --add-port=1011-1023/tcp
# firewall-cmd --get-active-zones
public
interfaces: ens34 ens35
# firewall-cmd --zone=public --permanent --add-service=Charon
# firewall-cmd --reload

https://access.redhat.com/solutions/4933451
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Shutdown guests with Expect tool

Introduction
In case SSH nor RSH can not be used to perform clean shutdown of the guests, the " " tool can be used to connect to the console, perform the expect
login operation and execute the shutdown command depending on the console status.

The operations performed during the " " script execution are detailed in the  chapter.expect VM management - Create/Edit guest stop script

In this case the password is sent without encryption.

To facilitate use of "  for shutdown, an example is provided in the " " script located in the  folder. If expect" guest_shutdown.exp /opt/charon/utils
you plan to customize the script, you'll have to create a copy and not use it directly as it will be overwritten in case of Toolkit upgrade.

Please note:

' ' and ' ' packages must be installed in order to use this feature.telnet expect

The following error message can be returned when stopping the virtual machine when trying to use the expect script example:

if expect package is not installed: " ".Stop script returned error code 126

if telnet is not installed: " " then "%EXPECT-F-NOSRM, Cannot continue, 'telnet' is not installed Stop script returned error 
"code 4

Caution: the virtual machine process will be however killed by service management process

Important information if the console is locked:

Any active session to the console must be killed before the " " script is executed.expect

For example, if you are connected via " " on the localhost/port (the kill is not done inside the  script). Using the "telnet expect /opt/charon/utils
" script file the necessary operations will be performed./charon_gstart_expect

If the console is locked from another host (if you use  for example), you will have to cancel the connection by yourself otherwise the shutdown putty
will not be performed cleanly.
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Script usage
Usage:

#  < > < > < > < > < >path/script port user password prompt opsys

Parameters:

Parameter Description

<port> telnet port number (example: 30001)

<user> username for login (must be able to perform shutdown)

<password> password

<prompt> shell prompt (including end space) or last characters of the prompt

<opsys> HPUX or MPEIX (case sensitive)

Example for HP-UX:

#  30001 root 12345 "# " HPUX/opt/charon/utils/guest_shutdown.exp

Example for MPEIX:

#  30001 X X X MPEIX/opt/charon/utils/guest_shutdown.exp

How to restart CHARON-PAR on Linux automatically on failure
Automatic restart on failure is managed by  at Linux level, please refer to  man pages.systemd systemd

For example, edit the service configuration file and add the following parameters:

Parameter Type Description

Restart text Configures whether the service shall be restarted when the service process exits, is killed, or a timeout is reached

RestartSec numeric Configures the time to sleep before restarting a service (as configured with ). Takes a unit-less value in Restart=
seconds, or a time span value such as "5min 20s". Defaults to 100ms.

StartLimitInterval numeric Configure service start rate limiting. By default, services which are started more than 5 times within 10 seconds 
are not permitted to start any more times until the 10 second interval ends. With these two options, this rate 
limiting may be modified. Use  to configure the checking interval (defaults to StartLimitInterval=

 in manager configuration file, set to 0 to disable any kind of rate limiting). Use DefaultStartLimitInterval=
 to configure how many starts per interval are allowed (defaults to StartLimitBurst=

 in manager configuration file).DefaultStartLimitBurst=

StartLimitBurst numeric
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Quick Setup Guide

Introduction
This article summarizes the operations to be performed to make your emulator running with the Charon Linux Toolkit.

Preparation

Create a folder to store the Charon products and Charon Linux Toolkit(s)
:Example

# mkdir /charon

.
Download the kits in this folder from the Stromasys sftp server using 'sftp' or your browser with the link provided by Stromasys.

.
Optionally create a folder where to store your licenses (C2V and V2C files)

:Example

# mkdir /charon/licenses

.

Install the Charon Linux Toolkit as described in the  page.Setup
.
Install the Charon product(s) you need from menu option " "Install/Upgrade/Remove Charon
.
Dedicate network interfaces to Charon (see the Charon-PAR user's guide).
.
Check the license can be read using the " " menu optionHASP license management (update and settings)
.
Prepare your configuration file(s) or use the clone utility available from the " " menu (see further).VM management - Update guests list
.

Prepare your storage configuration and create your virtual  (see the Charon-PAR user's guide) if needed.disk files

.
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Virtual machines creation

Use the " " option from the " " menu option VM management - Update guests list VM Management (add/remove VM, start, stop, console connection, ...)
to add and start your new virtual machine (guest)
.

Optionally, use option " " to prevent the guest from starting automatically when the Linux server is bootedEnable/Disable start at server boot
.
Optionally ( ), use option " " to define the stop script that will be used to perform a clean but highly recommended Create/Edit guest stop script
shutdown of the virtual machine at service stop.

 It is recommended to test your shutdown scripts before going on production
.

 The log file monitoring service is created automatically.

Connect to the guest console using the "Connect to guest console" menu option (from the "VM Management" menu) and install or restore the 
operating system. If ' ' is not installed, you can connect via  for example (  in this case some firewall settings will have to be set, see telnet putty C

 )onnection to guest console blocked by firewall
.

Post installation checks

You can remove the USB dongle, if any, to verify the dongle removal is identified by the askusbd log monitor service:
.

If you enabled the  alerts from the " " menu, you should receive an immediate ' ' message. 'wall' Alerts management wall
.
If you disabled the  alerts from the " " menu (default), you can have a look at the alerts history from the "'wall' Alerts management Alerts 

" menumanagement
.
If the mail has been correctly configured, you will receive an alert with subject: " " quite immediately (please [Charon] License dongle disconnected
ensure the email has not been moved to the junk folder). The immediate alert can be followed by an alert coming from the virtual machine log 
monitoring announcing the time remaining before stop

Virtual machine(s) management
To avoid navigating in the ' ' options, use the  for ease of management:menu Additional command lines

Command Description

# vmlist Virtual machines list and status

# logview Virtual machine log view

# logtail Virtual machine log tail (continuous view)

# vmstart Virtual machine start

# vmstop Virtual machine stop (' ' to avoid confirmation)# vmstop -f

# vmconsole Connection to the v consoleirtual machine 

# vmcfg configuration file editingVirtual machine 
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Appendixes

Contents

Connection to guest console blocked by firewall
Cannot get correct line drawing on Linux/UNIX with Putty



Charon-PAR Linux Toolkit 2.1 | User's Guide Version 1 | 01 October 2024 | DRAFT 3

© Stromasys 1999-2024 108 / 113

Connection to guest console blocked by firewall

Problem
Connections refused to guests console when connecting via telnet to localhost with the port number specified in the configuration file (10003, 10004, ...).

This can be caused by firewall settings.

Example1:

# telnet charonserver 10003
telnet: connect to address 192.168.42.42: Connection refused

Example2:

# telnet charonserver 10003

Trying 192.168.42.42...
telnet: connect to address 192.168.42.42: No route to host

Solution
To ensure the TCP ports are not blocked by the firewall, please execute the following commands

Red Enterprise Linux Server 6.x

#   --iptables -I INPUT -p tcp --dport <port> syn -j ACCEPT
# iptables -I INPUT -p udp --dport <port> -j ACCEPT
# service iptables save

Example:

# iptables -I INPUT -p tcp --dport 10003 --syn -j ACCEPT
# iptables -I INPUT -p udp --dport 10003 -j ACCEPT
# iptables -I INPUT -p tcp --dport 10004 --syn -j ACCEPT
# iptables -I INPUT -p udp --dport 10004 -j ACCEPT
# service iptables save

Red Enterprise Linux Server/CentOS7 7 and 8 (using firewalld service)

As "firewalld" is installed by default, the commands used are those given in the example below.

Example with console on port 10003:

# firewall-cmd --permanent --new-service=Charon
success
# firewall-cmd --permanent --service=Charon --add-port=10003/tcp
success
# firewall-cmd --permanent --service=Charon --add-port=10003/udp
success
# firewall-cmd --get-active-zones
public
  interfaces: ens34 ens35
# firewall-cmd --zone=  --permanent --add-service=Charonpublic
success
# firewall-cmd --reload
success
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Links

Red Hat Enterprise Linux 8 - Enhancing system security with a firewall
Red Hat Enterprise Linux 7 - Using firewalls
Red Hat Enterprise Linux 6 - Using firewalls

Related articles
Charon-AXP and Tru64 - "System does not have a console configured" error message when booting

CHARON Linux server - Connection to guest console blocked by firewall

Charon-AXP console does not show all devices at SRM prompt

Guest system hangs with TX overflow messages in the log file

Enabling TCP keepalive for console connections

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_basic_system_settings/getting-started-with-system-administration_configuring-basic-system-settings#enhancing-system-security-with-a-firewall_configuring-system-security
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/sec-using_firewalls
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/security_guide/sect-security_guide-firewalls
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/544801237/Charon-AXP+and+Tru64+-+System+does+not+have+a+console+configured+error+message+when+booting
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/17039488/CHARON+Linux+server+-+Connection+to+guest+console+blocked+by+firewall
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/641597472/Charon-AXP+console+does+not+show+all+devices+at+SRM+prompt
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/15794214/Guest+system+hangs+with+TX+overflow+messages+in+the+log+file
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/43221121/Enabling+TCP+keepalive+for+console+connections
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Cannot get correct line drawing on Linux/UNIX with Putty

Table of contents

Problem
Solutions

Putty version 0.71 and above
Putty version 0.70 and below

Solution 1 - using xterm settings
Solution 2 - using putty and Linux locale settings

Links
Related articles

Problem
Line drawing not correctly displayed using Putty:

Wrong line drawing

Expected line drawing

Solutions

Putty version 0.71 and above

Set the new parameter " "UTF8linedraw=1

on Linux, add a line in .putty/sessions/  containing this parameter (above)yoursession
on Windows, change settings from "Window" → "Translation" pane and check the button "Enable VT100 line drawing even in UTF-8 mode"

 you can keep your locale / codepage as UTF-8.
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Putty version 0.70 and below

Solution 1 - using xterm settings

Before opening the terminal session, load the saved session you want to use and update the following parameters:

Terminal-type string can be set to either  or  for Linux or VMS and can  be defined to  for Tru64xterm vt200 only  vt200
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The "Remote character set" must be something else than the default UTF-8 depending on your location. Example: ISO-8859-1:1998 (Latin-1, West Europe)
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 It is possible some characters will not be displayed correctly using this method. Example:

 The default font does not display boxes correctly. If you want to have a better look, please change the font in the "Window → Appearance" option and 
select either Consolas, Lucida Console or Terminal fonts rather than Courier New.

Solution 2 - using putty and Linux locale settings

On the Linux host:

Add these lines in your .bashrc file (if you're using bash):

test "$TERM" = "putty" && export LC_ALL=C || export LC_ALL=en_US.utf8

export TERM=xterm

In putty:

Window → Translation → Remote Character set: the default ISO-8859-1

Connection → Data → Terminal-type string " "putty

 This solution solves the problem mentioned above

 The default font does not display boxes correctly. If you want to have a better look, please change the font in the "Window → Appearance" option and 
select either Consolas, Lucida Console or Terminal fonts rather than Courier New.

Links
Download putty

Related articles
Cannot get correct line drawing on Linux/UNIX with Putty

Charon-AXP/VAX/PDP - OPA0: Failed to create application process

Cannot find OPA0 console session in PuTTY on Windows

Input issues with telnet

DRAFT - How to run X11 applications with Charon

https://stromasys.atlassian.net/wiki/pages/resumedraft.action?draftId=15138858#CannotgetcorrectlinedrawingonLinux/UNIXwithPutty-oddchar
http://www.putty.org/
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/15138858/Cannot+get+correct+line+drawing+on+Linux+UNIX+with+Putty
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/38126256133/Charon-AXP+VAX+PDP+-+OPA0+Failed+to+create+application+process
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/348749871/Cannot+find+OPA0+console+session+in+PuTTY+on+Windows
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/13992047/Input+issues+with+telnet
https://stromasys.atlassian.net/wiki/spaces/KBP/pages/195526657/DRAFT+-+How+to+run+X11+applications+with+Charon
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