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Introduction

The Charon Log Monitor is a utility that monitors the Charon emulator session log files and sends alerts in case a warning or error message is detected. It
can also send alerts for informational messages when the emulator is started or properly stopped, when a CPU BUGCHECK or a CPU Halted message
is detected or even if someone connects or disconnects from the emulator console.

It can also send alerts in case of Charon emulator service state change, if the emulator log file is greater than a specified value, if the virtual machine
(emulator) configuration file has been updated and if the emulator executable file is not present (placed in quarantine by an antivirus software for
example).

Alerts can either be an entry added in the Windows Application Events log file (source = CharonLogMonSVC), an email or a .BAT or .PS1 custom script.
A mechanism can be set in place to stop sending alerts in case too many alerts are sent during a specified interval.

Prerequisites

Charon versions before 4.8 are not supported.
The utility must be started with "Run as Administrator”

During upgrade, it is possible the first attempt to stop the service will fail (due to timeout). If this occurs, just retry stopping the CharonLogMonSVC
service and its installation will continue normally

Powershell 4.0 minimum, 5.1 recommended*

To get the update, please open the page:
https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/install/installing-windows-powershell

.NET Framework 4.6 minimum installed, 4.8 recommended. Installed by default on Windows 10, 11, 2016, 2019 and 2022. For older versions of
Windows, this has to be installed manually.

For more, see:

https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/versions-and-dependencies

*

: If you installed PowerShell 7, please ensure PowerShell 5.1 is installed (not 4.0)

The utility has been tested on Windows 10, 11, Server 2012 R2, Server 2016, Server 2019 and Server 2022 with Charon-AXP/VAX/PDP.

o If it is installed on Windows 7 or Windows Server 2008 R2, storing the email account password will not work due to missing features with these old
versions of Windows. Use custom script in this case.

Usage

Once installed, by default in "C: \ Pr ogr am Fi | es\ CHARO\\ Char on Log Mbni t or ", a Charon Log Monitor shortcut is placed on the desktop and in
the Windows start menu.
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https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/install/installing-windows-powershell
https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/versions-and-dependencies

1 - Open the Charon Log Monitor interface

2 - Install the service

+ CTharon Log Monitor V1.4

Instal and start

m
B

+]

Rae

B Vittual machine(s) M Settings &1

Log manitoring sarvics
State:  Runining
Uptime: Od 00:04:14

Version

¥ Sefings #2 = Email settings @ Sendce log

14610 0; StrDmaSyS

-

Nome Emulator

Uptime Monitoring
Basisec Alphaserver 1060

B ds2¢vms AlphasServer D528
Wesas Alphaserver _ES45
Bplute AlphaServer_a18@
Bvaxsles vax_seee Model 186
Bvx3ias MicroVAax_ 3186 Model 98

Enabled, Active

Notes

Dietails
Configured log file:

Mpnl'.urlng log file

Last entry processed in log file: -

Countars since startup: Warmning: -
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3 - Define the settings from the settings tabs: what you want to monitor and if you want Windows Application Events to be generated and/or a customer .
PS1 or .BAT script to be executed + several other options you can activate

& ﬁ@ Sur Raming | Vemon 14810 @ stromasys

] Uptme: 0d D0:13:14

st andstat . | ® Virtual machine(s) [ Settings#1 1 Settings #2 = Email settings @ Senvice log

Severty lewal
Manitading Error only
B Waming + Emor

General parameaters

E Create Windows Application Log event

[ Ignore Hardware specifications warming

B Aler an USE dongle removaliarval

B Alert on BUGCHECK (informational messages)
Alert on CPL Halted (informaticnal messages)

B License expiration alerts from log file

Monitor emulator senice state change

B4 Alert on emulator start | ‘Logging stared' message
B Alert on emulator stop ! ‘Logging stopped” message
Alert on FE key pressed (recent Charon versions)

B4 Alert on OPAD connection/disconnection

B Reduce waming messages on license removal

EA Alert on configuration file change

Exit +]
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»+ Charon Log Moniter V1.4

Sl e Vs stromasys

State:  Running Version
Liptime: 0d 00:34:26
instal and start | '™ Virtual machine(s) | M Setings#1 M Setings #2 | = Email setings @ Servics log

Alerts limitation Log file size alert

Maximum number of alerts before freezing 12820 Alertifvitual machine log file size 1054 Mb
(0 = feature disabled) is greater than:
during the interval of in minutes) g (0 =feature disabled):

HASP error log file monitaring Custom alen script
[ Enabled Mode: P31 (PowerShell)
BAT (M3-DOS)
State: Running
I HMNone

Wirite an Error Log File: yes wF _ o o
Wirite Log Files Daily Ao W 1

Sentinel LDK License Manager service

State: Running el .n..:ln-.in:;_.
Canter =@

Uptime:  0d 00:34:28

Restart Sentinel Yy
License senice e

+]

m
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. Ifa.BAT or .PS1 script needs to be executed, a button will appear to edit the script. If the script does not exist, a skeleton script will be created. It is
located in the Charon Log Monitor installation folder.
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4 - If needed, you can use the Email settings tab to specify who you want to send emails to and from who. If the sender account needs a password, you'll
need to click the "Save" button (does not work with PowerShell 4.0, 5.1 only). It is recommended to use the "Test email alert" button to ensure emails are
correctly sent. If the test email is not received, please check the service log from the "Service log" tab.

.+ Charen Leg Monitor V1.4

REL® EE - G srromasys

Instal and start B Virtual machine({s) M Settings #1 M Settings #2 ~* Email settings @ Senice log
f~] Enable sending

Ermnail seftings
SMTP server |smlp-.ufﬁr.c355.mm | Plain text

Port number B Use S5L B Include virtual machine notes in the email body B HTML
From | S stromasys.com ] Password |I'Il"ll'llul | m n

To bruno.mireti@stromasys com

Subject tag  [CHARON-WIN19-HOME
Email footer Windows2019 - Home Lab

m

+]

Copyright Stromasys 2022 - All ights reserved

o The password is encrypted and saved in the registry. It is valid for the local machine only. If it needs to be updated, you'll need to empty the password
text box and type it again.

. Ifthe email mode is HTML, the email footer can contain HTML tags
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5 - Go to the Virtual Machines tab and select one virtual machine. Note mouse hovering on the virtual machine name displays several information:

Log monitorning sendce
Sate:  Running
Uptime: 10d 00:35:57

B Virual machine(s) M Settings #1

M Seftings #2 = Email setings

Version:  1.4.61.0

&; stromasys

E Service log

Hame Emulator

Basieea AlphaServer 1808
Bds2evms AlphaServer D528

Uptime Monitoring

C:'Charon\Logs\plute. log
Maonitoring log file

Last entry processed in log file

Exit Counters since startup

+]

Copyright Stromasys 2022 - All rights resenved

BeEsas AlphaServer_ES45
plute  AlphaServer 4108
AP AR AL bl e D A
:““ @ Description
w3154 Service 'plute’ is Stopped,
Startup type: Manual
Version: 4.12.21003
Menitonng:
Motes Misabled
DK AR Ll
DKAsBe Right click to access available oplions
DKAS8]1 & Vo ¥E US LUHON
DKAS82 = V4.8F 05 COROM
IF address = 16.8.8.2
WIC = Charon2
W
Details
!
Configured log file A

L
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Virtual machines must have been created using the Charon Virtual Machine Manager utility.
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Right click on one of them to either enable/disable log monitoring or start/stop the emulator, show the console, edit the .cfg file (if notepad++ is installed, it
will use it otherwise it's notepad), open the log file, explore the home directory, etc..

# Charon Log Monitor V1.4

VRL® =5 e G stromasys

Install and start B Virualmachine(s) 1 Settings#1 I Settings#2 = Email settings @ Senice log

Hame Emulator Uptime Monitoring
Waz1eee alphaserver_198@
Bdz2evms Alphaserver_D52@

menodng Wesas Alphaserver_Es45

service Alphaserver_ 41080 -
B vaxd106 VAX_4808_Model_1a| % Cnable monitoring |

Bvx3198  MicrovaX_3108_Mod| Disable monitoring

Siop sending alerts

Stari/resume sending alers

Motes | B+ Starwvitual machine

DEAd Trus4 ¥W5.1b systen Stop virual machine -

DKAR4BE = V5.1b 05 CDROM - ——

DKA4B1 = V4.8g OS5 COROM Show console

DKA4B2 = V4.8f 05 COROM & Vitual machine stauptype  »

SE BoGresy = I@ERtES [C}  Edit configuration file

e = Charent = Openlogfie .
|78 Explore home diractory

Details | ; ~

Configured log file [25 Editnotes s

C:\Charen\Logs\pluto. log
Manitaring log file:

Last entry processed in log file; -

= -}j Counlers since slanup Naming: - anga - _
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Notes:

A double click on a virtual machine name opens the latest log file
A double click on the "Notes" box for a virtual machine opens the "Edit notes" option

A circle icon in the details box means the log file is using the log rotation mechanism (highly recommended). Mouse hovering on this icon shows the
max file size and rotation period if defined.

® Other warning icons can be displayed if:

® The log counters are enabled or

® The log file size is greater than the limit specified or

® The log method is set to overwrite (not recommended) or

® The configuration file has been updated after the emulator was started (an emulator restart is required for the changes to be taken into account)
® |f alerts have been suspended, either manually or due to the limit reached, resuming sending alerts must be done manually
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Example:

Log

Inatall ard stat
Sl

Exit 'i'j

= Log montoring senvice
@ ﬁ ..@_'l @ e Wb Q, stromasys

B Vinual machine(s) 1 Settings#1 M Setings #2 = Email setings 0 Sarvce log

Hame Emulator Uptime Monitoring
Waz1008 Alphassrver 1809
Bds2evms AlphaServer_DS28
WEesas AlphaServer ES45

AlphaServer 4168 Bd B8:81:8% Enabled, Ac
Bvaxdl86 VAX 4000 Model 186
Evx3198 HicrovAX 3188 Model 38

Noles

DKa@ Trutd V5.1b system disk -~
DEA4EE = V5.1b CDROM

DKA48L = V4,.8g O5 CDROM

DEA4BZ = V4,.8f Q5 COROM

IF address = 18.8.8.2
NIC = Charond

L~

Details
Configured log file m G
C:\Charan\Logs\plute.log |
Monitoning log file: ﬂ Description
C:\Charen\Logs\pluto-2822-168-18-11-14-16-000000000. log
Last entry processed in log file: 18-Oct-2022 11:14:37
Counters since stardugp: License: @& Emor, 4

ernulatar restart

The confiquration file has been updated
after the virbual machine was started.

Changes will be taken inbo account upan

Copymighl Stremasys 022 - Al Aghts resenned
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HTML email example

[CHARON-WIN19-HOME] pluto - Error message

(I} This message was sent with High importance.

@ Charon Monitoring A B &

hon 02-hay-22 1504

To: Brung Miretti

Time of event: 02-May-2022 15:04:21

Hostname: WIN20128M

Virtual machine: pluto

Log file: CACharon\Logs\pluto-2022-05-02-15-03-52-000000000.log

Message:
26228502: 158355 :ERROR : 2 : 09080 1BD: scsi_cdrom{ 789): (3) The system cannot find the path specified. : PKA_4_1:
Failed to connect to F:\TruBd\V4.8Gr1530_01.iso.

Motes:

DEAB = Trugd V5. 1b system disk
DEA48e = V5.1b 05 CDROM
DKAd481 = V4.8g 05 CDROM

DKA482 = V4.8T 05 CDROM

IP address = 19.8.8.2
NIC = Charon2

Windows2019 - Home Lab

Reply Forward

. Toremove the "Notes" part in the email body, uncheck the related option from the "Email settings" tab.
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Windows Application Events example

PS C:\ Users\ Adni ni strator> Get-EventLog -LogNane Application -Source CharonLogMonSVC - Newest 15

I ndex Tine EntryType Sour ce I nstancel D Message

8330 May 03 09:57 Error Char onLognonSVC 12 pluto: state is Stopped.

8329 May 03 09:57 Error Char onLognonSVC 586 pluto: Logging stopped.

8327 May 03 09:54 Information CharonLognonSVC 1050 pluto: OPAO: disconnected

8326 May 03 09: 53 Warning Char onLognonSVC 14 pluto: configuration file has been updated
after service was started on 03- May-2022 09: 52: 04

8325 May 03 09: 52 Warning Char onLognonSVC 1049 pluto: OPAO: connected

8324 May 03 09:52 Error Char onLognonSVC 445 pluto: 20220503: 095207: ERROR 2: 000001BD:
scsi_tape.( 810): (3) The systemcannot find the path specified. : PKA 5 0: Fai...

8323 May 03 09:52 Error Char onLognonSVC 445 pluto: 20220503: 095207: ERROR 2: 000001BD:
scsi_cdrom( 789): (3) The systemcannot find the path specified. : PKA 4_2: Fai...

8322 May 03 09:52 Error Char onLognonSVC 445 pluto: 20220503: 095207: ERROR 2: 000001BD:
scsi_cdron( 789): (3) The system cannot find the path specified. : PKA_4_1: Fai...

8321 May 03 09:52 Error Char onLognonSVC 445 pluto: 20220503: 095207: ERROR 2: 000001BD:
scsi_cdron( 789): (3) The system cannot find the path specified. : PKA_4_0: Fai...

8320 May 03 09:52 Information CharonLognonSVvC 589 pluto: Using |icense 7003444. ..

8319 May 03 09: 52 Warning Char onLognonSVC 589 pluto: 20220503: 095204: WARN : 1: 0000024D:
licenseman(1993): Failed to log in to the Sentinel HASP key: "879642840".

8318 May 03 09:52 Error Char onLognonSVC 589 pluto: 20220503: 095204: ERROR: 2: 0000024D:
li censeman(2003): HASP runtinme (50): Unable to | ocate any Feature nmatching scope.

8317 May 03 09:52 Information CharonLognonSVC 585 pluto: Logging started.

8316 May 03 09:52 Information CharonLognonSVC 10 pluto: state is Running.

8315 May 03 09: 52 Warning Char onLognonSVC 11 pluto: state is StartPending.

® Right clicking anywhere but the virtual machine list box will display About and Release Notes
® Mouse hovering on virtual machines names, buttons and icons displays additional information and help

® |t is also possible to export and import general and email settings for ease of deployment (o the email account password will not be exported)
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